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ABSTRACT

With the attack information collected during SMS phishing investigation, this paper will propose SMS phishing profiling
model applying criminal profiling. Law enforcement agencies have used signature analysis by apk file hash and analysis of C&C
IP address inserted in the malware. However, recently law enforcement agencies are facing the challenges such as signature
diversification or code obfuscation. In order to overcome these problems, this paper examined 169 criminal cases and found out
that 89% of serial number in cert.rsa and 80% of permission file was reused in different cases. Therefore, the proposed SMS
phishing profiling model is mainly based on signature serial number and permission file hash. In addition, this model
complements the conventional file hash clustering method and uses code similarity verification to ensure reliability.
Keywords: Cyber-crime, Profiling, Smishing
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Table 1. Elements of Smishing profiling
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Table 6. Serial number in CERT.RSA
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Fig 2. Result of clustering by smishing attack tool
information
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