321
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.25, NO.2, Apr. 2015 ISSN 2288-2715(0Online)
http://dx.doi.org/10.13089/JKIISC.2015.25.2.321

2% opYTs S Hl2E A
=) 4 22 P

Function partitioning methods for malware variant similarity comparison*

Chan-Kyu Park,”" Hyong-Shik Kim," Tae jin Lee,? Jae-Cheol Ryou'*
'Chungnam National University, Korea Internet & Security Agency

Al Zage] dnkstEwA o] E 3] A7 HFAoE Ve o Zrase 3 iAd 52 2= o
F7F iR W I ol vehda glet 71 WAl L2 asie] AluA el sk #4& Fete] oA
FE -5 Adsly] el olv] Al It stristE dint WAEW gx8] o EAE ek
W mrellMe dFEE o83 Z= wla WS ekl Rt WEE HIEE S "AIs] S13 e
WS Aokt AIE A wdE sk BRt obdel e welek ZEES R sqlghe st o
gb dAshEA] Akl A Fa T AR Fell dlqlghE A TomM At A el vhEAl detkele
S5 AlAsteln AAE L ol8ete] MFEl M Fse FAX M AlHR vl A ¢ e
ghelsbalrt

ABSTRACT

There have been found many modified malwares which could avoid detection simply by replacing a sequence of characters
or a part of code. Since the existing anti-virus program performs signature-based analysis, it is difficult to detect a malware
which is slightly different from the well-known malware. This paper suggests a method of detecting modified malwares by
extending a hash-value based code comparison. We generated hash values for individual functions and individual code blocks as
well as the whole code, and thus use those values to find whether a pair of codes are similar in a certain degree. We also
eliminated some numeric data such as constant and address before generating hash values to avoid incorrectness incurred from
them. We found that the suggested method could effectively find inherent similarity between original malware and its derived
ones.
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mov  DWORD PTR fs:[eax].esp _
mow edw, OxdBesbe
lea  eax, [ebp-Oxd] ’

Fig. 3. Computing the hash value for an original function
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Fig. 4. Computing the hash value for a constant-free function
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Table 1. Function-level comparison of file A
and file B
File A File B
Hash 389ee41249... | 2e78d36del...
Detection Trojan.Win32. UDSI.Danger(?
. usObject. Multi
Name Destover.i .
.Generic
Ori 310 314
Functionfq 310 314
count
Cdb 4457 4411
Ori 71(23%) 71(23%)
lelemtieell o 273(88%) 273(87%)
count
Cdb 4270(96%) 4264(97%)

Table 2. A part of hash value file A and file B

File A File B
Oricyme] 219b935571... | 14667c2ad2a. .
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Uemeiemii=iites 2e2dd0a2ad. .
Function

fodgi7do )meumm ERT * (b6) Blectodonm) U6 €SP, Gxéts
Iode17ds : (01) 57 PUSH EDI (o) 57 PUSH EDT
Bodpi7d7 (as) 196100809 HOV ECK, 0161 BO4BLT67 ¢ (05) b9B1008608 HOV ECK, 081
odptTdc < (62) 33 HOR EAX, EAK eodoTee ¢ (62) 330 AR B, X
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DOd017eD < (10) GACTB24140200000000 KOV ORD [ESPDX2LA], O | GOADLTTY ¢ (16) CGCTBARABL00060000 KOV WORD [ESPedLd], B
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ode1e7 < (85) bmouem HOV ECK, 0161 401787 ¢ (35) D981000000 HOV ECK, Ondt
hedetfc  (82) 38 HOR ERX, EAK eodot7se @ (82) 33 MR EAK, ERX
odo17fe  (07) 6dbe2eto02000 LEK 01, [ESPeba(o]  |(coédtse  (07) adbeodtsaasoss LER DI, [ESPdats]
odo1805 < (05) sdoeseat1n PUSH DHORD G100IS06¢ | 60401795 ¢ (05} s6sdstonta FUSH DHORD 16015064
odo160a : (az) ) REP STOSD ebaptTa : (02) REP §TOSD
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+ (83) 83fF OR ECK, -0xf  (83) B3coff OR ECH, 01
(a) File A (b) File B

Fig. 5. A part of code file A and file B
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Table 3. Code block-level comparison of file C
and file D

File C File D

Hash €5d9c¢8d720... | e1315369d0...
Detection HEUR:Trojan.| Trojan.Win32.
Name Win32.Generic| Agent.almso

Ori 682 772
e e 632 772
count

Cdb 7025 7846

Ori 378(55%) 380(49%)
Identicalf, 661(97%) 665(86%)
count

Cdb 6944(99%) 7136(91%)
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