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A Study on Information Access Control Policy Based on Risk Level of
Security Incidents about IT Human Resources in Financial Institutions
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ABSTRACT

The financial industry in South Korea has witnessed a paradigm shift from selling traditional loan/deposit products to
diversified consumption channels and financial products. Consequently, personification of financial services has accelerated and
the value of finance-related personal information has risen rapidly. As seen in the 2014 card company information leakage
incident, most of major finance-related information leakage incidents are caused by personnel with authorized access to certain
data. Therefore, it is strongly required to confirm whether there are problems in the existing access control policy for personnel
who can access a great deal of data, and to complement access control policy by considering risk factors of information security.
In this paper, based on information of IT personnel with access to sensitive finance-related data such as job, position, sensitivity
of accessible data and on a survey result, we will analyze influence factors for personnel risk measurement and apply data access
control policy reflecting the analysis result to an actual case so as to introduce measures to minimize IT personnel risk in
financial companies.
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AFE A B4 AAH] 4 (Direct Costs)Z ZH4H] 2.2 RBAC M3oi
&(Indirect Costs), A& H|-&(Explicit
Costs)® 2414 ¥]4(Implicit Costs) o2 FF A7 ALEA 2l ¥ S7PIE E2EH]
o] A= 4 9} 82135(2009)= HAREEZ 9l T(NIST: National Institute of Standards
g A28 Fele} A A -ANAR 8L Al F2H and Technoloty)elld EF& 2004 A=A
o W <lAn]. AlmE Q& wjZ a2k s]9le] o o FEetelA s vlzys AlxE 3 S
9] olwx] Az wE Aulx ulg, F4 714 e ZA ALHAE skt
T 2A] Hes AAT g Yol 2 AkElA 4 (Core) RBACE AHAH(User), A%
n]g-olekar sTHT). (Role), 317HPermission), Al4(Session) &
ol g n§-S 2 APdEe] A 20114 44 TAE AL 37h= AA (Object) 2+ %
FE @A7A] Sl FgAkellA dAskdel. Table (Operation)®] A 3o},
204 F& AR 92y F 2A4S Aeshd nw A4 (Hierarchical) RBAC+ 9% AlES A
Hold g of9ral ol el oa wHAEH Ab3eich. A7) 98k S7AskS FkE Ak, A
Ao A= o] Wizl 2 o}9-24) Q1 & Eev dEerxE Adshs deet oS
o gk meot Abagdeh. 53], 20141 1 wHAgh Mds E3she it Fez et
sl 34} HeMlwm= DB #He)a Ak 7kl o3 AleF4 (Constrainted) RBACE 34! (Core)
QFdl o 19 447 of Ao wA MU} & RBACS®} $A14 (Hierarchical) RBACel Z4-#
2% Aaolch weh] AHeE Alye] 2 9P e = Fhetaleh. AFiels AA AvEelet 4
el Wi 2 o] Y ES S 9l Ael 2 i8] (9)
A5t 7158 AAske A2 vS Fesiy, o) Ll d:L A A %‘% 71593 R ojuzt
F AHAE o] A4l AX A FAAA & dolejuo] s A ol H8= 5 e s
Az} W2 7158 ukadste]of g} fraddh AR doA e A AZLEA
AARCE ARl gk FAAHQ AL EA I} B84
Table 2. Main incidents of information leakage AU weE A 5 e e v s
in financial corporations(4) ok 7P 2 SAL Axel Hgk W3 (permission)
S AREAbeAl AA FdEA] i, gl A3
Time of .Nun.lber'of Source of nk mA s Holoh, weba] Alexlr)t Hsks AR
Company |information | . . o v
oceurrence leakage | _mcident o gk Axks Festr] flaiAe WAl s A Rel
June 2014 | C Bank | 11,000 | OUOUe AR dabd a4 5l °]f A 7ML AR &
K Cand 4%l (member)e] =ofof g}(10].
December |« " | 140 million | OUtsOUre RBAC =ddAde dge]  Fef(permission
2013 N Card ed staif management) & 7| N4 gL} HH A
May 2013 | | M 160000 | TR Al AR A, BFoRA AgASt A0
A7t Hds] B2 7193 vl A3ge SAE
April 2013 | S Bank | 34,000 | mternal Aeat w Ha0a90% (least  privil
staff gt =3 2 (least privilege
March I Capital 5.800 Internal principle), 94F+#2](SOD: separation of
Fei?iry Ouizzflfrc— duty), #5343l (data abstraction)$} % F
5019 C Bank | 103,000 |~ " " £ HIFE A At sivHl1).
ig. 1.2 o3 Uk A2 B4 nde] Fg T4
Aveust | s cara | 40000 | TR gilj i—ugg; o ]] o ‘]j B E]-]LH N U
July 2011 | H Card | 97,000 | mternal
stafl ¢ 4%Role): 4TS 4T 7 FTEA wlo
May 2011 Ii{nsDuigff: 150,000 Hacking MA Q4] Foiz 7|9 AN A=
April 2011 | H Capital | 1,750,000 | Hacking 71l efal Aelsl Akt Al AgAe]
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Fig. 1. Relationship between component items of
RBAC
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Fig .2. Example of information access control
policy about IT human resources through RACF
solution based on RBAC in financial institution ‘A’
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Fig. 3. Total count of access authorities
associated with DB resources in financial
institution ‘A’

Fig. 4. Total count of which based on RBAC
among access authorities associated with DB
resources in financial institution ‘A’
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among access authorities associated with DB
resources in financial institution ‘A’
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Table 3. Hypotheses

The higher the impact of job is, the
higher the likelihood and threat degree
of incident scenarios is.

The higher the level of position is, the
higher the likelihood and threat degree
of incident scenarios is.

The higher the sensitivity of information
is, the higher the likelihood and threat

degree of incident scenarios is.

The higher the level of position is, the

4 higher the sensitivity of information is.
Table 4. Scenario Likelihood Criteria
Level Description
High Always occurring
Middle Sometimes occurring
Low Almost not occurring
N/A Not applicable
Table 5. Scenario Impact Criteria
Level Description
t\}if(::t Seve}“e .incidents are 'induced and
. public ripple effect is high
-ening
Threat |Security-sensitive data are leaked
-ening |out, which is deemed illegal
. Incidents are involved with breach of
Middle .
enterprise rules or state law
Low Information is handled .that is not
that important to enterprises
Incidents are about publicized data or
None |data that are not significant to
enterprises in terms of security
Table 6. Job Impact Criteria
Level Description
Job related to information leakage
Very . .
High that 1'ncurs serlous' fiamage to
enterprise or havs public influence
Job related to information leakage
High | that involves sensitive information
and the violation of law
Med- Job rglated to informati'on l.eakage
. that involves the violation of
ium .
enterprise rules or state law
Job related to information whose
Low . .
leakage is not significant
Very | Job  related to  publicized or
Low | insignificant information
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+ Fasit, Fosith, 2ol drl Ad F8
2 b 2 FEEE 5o
7P 2014 2§ ITIEe] JAL Table 7.014A
Y 718A4ql AAL J|Ee R slE FdI AAd 7
ol Ul Qloe] oF l¥ur} =2 555 7RI
714 3elx Awe] wizke=k Table 8., Table
9. % Table 10.9|x¢} o] AEA 7] AR

Table 7. Personnel Position Level

Fievsoime Position Level
category
Deputy General Manager 10
Senior Manager 8
Internal
personnel Mar.lager 6
Assistant Manager 4
Senior Clerk 2
Chief Manager 9
Outsou- | Senior Manager 7
rced Manager 5
personnel | Assistant Manager 3
Senior Clerk 1

Table 8. Criteria of Security Perspective
Sensitivity on Information

Level Description

Ver Information leakage that incurs
IV lserious damage to enterprise or
High

have public influence

Information leakage that involves
High sensitive information and the
violation of law

Information leakage that involves
Medium |[the violation of enterprise rules or
state law

Information whose leakage is not
significant

Very Low |Publicized or insignificant information

Low

Table 9. Criteria of Financial Sensitivity on
Information

Level Description
Very Severe financial asset damage to
High enterprise
. Considerable costs for substitution
High
or recovery
Costs of substitution or recovery
Medium that can be covered by budget item
switch
Low Low financial burden on enterprise

Very Low |No financial damage incurred

Table 10. Criteria of Business Perspective
Sensitivity on Information

Level Description

Extremely major influence on
business, critical damage to most
services or critical service disruption

Very
High

Major influence on business, likely
High |damage to some services or service
disruption

Influence on business, delay of some

Medium | . .. .
significant services

Low |Minor influence on business

Very

No influence on business
Low

Z8 %o Hot A ¥|=yx 9o niztw /|F

2ol o),

3.2 S83AHIT HFet HE ER

321 S8 IT 749 27

ret
Ofor

23014 Alel@ Bhle] 2 AFFARE FAAF 7
Wl FEe FgEAtelth AFEARe 1T
TA} AL #5ke Table 11.3F 2t}

2 N

Table 11. Jobs of IT banking business(4)

Finance Committee, Financial Company IT
System Business

Inte- | v Planning of deposit, loan,
rnal exchange transaction system
pers- | ¥ Development of deposit, loan,
onnel exchange transaction system

v Operation of  deposit, loan,

exchange transaction system

v IT strategies, Financial
Management regulations

v IT budgets, resource planning and

management

v IT resources and purchasing
management

v IT construction supervision
resources and purchasing
management

v IT audit planning and
implementation

v Application of access control
policies to oursourced staff

v Application of separation duties to
outsourced staff
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Establishment of internal design)
information protection policy. v Other outsourceable tasks
Revision of guidelines and
1nfor1m§t10n protection  related U3eld] B AXA AAAAE 73] SR
regulations. oo ] olm wm o] AAA ¥ o1m
Development and implementation % A G, T LT viel A 3 BT
of information protection on oeld e, A4 XA e, WEEA B, o
elec.tronic financial ' _ T ozZgade] sk 24 g AA die] ofF i
IT internal contyolllmplementatlon gz ARA B el AE A2d wE)Sold),
(System restrictions, Account ~ o e
Management’ etc_) ‘ﬂTQlEjI 75—1—"*1: 74]]5]7;“ 75‘_14}*]{:5‘*]] 7HHEL ui ""]F:}
Development and implementation 3 5, AEA E 2 Qe o g% vEY
plin bﬁ?td enforfer?ent 03 3 3 2 Y o, AsiaTAE e 2 e
vulnera y analysis an )
evaluation. 4, ok Alzdl 2o 9 e g o wiHA
Development of business program AT, A A e o JF Z2aEe] B
{Analysis and desian) - A8 A AT AT, J1E AT 93y
evelopment of external business sl Sl oE T
program for dissimilar IT interface T4 7k s el
support
Risk information system business 322 ZE3|ALIT 22 23 Mg
Management of foreign branch
system N
AL AR gy 2P A A
Out- IT systems development and AdgAbel IT A 2 ARe 27 a4 AR
sour- operation of task among deposit, ARA AR, AF AR AR AR e R
ced loan, exchange = 5 9ir). v ARd= 2 ARl A Al
staff transaction.(Payment through

ATM, money transfer and balance
inquiry, etc.)

Development and management of
groupware, e-mail, personnel
system, such as the accounting
system used by the co-operation
between subsidiaries

Development of the business
program, which is an essential
element (except for the analysis
and design)

Operation and management of
network's hardware and software
Operation and management of
disaster recovery center
Construction and operation of
monitoring system against
infringement attempts

Installation and operation of
security system to prevent
electronic information infringement
.(hacking, cracking)

Simple tasks of executing IT
system

Managing infrastructure such as
Generators, UPS, constant
temperature humidity chamber
Development of business
program(except for analysis and
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Table 12. IT Ban

Ao 3=t Table 12.=
el ARE vehd Zlolrt

king-related Information

Customer personal
. Custom'er information
information — -
Customer credit information
Savings/loan/exchange
Account transaction information
system . .
. Y . Account information
information
Fund transfer information
Stock transaction information
. . Liability information
Financial Busi - ;
information usiness register number o
corporate customers
Risk management information
Employee Employee personal
information information
Business dates, business
Others . .
branch information, etc.
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3.3 ESAI| IT Al &AM AlLf2|2 system, or external attacks

A) Connection by external system, or
external attacks a B) Connection by external

Table 13.9] &34 IT ARaL A Alve] o=

2006148 20149704 Ak Fuje] o Hh system, or external attacks
A —153. H/H‘ Z] o = 2] =19 =3}

= _'E}Oi 5= S ?E +4 7hed Login  attempt by  an  application
AR 55 Ak AR frEo] dold 4 9l user(developers, outsourced staff, internal
= DB, olZgAo|Ad, AHAF PC 59 & = employee) from an IP address different from
Aoz Auees FAAL. Table 13.% %7 previous access sources (success or failure)
7F HEARE 7|29 Auske dlo|HE 7)xshe] A} Attempted access to applications by a user

during non-office hours((holidays. overtime)

27k A= sivhs Aol 5 Lebrbart WA (success or failure)

whobeh Abi b Akl 98 A4 02 sjule] £}

Multiple DB queries that exceed the amount

o] Al A Alde] e "] db|g Zer) Qi) of normal queries

3. 494 o|#gt Al AU L9 LTS o) For application user to save sensitive data
= ool % oJFFeals sl By 9H. through application in PC, USB, etc.
3.1.1904 AAT 7PES Ed AEZRAIE A2 Connection to applications and inquiry of

sensitive data by an account from different
A2 A}yE A Flod
A3E ARk shaie IP addresses

Deleting security programs without

Table 13. Incident Scenarios permission, connecting to application, and
inquiring and saving sensitive data

Attempted access to Operation DB by non DB A)Saving in PC sensitive data inquired

administrator like developers, subcontractor, through application a B) Copying the data to

internal staff (success or Failure) storage media(USB, external hard driver,

DVD) or via e-mail, messenger, SNS, etc.

Attempted access to DB by DB administrator Printing out PC files containing sensitive data

account during non-office hours (success or
Failure) Possessing in PC or shared folders sensitive
data unnecessary for tasks

Multiple DB queries that exceed the amount

of normal queries Decrypting encrypted sensitive data

For personnel who only have inquiry Sending an e-mail containing sensitive data
authority to arbitrarily save sensitive data in A)Accessing object of attack through remote
PC or external storage media access or during work and saving sensitive

data a B) Sensitive data in PC leaked out

Inquiry of sensitive data by the same account
connected from different IP addresses

Inquiry of  sensitive data by an account

unregistered in DB table 21T e Bakabie) HfﬂE zxd Ba3t
Saving of sensitive data as files in the oJ3F 9018 alolry] o F§¢ IT F2 AF 2
internal storage of DB
R R " o A A b Al 2ol Jlzsiel AZ
ooting in safe mode, inquiring sensitive
Ny i USh A IT 9% 240} 5398 dpgoz AEs A

data, and then saving them in USB, etc.

ez Ke) = ) 0, /\4 k=) o o
Deleting security programs without Alstel o], o] & 447 (83%)°] el %S}M
permission, connecting to DB, and inquiring o AE A FAT ALY 8 e 4
and saving sensitive data Table 14.. Table 15.3} 2t}
A)Saving inquired sensitive data in PC a Table 3.9 7Md-& 7AZ38}32}F Pearson A3

B)Copying the data to storage media(USB, S
external hard driver, DVD) or via e-mail, :
messenger, SNS, etc. s
A)System administrator PC infected by 9
malicious code a B) Connection by external
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Table 14. Demographic of Survey

Personnel . Employment | Number of
Position .
category period(year) survey
Deputy
General | 20 or more 1(2%)
Manager
Senior ~ o
Internal| Manager 14~13 5(11%)
personnel Manager 8~13 4(9%)
Assistant A~T 11(25%)
Manager
Senior Y
Clork less than 4 1(2%)
Chief 18 or more | 5(11%)
Manager
Senior |y g 2(5%)
Outsourced Manager
) Manager 8~11 6(14%)
personnel Assistant
4~17 8(18%)
Manager
Senior 0
Clerk less than 4 | 1(2%)
Total 44

Table 15. Questionnaire Contents

Description
Basic Department, Position level,
Contents Internal/Outsourced staff
Jobs, Significance of jobs,
Job-related . .
Contents Job-related information, Impact
of job-related information
Risk scenarios, Likelihood of
Seenariorelated | OCCUTTENCE of scenarios, Degree
of threat of scenarios in terms
Contents . .
of security, finance, and
business

WO e o) WA Qe B MRS
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y3A7E 0.1 ~ -0.3 401 °F
A, dBAE7E -0.1 ~ 0.1 Abel® A<
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Table 16. Results of Pearson Correlation
Analysis

Likelihood and
impact of incident
scenario
Pearson
Correlation 125
Coefficient
Impact of —
jobs Slgnlﬁcgpce
Probability A17
(Both sides)
N 44
Likelihood and
impact of incident
scenario
Pearson
Correlation 179
" Coefficient
Position —
level Slgnlﬁcgpce
Probability 244
(Both sides)
N 44
Likelihood and
impact of incident
scenario
Pearson
Correlation .655**
Sensitivity Coefficient
of Significance
information| Probability .000
(Both sides)
N 44
Sensitivity of
information
Pearson
Correlation .083
Position C.oe.fﬁcient
level Slgnlﬁcgpce
Probability 591
(Both sides)
N 44

** Correlation coefficient is meaningful within
the significance level of 0.01(both sides)



AR B 58] (2015. 4) 353
0.6552] F5igh o AH{AS Blar, o] AA EA AR ARe wEd wE A AT A}
S 0.012) %5E el felvistalch, ol Agslelol 32 ovlweh webd, FigT.9) 7%
43RS M BEE Am ARl E A 4 ARl A 39 fel Astel A
AR 2 98 AL obd Zlolth e SR o) MgEE weid An 42 B4 Ad mE 2
cha & 4 glet. FITIHe] 9= ok Fig8. s go] 73 %
o) AREA A% J)xE M 1, 2, 4% 7] ole}h. WA, Fig.7.¢] A4t del W& RBAC 7]
a7 3 Adslsict (Fig 6). AR AT EA SEES AFEASl 2ol RBAC
e A AT BA $ES Ageks B 719
T — o] A-go] 753t RBAC 74| AR d% A
Hypothess | 1€ MZher the mpact Of 100, (he fugher the Rejected S ALsA] o 7|QdE oA 7|=9] F Aol
' | Hkelihood and threat degree of incident scenarios. B | Rejece A ALk e 71dE Al 7] AAe
we| WED wrdsje] Ago] Baalr) welA,
A w3 Fig.8 o A Qe G
Hypothesis | The higher the level of position, the higher the ' Rejecied AR AT EA 3 oJutslslo] L3k},
E likelihood and threat degree of incident scenarios. Fig.8.& ]_‘_/] 7“11 A B A ARe] wl
Al mE A AT EAS 485l guel 4
Hypothesis | The higher the sensitivity of nformation. the higher - R 3]”1:‘ /\]__Q.;(]__—o] "4:“‘6}"15‘ éi‘gl ‘:1'_713]'5 63'% 7]';5}
¥ | the Hkelihood and threat degree of incident scenarios. e o zhel| H)3k SEleleE o] ZHITeH
o welT $YES &hi}ﬁﬂﬂr g oJnla. A
sipotess | The bigher e Jevel of posiion, the higher the _ B AL SA Al o2 ITHe] Ad=s 24
| scasibvity ofnformation - | % S 2 Eynsse] mE %031.3}41 e
Hnel wzted me gu AT FA g F70)
Fig. 6. Result of Hypothesis Test based on =542 YL vl sl 1/1-0].{1;],
Correlation Analysis Huol uzbze] mE 24Tl ek 9

3.5 M2 HZ SHofl et 81T

ook

|
=

I
02

fIE

kAl 2,394 ARlE AAYY AgEA
715 AR AL A3 o] A w2 [Tl
HEE Fig 7.3 3},

IS AA}E= e =
97 ehechd, AZAHE RBAC/IM] An A2
=4 A Hgstnn =L Fig.7.3 o)
ik QA gk AR AL TA el w24
s},

3.49]
43¢

.JJOa‘]. o

AR
B

Z2lvio] wigko] WHE

Rl

A e
ll]'é_

FAlela] folvla AR 1Y o}
FHITIY nakafmel AP 240

Fools AAGoRA, A1 Ju 42

o>

XN
p

oot OE#

O

Risk of IT human resources based on Information Access Control Policy
= F(} (Total Value of authorized informaticn to IT human resources)
Y (4(Possibility of threat by accident scenario
Level of threat by accident scenario))
¥ (Level of Information Access Control based on RBAC about IT human resources)
)

Fig. 7. Formula which calculates risk level about
current information access control policy based
on just RBAC in financial institution ‘A’

e BEE

o}#l¢] Fig.9.3} o] #A=glr}
Fig.9.>

A
A Ane Uz, An Adele
A7 2 S AR wEs HE—‘HE i
5, 0.66~0.99(4), 0.33~0.66(%), 0~0.33
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Risk of IT human resources based on Information Access Control Policy
= F(Y(Total Value of authorized information to IT human resources)
3" (f(Possibility of threat by accident scenario.
Level of threat by accident scenaric))
Y’ ((Current Level of Information Aceess Control about IT human resources,

Applied Level of Information Access Control based on Sensitivity of Information])

)

Fig. 8. Generalized formula which calculates

risk level about information access control
policy based on the impact factor 'Sensitivity of
Information” derived as result of correlation

analysis
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Fig. 9. Individual risk level of IT human
resources who participated in this survey
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1) Define the level of sensitivity of
information about all the data files

v

2) Add the new profile level of
sensitivity of information to current
RACF policy about each data files

¥

3) Re-grant access authorities of data
file to all the users by new RACF policy

v

4) Restructuring jobs about the users
that have higher level than the standard
level of degree of risk acceptance

Fig. 10. Process of applying new profile level
reflected sensitivity of information to current

RACF policy
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Fig.11. Apply the new profile level to current
RACF policy by sensitivity of information
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1) Define the sensitivity of information
about all the DB table associated with
business

2) Does the
restructuring of all
the jobs infringe
business continui

3) Ignore the standard of
granting information access
authority based on job levels

and in order to minimize

aggregate risk, completely
reorganize all users’ job levels
according to information access
authorization which reflects
information sensitivity

4) While maintaining the standard of

granting information access authority

based on job levels of the current DB
table, additionally reorganize each
user's current job according to the
sensitivity of information about the

DB table in order to minimize
aggregate risk

Fig. 12. Process of applying new policy
reflected sensitivity of information to current
database access control policy
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3 WHERE SELECTAUTH =

4 AND GRANTOR =

5 AMD (GRANTEE HOT LIKE

6 4ND  GRANTEE HOT LIKE vD¥
7 AHD  GRANTEE NOT LIKE "zMX")
8 AND TTHAME IH('T AF°,
9 T BH',
10 A,
1 L")
12 WITH UR:

Result ALL @@ Result(l)

Mot Role Base & 2F %t 3'1
1 0

Fig.13. Confirmation of whether there is access
authorization not based on RBAC

ECT GRANTOR, GRANTEE, TTNANE,
SELECTAUTH, INSERTAUTH, UPDATEAUTH,
DELETEAUTH, ALTERAUTH

M SYSIEM. SYSTABAUTH
Ll SELECTAUTH =

NO GRANTOR = 00
ND (GRANTEE © X
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3000BA 12335 TooooofA ¥
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Fig.14. Result of searching for information
access authority after executing DDL statement
GRANT  which directly grant access authority
for the DB table

1 SELECT COUMT(=+) A5 "dIDlm ="
2 FRON mDEi!. Trooooo AF
3 WITH UR;

L0 Scope @ @ Al 0L Oel imiter

Recult ALL [ @@ Result({l)

HIOIE2 =
1 12732326

Fig.15. Result of executing a query to check
whether DB table access is performed normally
through access authority
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Table 17. Calculation of the necessary quantity
due to increase in a number of DB
authorities-related information to be managed
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Accept input values about ‘Table name’, ‘User ID’
which has authorities of the ‘Table’ from external
variables

v

Implementation of program logics which
automatically generate DDL statements to grant
‘CRUD’ authorities of the accepted ‘Table name’ to
the accepted ‘User ID's

v

Maintenance without adding human resources
through automation of granting authorities to each
users, even though significant increase in a number

of authorites-related information to be managed

Fig.16. Process for maintenance of new policy
reflected sensitivity of information to current
database access control policy without adding
human resources
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Fig.17. Applied source-code of algorithm to
automatically generate DDL statements to grant

‘CRUD’ authorities of the accecpted 'Table
name’ to the accepted 'User ID" from external
variables
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Fig.18. JCL script for automatically generation
and execution of DDL statements when
administrator create tables associated with
business applications
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Fig.19. Automatically generated DDL statements
to create tables and to grant 'CRUD’ authorities
after execution of JCL script
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