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ABSTRACT

Instrumentation and control(I&C) system has been mainly designed and operated based on analog technologies in existing
Nuclear Power Plants(NPPs). However, As the development of Information Technology(IT), digital technologies are gradually
being adopted in newly built NPPs. I&C System based on digital technologies has many advantages but it is vulnerable to cyber
threat. For this reason, cyber threat adversely affects on safety and reliability of I&C system as well as the entire NPPs.
Therefore, the software equipped to NPPs should be developed with cyber security attributes from the initiation phase of
software development life cycle. Moreover through cyber security assessment, the degree of confidence concerning cyber security
should be measured and if managerial, technical and operational work measures are implemented as intended should be
reviewed in order to protect the I&C systems and information. Currently the overall cyber security program, including cyber
security assessment, is not established on I&C systems. In this paper, we propose cyber security assessment methods in the
Software Development Life Cycle by drawing cyber security activities and assessment items based on regulatory guides and
standard technologies concerned with NPPs.

Keywords: software development life cycle, cyber security assessment, cyber security in nuclear power plants

A4 (20149 129 249), 4920154 19 21), t FA2}, dalmi.seo@nsetec.com
ARGAL (20154 29 174) ¥ 2X1#2} kjcha@nsetec.com(Corresponding author)



364 LZES A

F7] =AM Apolnim el

F7F W E Al

LM 2

B A 2EH HoloA= Ao rlo]n] 28] <
317] Qg AR KRS T84S AAstar, kst AL
olt] 918 e] A ¥ td7IEE ATste] ghont o
of 13| °JXF/3 AL AZA ] A2EHS ARI)E &+
ofef| 2] o]u] & &qko g F-7hE|o] Shvl Afo|w B ke

849 "JPL‘ < XA Esta gle AAelrt

ol AAFLA L AZA ] AxHe] BA A, AL
5| Adsde] fA AR S ole dubEQl AFEG
A AREEEA] o, Hl4 T Wellx] S3be st=
o] 2 iEE-?ﬂ‘ﬂ =
71% 3heh(1) 5}
B Ao LﬂrE‘j‘] X Eo] Bl FHekAe] 70/7}
AANA L] L /ENE HAEH V= Microsoft it

RtetAll 4] SDL(Security Development
Lifecycle) 2% A i"} .,,]01:%4«::] 50% o)A 7Fagh
tha B ko gleh(2

ool wpe} =11 OPXM AAE YApzubd o) 4]
= axEege] s AHTFr] 7] dAAHE Ale]
W EHS aEsle] AFA 2 HekS §sle SAE
e HHAS FHEof gv). AU L ASA
o] A~ oJul [T A A"z} vws)] 2 o 4,
Ao B4, 4 A 59 SHelA] Aol el
gomz odub IT A2~glelAe] At Bty 7}
] 58 AR L AlSAo] A"l 2y A4
7)ol ol fo] wE

upeba] B =elA = % }E—d.”é{i TFAAF 2
71&EFANA AA B Aleln &
a2 FAME g AR
Aol A-g-3te] 2
A7) A Aol x <
B =] 2844 = 7]E 23
WAL ASAe] A28l "]'°]Hﬂ"%—°} 37} 8

=
o

& B AFE 7)ok, 3
sl Aleluliat BohE S13 W} BE = 0
Bl 7]t 48l A7) 97 EE
amEge] ABFT] WA Aol ke Pt
slg B2k R Adsle Agow B Wl

Il 23 o7

H Ao|xe 7)Ee] A% dul [TAAES] 4~z
Ede] A7) A Alelwxel Wb A1y

Ax ASA ] A=l Atel| ol 7} ol o]
7] %8t

2.1 Ut |T AARIQ] AZEQ0 MHET| S
ALO[E{ 0Ok Hig

2.1.1 MS-SDL &=

MS-SDLE wlo|mgszedx] /At A7)
Well 7t <A &g A 23} ’\JEﬂ o] Hek&
7aslz] ¢le g mel Rt S| (SDL -
Security Development Lifecycle)E Elgia=

20124 59 23" SDL 5.2% Fig. 1.3 %o
Pre-SDL,
Implementation, Verification, Release,
Response, Post-SDL2] T2 FA=e] it}

Zh A HebEss /A E sl A4
a}od /‘Mlﬂi"& 55 AgHe s #g% 4 9®
= STk

Requirements, Design,

Training equirements ) ) Design Implementation )) Verification Release Response

Eslab\lsh

Establish | |Use Approved| | Dynamic Incident
Design Tools Analysis Response
\‘ Requirements | \Requirements Plan

Create Quality) nalyze Attack) | DePrecate Fuzz ) ) Execute
Final Security i

ates/Bug Bars | Surface Unsafe Testing m;ev?ec\:n Y/ Incident

functions Response Plan

pore Secumy
| Training “‘
| |

‘\“ Security &
[ Privacy Threat Static ftack Surface/ |  Release

Modeling Analysis Review Archive

Fig. 1. MS-SDL

2.1.2 CLASP 242

CLASP(Comprehensive Lightweight Application
Security Process)= Secure Software Inc/‘M]
A zmEde] A ARFTIN Bt P 2
g A A3 WA B (activity-driven) S ?é-b&
Hh 28 e}

CLASP+= Concepts View, Role-Based
View, Activity-Assessment View, Activity-
Implementation View, Vulnerability View<]
57F418 3 (View) o2 A =gt 2+ 334
2 58 A9ty 8 I fr1- A A E
Alggehs AelA oE W EI Apo|rt olvka &
T 9le 7o AR 20709 AARFEES A
3L slek4].



AWK F35]=1A (2015, 4) 365

2.1.3 Seven-Touchpoint 22 2 29 EAo] mEEglen. AlolH ¥ gt

ARA APE 4 7HE S AR AAA

Gary McGraw”} Algkst Seven-TouchPoint v ooz nEe] oes A4 4 s EA)

= AFHOR ojn] AFY Bl WHHE F 3k E-S w3t W =ioA AAsle EAE
o} McGraw7} 78k 2w 2o Al st A Eol 3t oAl Table 1.3 e},

Ha71E FAse 2AE 58 2t 75 AA gk Alolw ok HyLE fg ¢ 57 EF

A A G5 A A SEoR T ) zZbzb o7 N do R Fr} ERFela 7S o]

Aoyl 73 % 7T7HAE Code Review
(Tools),
Penetration testing,

Architectural risk  analysis,
risk-based security
tests, abuse cases, security requirements,
security operationse]w 7} 7}slghE W Fig.
2.8} Zo] st A 7187 HAE AHE HEd)
2 a3 lek5)

Security Code Review Penetration
Requirements ools) Testing

Risk Risk-Based Risk
Analysis  Security Tests Analysis

Security
Operations

Requiremets | | Architecture Test
Use Cases Design Plans

.

Fig. 2. Seven-Touchpoint

Tests And Feedback

Code Test Results [ | 2 praid

2.2 XL
ot

HEROAIARQ| A0 O

Youngdoo Kang and Kil To Chong(1)<&
oHdell Tog AL ASA ] A28 Afo]
HEAE Hrlelr] S AAE 3 (ZE2A
Process) ®E< 7lEslsich o1& ¢l €A
WA AZA] Al zde it A 5‘”% 4
AL Atolu EE Al AL d
°ﬂ WA= o] Sl Afelm|mke] Fof

Joleh Tl £4 % BAE Bele, dae

Jg
rjz

O

X o

I N
NS

Fett 447 Aolalnebds 34 - A 4
& A%t Ak Wt iR ey
& A Azde) A1ed 29, weld Ed

L

o

A
bl 29 A Aelulieky Hrte] HAA 2

2 A gt

H

Table 1. Sample questionnaire in five categories

Can the cyber security officer
manage the overall cyber se-
curity activities including asset

Managerial | management, risk management,
incident response?

Is there an asset classification

scheme?

Is there access control require-
. ments?

Technical -
Is there a process of encryption
if needed?

Is there a physical security pe-
) rimeter?

Physical -

Are there media and document
handling processes?
Are there personnel screenin

Personnel o P ¢
programs?

Is there a password manage-
) ment policy?

Policy . B B
Is it in compliance with relevant
law and regulation?
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Table 2. IEEE Std. 7-4.3.2 suggested security
activities in the software development life cycle

Software
development
life cycle phase

Cyber security activities

Concept

Identification of safety sys-
tem security capabilities
Assessment of security to
identify potential security
vulnerabilities

Requirements

Definition of the security
functional performance re-
quirements for the complete
system life cycle

Design

Translation of security re-
quirements identified in the
specification requirements

Implementation

Implementation of hard-
ware configuration and set-
up, software coding and
testing

Test

Test security functions of
system security require-
ments

Installation
and checkout

Installation, verification,
and validation of security
features in the target envi-
ronment

Operation and

Periodic testing, monitor-
ing, review of system logs,

maintenance . Lo
real-time monitoring
Assessment the effect on
. system interfaces of remov-
Retirement

ing the system security
functions

NIST SP 800-64 (Rev.2), “Security

Considerations

in the Development Life

Cycle™& A~z ESe] AYF7|E A= /i 9 &
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T\ 2 3 4 5
Initiation Development/ //Implementiation Operation/ Disposal
/ Acquisition /Assessment Maintenance

Fig. 3. Software Development Life Cycle Phases
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Table 3. NIST SP 800-64(Rev.2) Suggested
security activities in the software development
life cycle

Software
development Cyber security activities
life cycle phase

Security categorization

Initiation L ;
Preliminary risk assessment

Development/A |Risk assessment
cquisition Security controls development

Implementation |System integration
/Assessment |Security assessment

Operation Configuration management
/Maintenance |Continuous monitoring

Media sanitization

Disposal . .
p Information preservation

3.1.3 O|= A H 25 Aot X|&

w3t A A 4193 (NRC, Nuclear
Regulatory Commission)= 20104 A Afo]
wueksl sl JFAIAA Regulatory Guide
5.715 #waxsieict 71e4d, 994 2 =4 39
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o HEg2 o] AAEl sled o g
Table 4.9} #t}(8)

Table 4. RG 5.71 suggested security controls

Class Family 1D
Access Controls B.1
Audit and B2
Accountability '
Technical Critical Digital Asset
Security and Communications B.3
Controls Protection
Identification and B.A
Authentication )
System Hardening B.5
Media Protection C.1
Personnel Security C.2
System and C3
Information Integrity )
Maintenance C.4
Physical and
. Environmental C.5
Operational Protecti
Security LOLeChion
Controls Defensive Strategy C.6
Defense-in-Depth C.7
Incident Response C.8
Contingency Planning | C.9
Awgrgness and C.10
Training
Configuration c11
Management
Management iystem ;nd Service C.12
. cquisition
gecirltly Security Assessment 013
ontrots and Risk Management '
3.1.4 NIST SP 800-53(Rev.4)
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Table 5. NIST SP 800-53(Rev.4) suggested
security controls

Class Family ID
Access Control AC
ﬁlcljolltmir;?)ihty AU

Technical ——
Security Ident1f1c.at10.n and 1A
Controls Authentication
System and
Communications SC
Protection
Awe}re.zness and AT
Training
Configuration
Managgement CM
Contingency Planning CcP
. Incident Response IR
Opera.tlonal Maintenance MA
Security
Controls Media Protection MP
Physical and
Environmental PE
Protection
Personnel Security PS
System and g1
Information Integrity
Security Assessment CA
and Authorization
Management | Planning PL
Security Program Management PM
Controls Risk Assessment RA
System and Services
. SA
Acquisition

AR CIAO ¥ 7129 ¥45S F8otn ¥
A nok o Aolunrel F% 2AYVE 9
(1), o] AR 20114 o] FEburolx] HE
iAol zme] kel wigk THA Aol A}
oumare] A, QA Aol i wak 917 W)
W 7} o) wek A HEL AN 9o

Table 6.3 Zt}(10].

ofl

3.2 Hi2tsls AZESQ0 MHFET| EAE AOIHE

Table 6. DHS suggested security controls

1D Family
2.1 Security Policy
2.2 Organizational Security
2.3 Personnel Security
2.4 Physical and Environmental Security
2.5 System and Services Acquisition
2.6 Configuration Management
2.7 Strategic Planning
98 System and Communication

Protection

99 Information and Document

Management

System Development and
2.10 .

Maintenance
2.11 Security Awareness and Training
2.12 Incident Response

2.13 Media Protection

2.14 System and Information Integrity

2.15 Access Controls

2.16 Audit and Accountability

Monitoring and Reviewing Controls

2.17 System Security Policy
2.18 Risk management and Assessment
2.19 Security Program Management

Aole] AT HAE AlolWHekE 7]l
F7} S EEsiedch. &9 W7 35 =
Ated wi= A A $L3(NRC)H

Regulatory Guide 5.71, vl= =3 %5 7|4

F-A(NIST)S SP 800-53(Rev.4), Pl=r=Ekx

9] Catalog of Control Systems

Security(Rev.7) 2 #5414 A] 3] (NET,

Nuclear Energy Institute)®] 08-09(Rev.6)%&

vl g FA3EE. RG 5. 7104+ 2ot SA&H5

< MY FHa01EH, 994 2 #A), 18 4
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NIST SP 800-53(Rev.4)

RG 5.71

Access Controls

Audit and Accountability

Access Controls

Identification and
Authentication

System and Communications
Protection

Awareness and Training
Configuration Management
Contingency Planning N
Incident Response A

Maintenance

Audit and Accountability

Critical Digital Asset and
Communications Protection

Identification and
Authentication

System Hardening

Media Protection

Personnel Security

System and Information
Integrity

£
Media Protection

Physical and Environmental
Protection

Personnel Security

/
System and Information %
Integrity

Security Assessment and
Authorization

A\ Defensive Strategy

Maintenance

Physical and Environmental
Protection

Defense-in-Depth

1 Incident Response

Contingency Planning

Planning

Program Management

Risk Assessment -

System and Service
Acquisition

Awareness and Training

Configuration Management

System and Service
Acquisition

Security Assessmentand |
Risk Management

Catalog of Control
Systems Security(Rev.7)

Security Poliey
Organizational Security

Personnel Security

Physical and Environmental
Security

System and Services
Acquisition

Configuration Management

Strategic Planning
System and Communication
Protection

Information and Document
Management

System Development and
Maintenance

Security Awareness and
Training

Incident Response
Media Protection

System and Information
Integrity

Access Controls

Audit and Accountability

Monitoring and Reviewing
Controls System Security Policy

Risk Management and
Assessment

Security Program

Management

Fig. 4. Correlation among security controls
&+ WAE =43 Aelx, Table 7.2 RG 5.71 ' re | NIST NEL
o zno02 7 Al Bl EAFESY WAE ¥ Security Controls 571 8(()%45;3 DHS (%%8)9
2 Ag Ao} System

Hardening B.5 PE, SI |26 D5
Table 7. Mapping security controls : RG 5.71, Media Protection [C.1 MP 213 |E1
NIST SP 800-53(R4), DHS, NEI

Personnel

o NIST D Security C2 PS 2.3 E.2
Security Controls 571 800-53 | DHS | 08-09 System and
: (R (R6) Information c3 |9 214 |E3

Access Controls |B.1 AC 215 |D1 Integrity
Audit and Maintenance C4 MA 210 |E4
Accountability B2 AU 2.16 D2 Physical and

Environmental Ch PE 2.4 E5
gritical %igital Protection

sset an ;

Communications B3 SC 2.8 D3 é)frfgilesge C6 - - |E®6
Protection

Defense-in—-Depth |C.7 - - -
Identification and

e B.4 1A 215 |D4 .

Authentication Incident

Response C8 IR 212 |E7
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Security Controls 571 8(()1(%215)3 DHS O(%—g;)
Contingency
Planning C9 CP 212 |E8
Awareness and
Training C.10 AT 211 |E9

Configuration
Management Cll M 2.6 E.10

System and
Service C12 SA 2.5 E.11
Acquisition
Security
Assessment and [C.13 - 2.7 E.12
Risk Management
2.1
2.2
CA 2.7
- - PL 2.8 -
PM 2.9
2.17
2.18

(-) Represent the corresponding entry does not
exist or cannot respond to one of the items.
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Table 8. Security controls in disposal phase

Software development

. security controls
life cycle phase y

Access controls

Audit and
accountability

Media Protection

Disposal

Personnel Security

Configuration

0% 4 slef. w7 H7) ol w Aol 9]
g wh APeAs ool wE Qg TSk A
2o 2B APHOR 4 7k 35S PR )

Access Controls
Concept

Audit and Accountability

Critical Digital Asset and

Communications Protection

Requirements Identification and
Authentication

System Hardening
Design Media Protection

Personnel Security

System and Information
Integrity

Implementation
Maintenance

Physical and Environmental
Protection

Test
Defensive Strategy

Defense-in-Depth

Installation and Incident Response

Checkout
Contingency Planning
Awareness and Training
Operation
Configuration Management
System and Service
Acauisition
Maintenance Security Assessment and
Risk Management
Cyber Security Plan
Cyber Security Program
Disposal Implementation

Maintaining the Cyber
Security Program

Document Control and Records
Retention and Handling

Fig. 5. Mapping software development life cycle
phases and security controls
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siglom odgAe W7k g Fawel we

Table 9. Level for likelihood of occurrence(LL)

Qualitative

Level Value Description
Resulting from
LL3 High vulnerability, likelihood of

occurrence for threat is
very high.

Resulting from
vulnerability, likelihood of
occurrence for threat is
somewhat.

LL2 | Moderate

Resulting from
vulnerability, likelihood of
occurrence for threat is
very low.

LL1 Low
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Concept Planning Pseizzgtlsi CSL5
Concept Planning Y A s il LL1 IL3 CSL3

Training

Fig. 6. Table of assessment of cyber security
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Table 10. Level of Impact(IL) Tofl WA FsAT A aEo g it
— Table 11.9] AlelHEgt 58 7|Hte = 7t oA

| Qualitative . B o

Leve Value Description W alolw Bl By} 538 AR )

A BAEE Az EYe] AWFEr] TAE Bl &
Resulting from vulner-
ability, the integrity and T A FES e Fig. 6.3 Aol AlelH
availability of the system is Hob {7} Ho]&& Mgt} AT E Y] AW T
IL5 Very | offected. And it could be ex- o} B oo AA

High ot ol AtolH| wol &go] 8 oo} AlEES AL,
pected to have multiple se- N 151 o3 BEA] =2 5= =
vere or catastrophic adverse Ee 7_}?’%"4 Gl e AT Aoluck 5F
effects on system. < =E3
Resulting  from  vulner-
ability. the integrity and Table 11. Level of Cyber Security(CSL)

. availability of the system is
114 High affected. And it could be ex- Lgvel Level of Impact(IL)
pected to have severe ad- . gr
likelihood
verse effects on system. ¢
. © IL5 | IL4 | IL3 | IL2 | IL1
Resulting  from  vulner- occurrence
ability, the integrity and (LL)

L3 | Moderate availability of the system is LL3 CSL5| CSL5 | CSL5 | CSL4 | CSL3
affected. And it could be ex- LL2 CSL5 | CSL4 | CSL4 | CSL3 | CSL2
pected to have serious ad- LL1 CSL4 | CSL4 | CSL3 | CSL2 | CSL1
verse effects on system.

Resulting  from  vulner- V. 7|= AIO|H{EQF 7} dig{njo| H|m
ability, the integrity and

L2 L availability of the system is ) B

oW affected. And it could be ex- E Ao M= ArlelA] 7]est 718 Alowuet H
pected to have limited ad- 7} vl g} AQkslk AfolHRQF )l wiHEte] wlwA
verse effects on system. 7= 7)%3k). Table 12,614 A7) 47% 712 A}
Resulting  from  vulner- oM el Fr} uhH I Aokst Alo|w Bl Hr) why
ablhty, the lntegrlty and % H]:ﬂ—’_fd' é:‘q‘o“ltq O}EH 57H‘L1:‘ '%—JZ]—B—:]' ﬂ_z_llzlit]’ ui]

1 Very availability of the system is R . 3

Low affected. And it could be ex- 7|e#E3} Hlagk Asjelot, Table 12,4 <l
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