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ABSTRACT

These days, a conversion of the fast-advancing ICT (Information and Communications Technologies) and the IoT (Internet of
Things) has been in progress. However, these conversion Technology could lead to many of the security threat existing in the
ICT environment. The security threats of car in the IoT environment could cause the property damage and casualty. There are
the inadequate preparations for the car security and the difficulty of detection for the security threats by itself. In this paper, we
proposed the decision-making framework for the anomaly detection and found out what are the threats of car in the IoT
environment. The discrimination of the factor, path and type of threats from the attack against the car should take priority over
the self-inspection and the swift handling of the attack on control system.
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4.2 Macro-view Security
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Table 1. The transmitted information from
telematics services
Tele.matlcs The transmitted information
services
Car starting, Temperature in-
Blue Link side vehicle, Door status,
Destination information,

Anomaly detection, Engine oil
status, Filter status, Driving
information, Driving speed,
Sudden  unintended  accel-
eration , Car idling time

GM OnStar

Vehicle crash information, SOS
request, Location information,
Departure, Destination,
Engine, Directional control in-
formation, Airbag status,
Exhaust  gas, Brake in-
formation, OnStar vehicle sta-
tus, Fuel level, Tire pressure,
Hands-free phone list, Remote
command, Location information
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Table 2. The collected information via hacking

Services The collected information
Certificate, Account number,
Financial Transactional information,
app Regular  transactional ac-
count, etc.
Search location List, Vehicle
Navigation route, Departure,
Destination, etc.
Messenger Friend list, Message contents,
8 Exchange file, etc.
Car black Recording video, Recording
box voice, etc.
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Table 3. The information for loT car speed
control malfunction detection

Information Range
Car starting 1(ON), 0(OFF)
Accelerator status 1(ON), 0(OFF)
Brake status 1(ON), 0(OFF)
Acceleration (=)50 ~ (+)50
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Table 4. The information for loT car direction
control malfunction detection

Information Range
0~250

()50~ (+)50

Driving speed
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Table 5. The information for loT car air bag
malfunction detection

Table 6. The information for loT visibility

disturbance detection

Information Range Information Range
Airbag status 1(ON), 0(OFF) Wiper 1(ON), 0(OFF)
Location(latitude, 0~360 Side mirror 1(ON), 0(OFF)
longitude, altitude) ; i
ongl : Heating wire status 1(ON), 0(OFF)
Driving speed 0~250 Heater 1(ON), 0(OFF)
Car collision 1(ON). 0(OFF) Air conditioner status 1(ON), 0(OFF)
Brake status 1(ON), 0(OFF) Headlight 1(ON). 0(OFF)
Accelerator status 1(ON), 0(OFF)
Gear position O~,8 (176 level A5 0o vehdth Az AR Add A9
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