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ABSTRACT

IoT (Internet of Things) propels current networked communities into a advanced hyper-connected society/world where
uniquely identifiable embedded computing devices are associated with the existing internet infrastructure. Therefore, the IoT
services go beyond mere M2M (Machine-to-Machine communications) and should be able to empower users with more flexible
communication capabilities over protocols, domains, and applications. In addition, The access control in IoT need a differentiated
methods from the traditional access control to increase a security and dependability. In this paper, we describe implementation
and design of the capability token based system for secure access control in IoT environments. In the proposed system,
Authorities are symbolized into concepts of the capability tokens, and the access control systems manage the tokens, creation,
(re)delegation and revocation. The proposed system is expected to decrease the process time of access control by using
capability tokens.
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Fig. 1. Example of The access control used
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Table 1. Example of Capability List

Resource | Resource | Resource
1 9 3
User A | iie | weke | wise
OB | - | whe | e
User C - - %e:il?é
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Fig. 2. Compare ACL with CL based access
control
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Fig. 3. ACL-based Authorization Infrastructure
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Fig. 6. Policy Enforcement Point(PEP)
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Table 2. Capability token structure

Filed Description
SerialNumber Ul’ll(.ll'le serial number of the
certificate
Issuer The Issuer of certification
Validity The. .vahdlty period of the
certificate
Subject Information of Subject
Object Target object
Access Right Right for Accessible objects
Owner Information of Resource Owner
Right Depth The cgrrent level of delegated
authority
.. The maximum possible level of
Limit Depth authority delegated
HashSignature |Token Hash Signature
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(@) Request IsExisting_Token
- - -

(3 Request_Token_Info

2) Resgonse_Token Infi

® Create_Token

® Transfer_Token or
Respansa_AccessContro|

Fig. 10. Sequence Diagram of Token Creation
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Fig. 11. Sequence Diagram of Token Validation
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Fig. 12. Sequence Diagram of Token Revocation
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Fig. 13. Testbed for Proposed System
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Registration Token Management
Serial Number : auto
Isguer D: TOO!
ExpireDate : 20141101 - 20141130 (Date format : Y'Y YWMDD)
Subject ID ¢ hO0Z

Obiject : ALED

Access Right : [ Delegate W'Write [V1Read
Max Limit Level @ 5
Right Level : 2

Owner ¢ root

Signature : auto

Fig. 14. Management page for token registration

Registration Result

seriainumber ¢ 37b985d252dfect1

issuerid : TOO1

expiredtime : 20141101 - 20141130

subjectid : M002

abject : RLED

accessright : 111

rightlevel : 2

limitlevel 5

OWner i 100

signature | 9b44cf3dd907be38dd700596b7bf6ab45ba3ac2be327291cc07a5240d04446c8

Fegistration is complete.

Fig. 15. Registration result of token
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<2xml version="1.0" encoding="UTF-8" 7>
- <Token>
<AD>M002</10>
NameJames</Name>
~ Capabilty>
<SN>37b985d252dfec61</SN>
<IssuerlD>T001 </IssuerlD>
<ExpireDate>From 2014-11-01 To 2014-11-30</ExpireDate>
<SubjectiD>M002</SubjectiD>
<Object>RLED</Object>
<AccessRight>111</AccessRight >
<RightDepth>2</RightDepth>
dimitDepth>5¢/LimitDepth>
<Signature>9b44cf3dd9n7bed8dd700696b7bf6ab45ba3ac2bed27291cc07a5240d04446cB</Signature>
<Owner>root</Owner>
</Capabiity>
Token>

Fig. 16. Token Infrastructure
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Delegate Token Managerment
Serial Number : aac8d7al7hatlba?  (auto)
Issuer D : MO02 (auto)
ExpireDate : 20141113 - 201413 (Date format = Yv'YMMDD)
Subject ID: LO0T -

Object : @RLED

Access Right © [IDelegate Z1'Write [V/Read
Max Limit Level © 5
Right Level : 3

Owiner i root

Signature : auto

Fig. 17. A management page for token
authority delegation

Recoverable token list

@ aacdd7al7hablba?

- Capability

SN + aacéd7albaboba7

IzsuerD ¢ k002

ExpireDate : From 2014-11-13 To 2014-11-13
SubjectlD : TOOZ

Object : RLED

AccessRight : 011

RightDepth : 3

LimitDepth : &

Signature : ealacbe2fd9d63f44d0e 753d022c632c544b29f8fd30c FE8aade4362ac23d3h2
Ovwner i root

© B116c1d7709c3a35

- Capabhility

SN ¢ B1fECTd7700c3a35

IssuerlD : M002

ExpireDate | From 2014-11-10 To 2014-11-20
SubjectlD : TOO1

Object ® BLED

AccessRight : 001

RightDepth : 3

LimitDepth : &
Signature * 939453¢ 268af2034thadb02b6af789C 1 826655721200 387d 461521 19db THh 29
Owner : root

Fig. 18. A management page before token
authority revocation

Recoverable token list

= 6116c1d7709c3a35
- CaDab\htv
SN+ 61f6c1d7709c3a35
IssuerlD : MOD2
ExpireDate : From 2014-11-10 To 2014-11-20
SubjectD : TOOT
Object : BLED
AccessRight + 001
RightDepth : 3

LimitDepth : 5
Signature 1 939453c268a13934badb02h 6af789¢1826655f21a5b387d 46152f119db 729
Owner : root

Fig. 19. A management page after token
authority revocation
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Table 3. Comparison of ACL and Capability
Token

Capability
Property ACL Token
Right’s subject resource user
provider
Rights revocation yes yes
Rights delegation no yes
Rights o os
Re-Delegation Y
Rights no os
Delegation-Revoke Y
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