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ABSTRACT

Recently interest in Internet of Things(IoT) is increasing, and a variety of the security technologies that are suitable for
Internet of Things has being studied. Especially sensor network area of the device is an increased using and diversified for a
low specification devices because of characteristic of the Internet of Things. However, there is difficulty in directly applying the
security technologies such as the current authentication technologies to a low specification device, so also increased security
threats. Therefore, authentication protocol between entities on the sensor network communication in Internet of Things has being
studied. In 2014, Porambage et al. suggested elliptic curve cryptography algorithm based on a sensor network authentication
protocol for advance security of Internet of Things environment, but it is vulnerability exists. Accordingly, in this paper, we
analyze the vulnerability in elliptic curve cryptography algorithm based on authentication protocol proposed by Porambage et al.
and propose an improved authentication protocol for sensor networks in Internet of Things environment.
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Table 1. Notation

Notation Description

K Symmetric key for initial message
authentication

U Identity of node U

, Secret random integer value gen-

v erated by U

R Elliptic Curve point for certificate

v request sent by node U

a Base point generator with order of
prime n

Cert Implicit certificate of #" node
Integer used to keep hash value

¢ of Cert,

s Integer used to compute private
key of the requestor node

dy Node Us private key

Qy Node Us public key

N Random cryptographic nonce gen-

v erated by node U
Ky Link key between nodes U and V
H(s) One-way hash function
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Sensor Node or End-User
Certificate Requestor U

{Requestor Hello, Cipher Suite, U}

Certificate Authority CA

{CA Hello, Cipher Suite, Qc4}

h 4

Check validity of U

Select ry €5 [1,...,n — 1]
Compute Ry = ryG
Generate Ny

Compute MACk[Ry, U, Ny]

Certificate Request
{Ry, Ny, MACg[Ry, U, Ny}

Certificate
{Certy, s, Ncay MACk[Certy, s, Neal}

A 4

Verify MAC
Sefect gy €5 [1,...,n — 1]
Compute Certy = Ry + rcaG

e = H(Certy)

s = ercp+dcys(mod n)
Generate Ny
Compute MACk[Certy, s, Ncal

Verify MAC [*
Compute e = H(Certy)
dy = ery + s(mod n)

Qu = dyt

Finished

Finished

Compute Qy = eCerty + Qca

Fig. 1. Registration phase
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Sensor Node or End-User
Client U

{Requestor Hello, Cipher Suite, U}

Sensor Node
Server V

{Server Hello, Cipher Suite, V}

Generate Ny
Compute MACg[Certy, U, Ny]

{Certy, Ny, MACk[Certy, U, Nyl}

End, Cipher Suite ><

{Certy, Ny, MACk[Certy, V, Ny1}

> Verify MAC
Compute e = H(Certy)
Qu = eCerty + Qca
Generate Ny
Compute MACg[Certy, V, Ny]
Kyy = dyQy=dydyG

Verify MAC

Compute e = H(Certy)
Qy = eCerty + Qca
Kyy = dyQy=dydyG

A

Fig. 2. Authentication phase
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Zo zaslo B 3 =
e TERFSEN A AP A st Notation Description
Ssie, et FAASL Al AU k5 28 [, ,
A = N oA Random integer value generated
H|a & Aol FElo|dER Bul= 1% S5 o by C4
AR AGS Ak A, FejeldlEsh Arle 7 ALDy, Alternative identity of node U
7 i S5E Al 7vE A HBR Aujs A T, Timestamp of node U
B FAo] whAlE 4= glr} AT Valid time interval for trans-
mission delay
3.2.4 ma}0|HA| A5 SK,, Value for distribution z.y,
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Sensor Node or End-User

Certificate Requestor U

{Requestor Hello, Cipher Suite, U}

Certificate Authority CA

{CA Hello, Cipher Suite, AIDy Qca}

v

Check validity of U
Select wey € 7
Compute AIDy = UBwcy

A

Select ry €g [1,...,n— 1]
Compute Ry = ryG

weya = AID,®U

Generate Ny

Compute MACy,[Ry, U, Ny]

Certificate Request
{Ry, Ny, MACy,[Ry, U, Nyl}

Certificate

{Certy, s, Ncgyy MAC,,,[Certy, s, Ncyl}

v

Verify MAC
Select rey €g [1,...,n — 1]
Compute Certy = Ry + 1c,G

e = H(Certy)

s = ercu+dca(mod n)
Generate N¢,

Compute MAC,,,[Certy, s, Nc4]

A

Verify MAC
Compute e = H(Certy)
dy = ery + s(mod n)

Qu =dyG

Finished

Finished

Compute Qy = eCerty + Qcy

€
<

Fig. 3. Proposed registration phase
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A AEAF {AD,}, B =RZ gk {79} 3
Sensor Node or End-User Sensor Node
Client U Server V Certificate Authority CA
{Requestor Hello, Cipher Suite, AIDy, Ty, H(AIDy||Ty)}
> {AID,,MAC,,, [AID,,AID,]} ;
{AIDy, MAC,,, [AIDy, AID,]} v e szggh”ﬁgm a1D,
. {Server Hello, Cipher Suite, AIDy, Ty, H(AIDy||T,)} | Verify H(AIDy||Ty) "\store u,v
Verify H(AIDy||Ty) | Check Ty-Tyr < AT
Check Ty,-Tyr < AT X
End, Cipher Suite Verify H(AIDy||wca,)
X ”””””” {AIDy, AIDy, H(AIDy|Wca, )} |Search AID,
Compute
AIDy@wea,=U'
Compare U = U’
Select xcy € Z;
Compute SK,@V = xc, | () SC;m z Lll/[;xm
{AIDy, AIDy, H(AIDy|lWcay)} Verify H(AIDy|lwca,)
»| Search AID,
Compute
AID, ®wcy, =V’
CompareV =V'
Select xcy € Z;
{SKy} Compute
Compute |4 -
SKy®U = x¢4 SKy = UBxca
End, Time Out
End, Time Out >< DA Check ATy,
Check ATy| —
Generate Ny
Compute
MAC,,[Certy,AIDy, Ny
{Certy, Ny, MACy,[Certy,AIDy, Ny]}
»| Verify MAC
Compute e = H(Certy)
Qy = eCerty + Qca
Generate N,
Compute MAC,,[Certy, AIDy, Ny]
(Certy, Ny, MAC,, [Certy, AIDy, Ny]) Koy = dyQy=dydyG
Verify MAC [«
Compute
e = H(Certy,)
Qy = eCerty + Qcy
Kyy =d, =dydyG
o= duQr=dvdy Finished
P Finished

Fig. 4. Proposed authentication phase
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