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ABSTRACT

According to IT development, smart home services is providing remote service, monitoring service and other various services
through smart home devices based on network. But, smart home environment exists security threats such as data falsification,
illegal authentication and invasion of privacy through a malicious device. Smart home is studying to prevent these security
threats, but the studies of smart home environment security are still in early stage of development and the studies of group key
management method is lacking in smart home. In this paper, we propose the group key management method for secure device
in smart home.

Keywords: Smart Home, Smart Device, Group Key, Internet of Things
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Table 1. Notation

Notation | Description
DeviceInfo The §mart home device's
information
The smart home device's
DeviceInfo| information authentication
requested
PW The smart home device's password
, The smart home device's password
PW . .
authentication requested
GEyome The smart home's group key
GKy,,..' The new smart home's group key
H( ) Hash function
I Hash value of smart home device's
P information
M User message
5] XOR operation
N Random number
7, Time stamp of smart home device
Valid time interval for
ANT ..
transmission delay
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Table 2. Security comparisons between existing
method and our proposal

Mant- . Prop-
Security oro et Shin et Park osed
al.
al. scheme
Confidentiality O O (0] (0]
Access control 0O O O O
Device Integrity X X X O
Device
Authentication 0 0 0 0
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B : Computational complexity according to the number of devices in communication

Fig, 4. Efficiency comparisons between existing method and our Proposal
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