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ABSTRACT

Side Channel Analysis of applying the power-consumption was known as effective method to analyze the key of security
device based on chip. The precedential information of power-consumption was measured by the voltage distribution method using
by series connection of resistor. This method was dependent on the strength of the voltage. If the voltage cannot be acquired
much information which is involved with the key, the information of power-consumption significantly might be influenced by
noise. If so, some of the information of power-consumption might be lost and distorted. Then, this loss can reduce the
performance of the analysis. For the first time, this paper will be introduced the better way of the improvement with using the
method of Current to Voltage Converter with OP-Amp. The suggested method can reduce the effect of the noise which is
included in the side channel information. Therefore we can verify the result of our experiments which is provided with the
improvement of the performance of side channel analysis.

Keywords: Side Channel Analysis, OP-amp, Voltage distribution, Current to Voltage converter with OP-Amp
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Fig. 2. Typical OP-Amp circuit
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Table. 1. Compare the result

Voltage OP-Amp
Right Key Divider Converter
Key ratio Key ratio

1st 0xD4 0x35 0.86 0xD4 | 1.50
2nd 0x15 0x15 1.05 0x15 2.59
3rd OxA7 0x36 0.99 0xAT | 1.44
4th 0x5C 0xDF | 0.88 0x5C | 1.56
5th 0x79 0x4F | 0.88 0x79 1.80
6th 0x4B 0x4B | 1.14 0x4B | 1.90
Tth 0x85 0x47 0.91 0x85 1.74

8th 0xCbh 0x3B | 0.82 0xC5 | 1.85

9th 0xE0 0x36 0.75 0xE0 | 1.65

10th 0xD2 0xD2 | 1.17 0xD2 | 1.53

11th 0xA0 0xF0 | 0.98 0xAO0 | 1.97

12th 0xB3 0xB3 | 1.04 0xB3 | 1.80

13th 0xCB 0x96 0.95 0xCB | 1.55
14th 0x79 0x62 0.78 0x79 1.71
15th 0x3B 0x3B | 1.17 0x3B | 1.12
16th 0xF6 0xF6 | 1.03 0xF6 | 1.57
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