519
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.25, NO.3, Jun, 2015 ISSN 2288-2715(0nline)
http://dx.doi.org/10.13089/JKIISC.2015.25.3.519

LRFEYAE o] &3 AnEEANS] b HAbANY

1 0| 2| §_|2#

Secure Transaction Method on Smartphones with Smartwatches*

Jun Zhou,1T JinChun Choi," DaeHun Nyang,' KyungHee Lee?
"INHA University, ’The University of Suwon

2 o
7149] WAel mhe, AvhEEE Hold AT 4SS AT, AvlEFe ¢4 Zeade 4 44T

Sl BAL AYES] svheEe] ke 882 s e el N AFEe By FHE sla) 2vhe
& Aslon, 42 soinio] A4 4 ol An ol wiehd SolmEsl A ) B 4 sl
Az Fohg AA7E Bash soleh, 2ok, Avhed ) S5} 2 TRk delel A Ee] ke w gl
o, ol el felh et AEEe] ek S 4 Ak AL 49 + 9 Aol o) EEldE
obEES] 0oke 73kt o glo] AvkES A A2 AL D 5 Aol el TS, 2vhENAE o] 49
Ael el Belskn Amshe 783 2ot ENAE o) 45 AR Aubel A vl 3k S, AvkeEE 95 AR
71 Ad AF OTP /1S sk 84 48e Fa 48 nalrh

ABSTRACT

With the development of technologies, smartphone provides excellent extensibility and performance. Users can install
application programs easily in smartphone, so they can use smartphone in various way. In the past, users used smartphone for
enhancing security in personal computer. Nowadays, smartphone has become a major target for attackers. Therefore we needs a
reliable portable device for smartphone security. There are various wearable devices such as smartglasses and smartwatches, so
they can be used for enhancing security in smartphone. In this paper, we study about that smartwatches can be role for
enhancing smartphone security, and we implement transaction information verification scheme, Transaction information
verification scheme based on CAPTCHA and CAPTCHA based transaction OTP scheme and experiment with users in prototype
application.

Keywords: Smartwatch, Smartphone, CAPTCHA, secure transaction
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Table. 1. Comparison of H/W performance of major smartwatches
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