559

Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.25, NO.3, Jun, 2015 ISSN 2288-2715(0nline)
http://dx.doi.org/10.13089/JKIISC.2015.25.3.559

BadUSB®] #{o}4d 2 st

AT

Z|

e

MM

e

Countermeasures for BadUSB Vulnerability

Jun Choi'*
Defense Security Institute

o ok
i =

& ool that ol & $18l chekgt BApA] - AR Ao e} 2he Habr|&

. At 2014 Black Hat Security Conferenceolls USB<] A
A HebAgto 2 QAE 3 gl gl ® Bstal tf-s-Ae] w|gg A
PGS o2 VA - A - FElH S gk AlAS

USB #x2ld o3 AR f4E - JAz=
Eol AFH R oAF - N = 9}, 3R
2L HRg o7 AAE BadUSBe thalAl
Holt} o]& /MAsl7] $13], BadUSBZ <l
A} gt

o

r°" rlr

ABSTRACT

To defend against information leakage or malware inflow by USB memory, security technologies such as copy protection and
device control have being researched and developed. However, countermeasure are insufficient despite being recognized as a fatal
security-hole for BadUSB presented at the Black Hat Security Conference 2014. To solve this problem, the countermeasures for
BadUSB vulnerability are proposed.
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