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Method of estimating the deleted time of applications using Amcache.hve*

Moon-Ho Kim,T Sang-jin Lee
Center for Information Security Technologies, Korea University
2

70 Al (Amcache. hve) & 72 723 534 322 (Program Compatibility Assistant)e} #&#E% #dx]~
Eg] so]H FdF $§ =2 AYHRE i Fatch, o] Tdg FolA] S8 ZEae] AYAHR Hx A
7HE BRI 5 9l W ol l, AMAAIZIA] FAE F Qi) S8 R aEe & HAAZE Y AR A77bA] Elet
= ol7] ool =29 (Prefetch) 3+, O}O]tﬂ/‘l(lconcache.db vlol BA3)l wlefspd -4 g el A x
2ol epdEtel g A 5 ol w3k, A st qte|EaA] Z2 g FEE Z2 g 3 oAby £
9le] YAE EA] IAH A FQ3F olg]HEo|T),

= WA 3Hde] BEAH S8 =20 AN 4§ YAE A 7)e2A Y] S8HeES A gk

n%

ABSTRACT

Amcache.hve file is a registry hive file regarding Program Compatibility Assistant, which stores the executed information of
applications. With Amcache.hve file, We can know execution path, first executed time as well as deleted time. Since it checks
both the first install time and deleted time, Amcache.hve file can be used to draw up the overall timeline of applications when
used with the Prefetch files and Iconcache.db files. Amcache.hve file is also an important artifact to record the traces of
anti-forensic programs, portable programs and external storage devices. This paper illustrates the features of Amcache.hve file
and methods for utilization in digital forensics such as estimation of deleted time of applications.

Keywords: Digital forensics, Amcache.hve, User behavior
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%SystemDrive%
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RecentFileCache.bcf @
[ Edit As: Hex Fun Script

Fun Template

00 00 34 00

00

1140n:
1150h:
1160h: (3
1170h:
11g8on:
1190h: ({4
11A0h: I
11Bgh: 00 00 75 00 00 00 €3 00 8A 00 5C 00 75 00 73 00 | |
11Con: 65 00 72 00 73 00 5C 00 61 00 64 00 6D 00 63 00
11D0h: 6E 00 €3 00 73 00 74 00 72 00 61 00 74 00 &F 00
11E0h: 72 00 5C 00 61 00 70 00 70 00 6% 00 61 00 74 00
11Fph: 61 00 5C 00 6C 00 6F 00 63 00 61 00 6C 00 5C 00
1200n: 6D 00 63 00 63 00 72 00 6F 00 73 00 6F 00 €6 00
121ph: 74 00 5C 00 77 00 &3 00 6E 00 6% 00 &F 00 77 00
1220n: 73 00 5C 00 74 00 65 00 6D 00 70 00 6F 00 72 00
1230n: 61 00 72 00 78 00 20 00 €3 00 6E 00 74 00 €5 00
1240h: 72 00 6E 00 65 00 74 00 20 00 66 00 €3 00 &C 00
1250n: 65 00 73 00 5C 00 &3 00 &6F 00 6E 00 74 00 &5 00
1260n: 6E 00 74 00 ZE 00 63 00 65 00 35 00 5C 00 72 00
1270n: 75 00 66 00 31 00 36 00 72 00 64 00 77 00 5C 00
1280h:| 76 00 33 00 6C 00 63 00 74 00 &5 00 SF 00 73 00
1230n: 65 00 74 00 75 00 70 00 2E 00 65 00 78 00 &5 00

PIPa I o I

Fig. 1. File structure of the RecentFileCache.bcf
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4 zzady WAl 5o ARE ARty 9lew (3],

Hive . Root

512KB . = Flle
oseke) e
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4,096KB Hive Bin 2 ‘ Hive Bin Header
1 { )
4,096KB Hive Bin 3 Cell 1
ol Key Cell
4,096KB Hive Bin 4 Value Cell
Cell 3 Subkey-list Cell
3 H Value-list Cell
Data Cell

Cell N

4,096KB Hive Bin N

Security-descriptor Cell

Fig. 2. Subkeys of Amcache.hve
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Time of Day Process Name PID Operation Path
|24 231:52,652.. ' svchostexe 1124 inegcrsale)(ey HKCLIWSDriwareWMlcrosnlmmdnws NTWCurreanerswnnWADnCumna|FIagsWComDahthly Ass—nsmnwslara
T UOTSZE52., & svehostere TTZT OTwarewHIcrosoTrr WIng WCuenTversonwAppLompalr 1ags v Grew!
2H §:31:52,7 svchostexe 1124 g H UW‘Suﬂw eWM\cro ﬂWWInduw NTWCI.'nenWEr i 9 ibili i
T 331 svchostexe e W G

G
5708 B\ CreateFile

27 931:52.799

@ Ereserexe

2T 931:52,799,. @ Eraserexe 5706 5 Cue tionF,.. C#¥Windows#

2H 9:31:52.799,.. @ Eraser.exe 5708 Sk CreateFileMapping C:wWindow:

2H 9351:52.799,.. @ Eraserexe 5705 Sk QueryStandardinformationF... C:¥#Window:

23 31 52 799,.. @ Eraserexe 5708 =k CreateFileMapping
ts

in, sdh
in.sdb
in.sdb
C:WWindos in,sdb
C:%Window: in,sdb

2,799, @ Eraserexe 5708 2k Que: tior
5708 2k CloseFile

@ Eraserexe

[’ svchosiexe

Path:
C:¥windowsWsystem32Wsvchost.exe |
Command Line:

C: WwindowsHSystem32¥svchost.exe * LocalSystemNetworkRestricted

PID: 1124 Architecture:  64bit  PCA

Fig. 3. Amcache.hve on Process monitor after executing Eraser.exe



576 A7 A (Amcache.hve) & 2838 &4 Tl AAXZE FAY
Table 2. Value Names and the descriptions in File key
Value Description Data Type
0 Product Name UNICODE string
1 Company Name UNICODE string
2 File version number only UNICODE string
3 Language code (1033 for en-US) DWORD
4 SwitchBackContext QWORD
5 File Version UNICODE string
6 |File Size (in bytes) DWORD
7 |PE Header field - SizeOflmage DWORD
8 Hash of PE Header (unknown algorithm) UNICODE string
9 |PE Header field - Checksum DWORD
a File Version QWORD
b File Version QWORD
c File Description UNICODE string
d |Unknown, maybe Major &Minor OS version DWORD
f |Linker (Compile time) Timestamp DWORD - Unix time
10 |Unknown DWORD
11 |Last Modified Timestamp FILETIME
12  |Created Timestamp FILETIME
15 |Full path to file UNICODE string
16 |Unknown DWORD
17 |Last Modified Timestamp 2 FILETIME
100 |Program ID UNICODE string
101 |SHA1 hash of file UNICODE string
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FHAA B} FA ] 71EE e, @, @3 3

o
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Ide} =AMz R o]
2) httpi//softwale.nave .com/software/version.nh

n?softwareld=MFS_104266&categoryld=B0400
000
3) http://moaimoai.tistory.com/41
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Table 3. The test results for bcwipeSetup.exe 715 o]&sle] wd A3 T A AY TUE
T T o Al s o AT Al sl P2 7)) 4
. : as . N 1me
Folder File value Igge&lger;ie information = /‘E/‘jﬁﬂ %}'0 °§7H A] j}%oﬂ %% 6117]' 7]iﬂ7<]
@ Original file Same | Created | Written e e Fog 5 9ot
Fq‘lAqver @ Renamed file Same Created Written 01‘_":;7“ °§7H /\] TL}-OE]O]] l’—;zj'% in%_'— Q’Xﬂ'ﬁ]?] —?‘]'SH
® Modified file Different | Created | Written A= PAA T AA S AFAEE Sate) gk skA| R
@ Original file Same Created Written oﬂyﬁ/kl :7—]‘0::]_& /‘]-Xﬂﬁ i S0 UH_‘-}’— 0‘1 ESE]' o] j‘[‘%]_g_
Folder N - H = - A .
«»r  |® Renamed file Same Created Written
B SFA 1— Al 2~ H"Hlol| A edzdz] Alelo]” i olnulbd el H}t
® Modified file | Different | Created | Written H‘; . ]‘_ A‘i?]] i N ‘;\;r °EHEJ ]]Lﬁ;;ﬂ EE] B ]:]0‘;]
AN . . E__ Hl< A4 = [e) '\‘g‘_
Folder | @ Original file < Not Not o B N T B
w re*exeeceuteiona)n mame Created Written T’H%t\iﬂ g olthe o|AHE glrt
Polder (¥ QIR M | same | MO Not B Aol A) Mo E EA} she F-E )
B |re-execution) Created Written A J]— J 7|2%E= A7 Rl E5], Aoghd A
A== W74 S5 Z2ae] 39 QA e 7]
A¥ A 71554 dght 25e A uE e} P,
o2 C:\Users\KMH\Desktop\C &t 4 AR, og zege] Hx Az - A - AR A7

of K Tﬂr%‘ﬁ Dictionary.exes A3}, o] Y&

7} Ao s

=% W73 Dictionary(renamed).exe
< W73% Dictionary(modified) .exes

o]Fl| C: \Users\KMH\Desktop\D =z
o' ] iy EHi 37H4

& B A%

Table 4. The test results for Dictionary.exe

g ) o2 Austel
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s
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gl 4= olrh. WA T2 HA2Ex] sjolH
JJr‘”O]U% Adfslele] 7b 7)o "wix|Rt |
(Last ertten Tlme °] A=} ol FalA]

=4, 54 T2 AATEE el 5 9\1‘4
st Aldislal o] “Created Timestamp5> ‘oA QlE]

= 3 A 7S 2}_2 3 5 9\1\;}
E WAA SdelA] A RS g]ls] 9]
%% vehie 43 ke e,

A A, 4 g g g 33z 7] A

2278 21717} A sl
$2 elg}.

_ S BT @ o) A, g4 mzoaele] Alojgel AAHE A
Folder File value rae(fledrreenscse information
Folder @jOriginal fil‘e S‘ame Created er?tten 4) Last Written Time : Alsizfelo] 2z Alsig o 7]
o 1 Renamed file Same Created Written (key)oll AAREE= AR, 2z A Aout AA
@ Modified file Different | Created Written i o]_'_oﬂ‘_ Xéﬂx] ok E'_Z(Jo] 9\11:].
@ Original file Same Created Written 5) Created Timestamp : U4 o] 7|25 += -4
F(‘)‘}Jd”er @ Renamed file Same Created Written =Z2a#9] 7717} Obyte 7} obd Z$-olut 7|25 = A
@ Modified file | Different | Created | Written ARl o AZPJHL= Table 1.9] value 1264
B Original file Sarme Not Not g F 9len], -8 Z2age] AALE FHY
Folder | (2r.1dA cxcct}tlon) Created Written it = o] A7 RE QJEYS E3l t}e2 e w9
o [Bomgal e [ T N | ot A ARAAE F B2 400] AR Agbolet +
re-execution) Created Written sk 2= 9t}
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S8 T2 AN S

@

Is the file reference key of
an executable file created?

|ves

Ts the file located in
“C:\Users” or external
hard drives(e.g., k:)2

lves

Is the file size
recorded in
Amcache.hve?

|ves

Is the file an installation
file?

lves

it is possible to estimate
install time, created
time(download or copy),
the first executed time and
deleted time of an

The first executed time,
“Created Timestamp”,
“Last Modified
Timestamp 1,2” of the
file are available.

\ [ [
Fig. 4. Flowchart on timestamps of an executable
file available in Amcache.hve

The first executed time
and “Last Modified There is no
Timestamp 2” of the information.

file are available.

<-g =z g g oigl A7k
‘}lﬂ‘r (D @-4 B A BFCYES
H g EE:L%QEJ Az ANAE ARAZY, Az
3 o 2=As= Ao] sssl).

] HA -ﬂ"“"ﬂﬁ NO"o|d Asfsalo] 4712] A7k
HARE v geld S gy 1 9o 27k A7HY

B (HZ= APA7E, vl=2 |
A AAE A3 g 4 glnk

ol

>
l.4\\]_\:1
it
)
ro
o
+
2
)
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SHA] AR =2 oA o] B A &4 ==
@] Hx APAZEE g 5 glek. 53], Aol
o AX5= 4 2] o= v A3z}
Aol 7|R|5}= o] 917 wjstel ZHzhe] Aejatale| of
g 2z AP F1F 5 9lok BCWipe 221
BE o2 W olle} 2}

D bewipeSetup.exe : Hx

@ BCWipe.exe @ & AgA7}

@ BCUnlInstall.exe : # % 2FA| A2k

5, WA S Tl S8 ZEase] A4 A
2|, ARAAZIAA] geld = glh
w3k, AAA R 7155 gl <t
, XEE Z20d A8 4 55 AT 4 ik
%"i— Aol M= WAl Fhade] EguekS AlAstaat
g,

AA A7 A7

4.1 S8 Z2T3 My, X[, AHAlZE =2

7},94 p:]-o]zﬂ— %1‘4_
WA bewipeSetup.exe HAS e WleA] -

i
L

g .exe — . —

BCWlpewew exe J =

[s:2820n: A0 FF EF EF 6E 65 20 00 LD BE EF C7 SF DF CF 01] 7

3:2830n: 02 00 00 00 48 03 00 00 00 00 00 00 00 00 00 00
s:2840n: FF FF EF FF FF FF FF FF 03 00 00 00 38 19 03 00
3:2850n: 18 01 00 00 FF FF FF FF 00 00 00 00 00 00 00 00
3:2860n: 06 00 00 00 62 00 0O 00 00 00 00 00 OA 00 00 00
3:2870n: 39 30 30 30 30 31 38 61 64 33 00 00 00 00 00 00

7CFOR: | 65 00 55 00 00 0L 00 DG AV FF FF FF 6E 8 20 00
75o0m! az 56 00 00 45 03 00 00
Touon: 50555503 S 95 0T os £ =7 =r £F ir e= = 2r
Josom: 93 55 55 o0 10 s= 00 o5 s o1 oo oo Ir FF Fr FE
7D30R: 00 00 00 G0 00 00 00 0O 06 00 00 00 60 06 0O 00
1| |7530m: 96 06 50 90 oa 90 60 o0 35 50 30 30 30 1 s &1
I| [7osent 65 35 90 90 90 56 50 00 =0 =F Fr = e &3 0z 90

74D0h: 66
74EOh: [10 B9 EF C7
T4FQh: 00 00 00 00
7500n: 03 00 00 00
7510h: 00 00 00 00
7520h: 78

| Bcegpupdt.dll 1 — —

3:24C0n: 66 00 66 00 00 00 00 00 A0 FE FF FE 6E 68 20 00
3i3450n: [107BS EE C7 SFDECFT03] 02 60 00 00 45 03 00 00

=on: 6060 66 00 05 00 000G Fr FE FF FE FE EF FT EF
Fon: 03 00 00 00 Eo 15 03 00 18 01 00 00 FF EF FT EF
{500n: 00 00 00 00 0D 00 00 00 06 00 00 0O &4 0O 00 0O
12210m: 00 00 00 00 OX 00 00 00 35 30 30 30 30 31 38 €1
Si25z0n: 63 33 00 00 00 00 00 00 Eo FE rE FE 76 8B 02 oo

langfilez.dll  — e~ .

3:2670n: BO FF FF FF 6E 6B 20 00 [L0 BS EE CJ 5E DE CE 03| | yyynk
: B

: 02 00 00 00 48 03 00 00 G0 00 00 00 00 00 00 00
: EE KF EF EF FE FE FE FE 03 00 00 00 $0 17 U3 00 YYYYVYVY..
: 18 01 00 00 EF FE FF FE 00 00 00 00 00 00 00 00 | ....u¥¥

:| 06 00 00 00 66 00 00 00 00 00 00 00 OA 00 00 00 | ....f..
: 39 30 30 30 30 31 38 61 64 32 00 00 00 00 00 00  9000018ad2..

7520n: 78 00 00 00 OA 00 00 00 61 30 30 30 30 31 38 61  X.uouuus
7530h: 64 31 00 00 01 00 00 00 CO FF FF FF 43 00 32 00 | dl......

Fig. b. Deleted time
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1000h: €8 62 63 €E 00 00 00 00 00 10 00 00 00 00 00 00 hbin............
1010h: 00 00 00 00 ED E6 4F EC 5F DF CF 01 00 00 00 00 ....ie0i BI.....
1020n: 88 FF FF FF 6E 6B 2C 00 99 7D 96 €0 FF 6A CD 01 “y¥imk,.™— g3ji.
1030h: 02 00 00 00 30 0& 00 00 01 00 00 00 00 00 00

1040h: FO 00 00 00 FF FF FF FF 00 00 00 00 FF FF FF

1050h: 18 01 00 00 FF FF FF FF 08 00 00 00 00 00 00

1060h: 00 00 00 0O 0OC 00 00 00 00 00 00 00 26 00 00

1070n: 7B 31 31 35 31 37 42 37 43 2D 45 37 39 44 2D

1080h: 65 32 30 2D 3% 36 31 42 2D 37 35 41 38 31 31

1090n: 31 35 41 44 44 7D 00 00 A8 FF FF FF 6E 6B 20 00 15ADD}.. y¥ink
1020h: AD 26 F2 C7 SF DF CF 01 02 00 00 00 20 00 00 00

10BOh: 04 00 00 00 0C 00 00 00 C8 02 00 00 FF FF FF FF

1locon: 01 00 00 0O 08 23 00 00 18 01 00 00 FF FF FF FF

10DOh: 10 00 00 00 00 00 00 00 08 0O 00 0O 08 00 Q0 00

10EOh: 00 00 18 00 04 00 00 00 52 6F 6F 74 00 00 00 05

10F0Oh: FO FF FF FF 6C 66 01 00 98 00 00 00 52 6F &6F 74

1100h: FO FF FF FF SEREENNEEFCECNRYINeR D& 62 01 00 &y

Fig. 6. Download time

CADOR:
CREOh:
CAFOh:
CBOOh:
CB10h:
CB20h:

20 FF FF
02 00 00
FF FF FF
18 01 00
06 00 00
62 30 30

FF 6E 63
00 48 03
FF FF FF
00 FF FF
00 72 00
30 30 31

20 00 8B 1C 7D 29 5F DF
00 00 00 00 00 00 00 0O
FF FF 16 00 00 00 D8 72
EF FF 00 00 00 00 00 00
00 00 33 00 33 00 OR 00
38 39 66 62 00 00 76 €B

cF
0o
oo
ao
0o
01

o1
00
00
00
00
00

yyyﬁk .. 1)_si.

BB

b000018IEb. . vk. .

Fig. 7. Install time

TEAOh:
TEBOR:
TECOh:
TEDOR:
TEEOh:
TEFOR:

a0
0z
FF
18
08
33

FF
0o
FF
01
00
30

FF FF
00 00
FF FF
00 00
00 00
30 30

6E
48
FF
FF
60
30

68 20
03 00
FF FF
FF FF
00 00
31 38

00
00
FF
FF
00
61

85 FB DE
00 00 00
04 00 00
00 00 00
cs 00 00
€3 64 00

DF SF DF
00 00 00
00 78 1C
00 00 00
00 0A 00
00 01 00

CF
0o
03
0o
00
0o

01
00
0o
00
0o
00

. =UBB BI.

¥¥imk

2000018ac

Fig. 8. First executed time

Se EAo] wherh 2, AbE 1)
ler) 2.2 BCWipe iiil%‘%
42 A5FE el AAE 9l
$of] AT A g0l 3
Al e FAE 715 H= s &

T3t zzgEs Ab] of
WellA] Aehezestol 473}
<+ Fig.9.9} 2] 20144 10

(revouninstal
AbA)8} A eraser® A}
dx)a}el S bd AbA g
359] ol ‘H??_ A7 o] Sy
g 4= 9k
3 dlZ AHAlsta QlE
i oWA o2 E A7t
4 64 09:00:13 9=
[e)

RSS
L
s}

B

selg 5 gl oA AL Fig 10,7 ol

20149 1049 64 09:00:59 45 ghaled &= i,
wg, AAA olF, Hz WA U A AT

Fig.11.~12.9} o] 77+ 20149 109 6%

-1
S Faldh 4 9l
e 53 S8 =R ehyleial
TS g S mAPd Fig.13.3  Zrh
BCWipe — ZZ139] Volume  GUID+
bf2461ca-816f-11e3-be65-806e6f66963 ] 1 ©]
2 Volume GUID o} bcwipeSetup.exe,
BCWipe.exe, BCUninstall.exe®] 3 3= 7=
Z+7+ 'b0000189fb’, "9000018acd’, 'a000018ad1’®]
v, 7t A values #9lste] BCWipe T2
o] Az, AAATE, HE “f““]ﬂ ARA| A 7E

09:07:44, 09:13:28 ¢

U REDERER

3]

£ A3 4= glt}. =3 Prefetch 31d& E8)4 3
Z AYPAHE FgF 5 glenz 01% i
BCWipe ZZ2a39] A=Al Adl elglzfels 2kA

31 31 02 00 48 90 02 00 ERIESIESIESIETIF-NIPY
o8 00 00 00 CO 22 03 00_DB 00 00 00 01 00 02
31 32 02 00 cs FF 02 ooRXIGIGIGIEOGKE

2:A500n:
2:A510n:
2:A520n:

00

Data offset

3:3ACOh: FO FF FF FF|B4 CA B8 80 F8 EO CF 03] D0 2 03 0p | 8yyy'E,€zai.D*..
3:3ADOh: EO FF FF FF 76 6B 03 00 5A 00 00 00 FO 2A 03 00 | agyyvk..Z...8%..

Fig. 9. Download time after re-installation

9630n:
9640n:
9650n:
9660n:
9670h:
9680h:

FF
0o
EF
01
aa
ED]

FF
0o
FF
oo
oo
30

FF 6E
00 28
FF FF
00 FF
00 o8
30 30

68
03
FF
FF
0z
31

20 00 D2
00 00 00
FF FF 16
FF FF 00
00 00 80
63 61 &3

2E
00
oo
0o
85
64

EE]
00
oo
0o
03
03

sC
00
oo

F8 E0
00 00
80 E2
00 00 00
00 oa 00
00 EQ 85

CF 01
00 00
02 00
00 00
00 00
03 00

§yynk ...3esal.
soodibonoos
FEPITIVY

600001cacd. .&... .

. Install time after re-installation

00
D
00
0o
00
0o
38

66
6n
00
0o
o0
00
30

00 00
8D F9
00 00
00 Eg
00 00
00 0B
00 00

00
EO
00
CF
00
0o
00

00 00 R0 FF
CF 01 02 00
00 00 FF FF
02 00 18 01
Qo 00 06 00
00 00 31 30
00 00 EO FF

FF FF 6E
00 00 48
FF FF FF
00 00 FF
Qo 00 60
30 30 30
FF FF 76

65
03
FF
FF
00
30
65

20
0o
FF
EF
ao
31
02

00
00
FF
FF
00
63
00

4:B350n:
4:B360n:
4:B370h:
4:B380h:
4:B380h:
4:B3A0K:
4:B3BON:

Fig. 11. The first executed time after re-installation



580

AN A (Amcache hve) IS 343 5§ =277

59C0h: 66 00 66 00 00 00 39 00 A0 FF FF FF 6E 68 20 00 | f.f...9.
59D0h: 02 00 00 00 48 03 00 00  zMi/ual.
59EOh: 00 00 00 0F=80 00 00 00 FF FF FF EF FF FF FF FF

59F0h: 04 00 18 01 00 00 FF FF FF FF
5A00h: 00 00 00 0PI@0 00 00 00 06 00 00 00 A 00 00 00
SA10n: 35 00 2D 00 00 00 62 30 30 30 30 31 63 30
00 EO FF FF FF 76

YRS

B0 FF FF FF 6E
02 00 00 00 48 03 00 00
:59EOh: 00 00 00 00 00 00 FF FF FF FF FF FF FF FF
00 00 EO 8E 04 00 18 01 00 00 FF FF FF FF
:5A00h: 00 00 00 00 00 00 00 00 06 00 00 00 SA 00 00 00
:5A10h: 35 00 2D 00 OA 00 00 00 62 30 30 30 30 31 63 30
:5M20h: 38 66 65 00 36 00 39 00 EO FF FF FF 76 6B 02 00

D
o
w©
m
=)
=
=3
=
o
=)

8fe.6.9.477{vk. .

Fig. 12. Deleted time after re-installation

& 4 9l Aot
4.2 OE|ZHA| m2 2 AR & 0l

dlo]e] A ol = Shift + Del 7]& o] 43 g4l
Aol gl AA R opg} QA FE 2 o2
=3 & gle g A =FE o] $3te who]
S=

Shift+Del 7]% o]&3 dubdal s} 2k

1

FTK Imagere} #2 x4
7Fs8HA5, Eraser® o]43te] A Afole &
o] 2] ¢=r}6).

Oy HIvE_rooT
= Reot
=5 Fie
) Se2b37ef-42c1-11e4-be7d-000c2905a933

Volume GUID(C:\)

) bf2461d0-816f-1123-be65-806e6 626363 (J 1000010125

[& [ [0 bf2461ca-816f-11e3be65-806e66e6963 | [ = [ T3 bf2461ca-816f-11e3-be65-806e6fe6963

Erasere} 72 g AbA|
gk 73S AHAE ol e &=

S, ke EA A90E 5

& 4 9l=dl, Eraserel o] de] ARS= 1 9)
A2A 27238 BCWipes ARg-sle] A3l Az
8|

Fig.14.¢} 7] 9i7jA] tedel= BCWipeo] &40]

ol

Fig.

EEE T2 Alg &5

14. Stored name of application and full path

@ =) Generic [ 1000010136 e o
.09 Orphen 5 10001010 Desciption application
® [ Programs : 12 Created Timestamp | Download time from Internet
Lo exe — [ [T v | Registry key Last Written Time Install time
BCWipe.exe —[ [ 5000015acd | Desciption application

BCUnInstall.exe

Download time from Internet and Install time (Amcache.hve)

The first executed time (Amcache.hve)

Timeline of BCWIPE Program execution

Registry key

Last Written Time

The first executed time

Desciption

application

Registry key

Last Written Time

Deleted time

Tha Last executed time
(Prefetch)

Deleted time (Amcache.hve)

Fig. 13. The overall timeline of BCWIPE Program using Amcache.hve file



AR H 535 =4 (2015, 6) 581

Ak, Al S BAshd EEHE Ze o

s
Al B‘G P;]'O 13 4 9\}\1‘/}. 9,], 1 ] ] 1 o4 ke . B
AL Fig.15.9} #o] E:of4 H o B s QAEE
j =
3L = [e] S S > HAL R
Eraser Portable Z&E1glo] Alg)=g]e-g =qld B e
) DXorghe = [
2= 9\)\‘:]' ) i 2532
-T . ) o Lyt 2 =
- Keghoard Layuts K R6S
] B s
-y LabtensionConfig REGS
=B | tlfomsn s
— e -y MesiCategaes 5 REGST
1:B5EOh: FF 45 00 3A 00 5C 00 45 00 72 00 61 00 \.E.r.a. 3-J NediDidt 21068, RS
1:B5FOh: 00 72 00 50 00 6F 00 72 00 74 00 61 00 s.e.r.P.o.r.t.a. b Medltrces RS
1:B600h;: 00 65 00 5C 00 41 00 70 00 70 00 5C 00 b.l.e.\.A.p.p.-\. N }.Mﬂ’ipmm\!& 52110683, REG.ST
1:3610n: 00 61 00 73 00 65 00 72 00 5C 00 45 00 e.r.a.s.e.r.\.E. | Ve I i
1:B620n: 00 73 00 65 00 72 00 2E 00 65 00 78 00 r.a.s.e.r...e.x.
1:B630h: 00 €5 00 78 00 &5 00 00 00 00 0O 00 00 .. B KB
1:B640h: 00 00 00 00 00 00 00 00 00 0Q 0O 00 00 P

Fig. 17. The hivelist

Fig. 15. Eraser Portable e

[ Edit A= Hex Fun Script Fun Template
5 : e 7 E

4.4 CCleaner AF2 0|

n
olo

g m=2ay &5 ol

=
==

g Zead AgEAe xZe|sz] stldw EA)
ot AFEEA AR TR dubdew e AREE T
3= CCleaners °o]&sled Zejdx] sjdS vate e

AFE g A3 Fig 16,3} o] Aol 84 = =
2agle] AbAlEl AMAE #Relet 4= glr)

A Tl Fig 173} 2] so]ne) = (hiveli
st)ell $l= dIA~Ee] slo]| B shel P25 7Rl Fhelo]
o} 237 Wil HR~E A stejeE Al
gpelol| A= Q= AHE arE EAg) —

C\Users \MH\Desletop \CCleaner é"“‘“‘ﬁmm:ﬁ: hve

CCleaners A3 A3}l Fig.18.3 #o] A T S T S S =

.3 2 o0 o} ]
A o] A7t gli= & 4 ek Fig. 18. Comparision of Amcache.hve files
before and after execution of the CCleaner

Fikname CrmstedTime " Modited Time FleSie Proces©F  roces Path A

MPLKYER EXE 3036142251 e esenn [ Wirbrefeichvien —=
S huveRsasEaD - Teasrsts owesionesn [ e
ESwruaucLTote 703183910 20140915 28 23105
PROCHONSE E1E.DD5 40641 ! mieosrsonass | X augaa
EIPROCMONS DXE 3TFLIOCE gt 0100015255200 | Fenare Cested Tine Vodited Trve FleSas Proems©6  Proces b B
DHmnNtm FEDCI0TB.of 2014-09-16 2T 114859 | [JRUNDLLI2 - ETERT436 01 2018-08-23 27 84148 2016-09-23 ST B4148 40408 RUNDLLSZEXE 20uncts2 e
ImsCaREBiE A0SSASTD.of 20140916 23 20615 TORRENTS1E-£6453687 5 20140023 SW 4TS 140023 STELISE  (B6I0  UTORRENTENE  KWUTCRRENT.V2 04 BULD_22ISORUTORRENT EXE
e 2140017 9B 90038 | 3 0PENWITHOE-SCo316 B MUGBOWIMI M0 SIL000 0 ODWINCT | COMDICAN
G VMPLAYER DXE-TTERA B 20140917 28 51700 AHCST EXE-873086F5, 2014-05-23 2 4433 mwﬂ: 2*1 B44633 161430 WWAHOSTEE  CarWindowswSystem3ZWWWANast
| P AYTASKAYE-261C1099 pf 20040917 28 61306 | ERHNCUPDATE EXe-47CEB983 pf 2014-08-23 23 G542 84542 108054 HNCUPDATEDE CWPROGRAM FILES mwnmﬂmlswwmucwmmm
Bsrmo-msi o s20us 2400182800 | EUNRSTCVEAEE B0 FnpnEmere  mewosamme mum o o
£ TASOIGAEIE SFSEATI0 Wiosiponesss  [WIqaTTORRENTEX: de3v0RtECH Meoo2mOWo0  MuatomeTOMK S2%8  QUTIOREN 273
e e [ il DR RWIWI WD LEII 47 WNOWIDE  ComndmStenzmad e
2010919 28 74240 so00iDA 20140573 SA L0036 20140930 RTIL4ZS5 143650 ALUACAIE  CWAROGRAM FILES (XBEMESTsoTtMALYocmALYc aye
20140919 28 74945 MPCMDRUN EXE£401F384 £ 0140923 9 110045 WIAIN0TOTI219E 23204 MACMDRNDE CHIROGRAM FLESRAINDOWS DEFENDERMECARUR e
2100919 28 74945 | EWOROPADOE 0D 0140523 QW ILGAT NI STU0NA0 1650 WORDPADEIE  CHPROGRAM FLESIBDOWS NTRACCESSORESMwordpad e
PREFETCHFORENSICS.TMP. TFD16732.pf 20140919 2% 75038 s 2014-09-23 2% 11939 20140926 2H 43554 241328 NALEDOWNLO.. C
PREFETCHFORENSICS TMP-CSEL19€7 pf 20140919 28 75038 NU09TBLT LIS DWIGHIBIILINA 63066 RNSHUFODE  CHUSERSHONHAAFDATAMOCALKTEMPHRNSETLRO DX
S PREFETCHFORDNSICS TMP-AS99766 1 20140919 28 75115 0140023 2T LIS 140023 REIIOSL  2SAU RSHPLOE  CHISRHMHHAPIDATAMOCALFTEMPRNSETUPL OE
T REFETCHEORENEICS TP 1S10575C of 0140919 23 75115 UBBOFLNM NI OFINM  LETH ASKNETAUR.. ¢
£ RFETCHEORDISCS O 7709 20000510 28 2154 04053 LT 12! NMOSBRIINIE 2202 TASKALDE  CHWROMSHSYMONSNSHE exe

AASBORPRONABEDE SO0 40010 2Rl | PROAURMMEROEAEIIIIAD! 0100603 9T 12623 MIGOIT3STL223 G036 REAUTNMEL  C#IROGRAN ALES (B RedEALFLAYERREALTROMVER EE

ERASERDROP BXE-SC2SEA 0040919 27 82606 || ANOTEPAD SXE-0B14707 o 20140923 93 24325 141001 O IN03A0 39376 NOTPADDIE  CHWSSSHS,StemIRActepid et
E——— 10010 0B sanso | ETOGGLEDESKTOR EXE SAANFASE 5t NN ITE21 MEI0OTSTENOL 39052 TOGGLEDEST.  CHPROCRAM ALES (XEEWILHHSTART MENU WTOGGLEDESKTOPEXR
ERASERPORTABLEXE 752380801 Mitnis g2t | OALFTRODUC BIEETASDSEC o 016024 STGITAL 061006 T ILIING 7595  ALLPPRODUCT.. CHPROGRAM ALES DBEESTIOTRALUDSREHALUSSRODUCT IE
TORRENT £xE-200CEADO 1 idots o sasa | Dconsenoessisoseact 2004.00.2¢ 22 102738 COMSENTEXE  ComvicowswSyatemsmconsnt xe
CRAEROROPPORTABLE DG D3SELSE 1 ritaiaoteise  |BHOPNEDE ACHRpt 2014.00.2¢ 27 102756 HOPLAVERDE  C3Midons D PLAVER BXE

oiesssast 2014524 2% 54421 rmoe

ERASERDRGR EXE-CFRTERL 6 2140919 28 91245

et i avsmerorosao So160520 2% 54534 MSAINTDE  ComvaomsiSystems2amssnioe
3 NAVERSAFEGUARD BXE- LACAROC. pf 20140.19 98 13203 | 2 SHELLBAG ANALYZER CLEANER EXE-TEF44665pf  2018-09-2¢ 2 65516 SHELLBAG AN DURiity®03 DIGITAL FORENSIC TOOLSHSHELLBAG ANALYZER CLEANER EXE
O KONCACLEVEWA V00 I Socacstagf 0100015 08 1sge  |BIACE DT acoDms0sst 20140824 28 65820 € 3Users KM HEOOCUMENTSHEACE V.07 Wiliisbagbd exe
AOCMONGS DXE-L24125A7 o 20140920 23 21518 | VD EXE4AB18364 pf 2014-09-25 2% 22915 CHWNCOWSHSystem 3 2amd exe
P— PR - - B . B SYSTEMPROPERTIESADVANCED EXE-68CTCAR0 B¢ 2014-09-25 R 23420 CWWINGOWS WSyStem 3 2WS YSTEMPROPERTIESADVANCED EXE
DIvscoN o 4527385 20140625 9% 25653 PR
= i R ———— WIOXIUM  W0RD X Iuber <opyboatrHpphomne
D sty O] ARECADE 5703011 et emimM  metoeeEaisy Sy ComesrMOekiopm 7 B TeREGA
el oo T SISO IUAI006 SR 123006 1H0LSE ATV CHPROGRAN FES BOMETISRRATICHATPD 18 )
Sumsonow Condonsesysuon >
L WINDOWS SHELL MANTFEST CHWIonENINDOWSSHE] Fiename ] TR ==
Swmumou ousrsyoneend & ovae2o S — )
% WINMMBASE DLL CRYFTPRIMITIVES DLL CHIndo Sy stem3 2#BCR YPTRRIMITIVES DLL E
& WINSPOOL DRV C.1252M8 CHWIndowsSystem 3 28C_1252NLS WOEVICEWHARDDISKVOLUMEWWINDOWSWSYS TEM32NC_1252NLS 5
& wows4puL CHmndomsytm3dtioy § lacaTgoiL CindonsiSystern3dicibesty s
(8 WOwS4CRUOLL CHWIndoRWSYEm3NWON 3 ComBASEDLL Cwnindonswsystem32wcomaase dil
CHWindowsWSystem3Nhuo ) COMCTIZ2 DIL 1 MICROSOFT ACCF1DF_6.0.9200 16579 NONE_418. | MICROSOFT. CONTR_. 24
T peir——— 31
acawoon CindweRS e enpepal u
5 cvirsions 208 g 5
Jie——— 5
[ —— 36
s
153 Fis 1 et Weson roeware. P oinet

Fig. 16. Prefetch files after execution of CCleaner



582 WMA (Amcache.hve) F9S 88 58 Z2 a3 A7 Y
45 OI2EE &% 8% £ Fle ¢4 w2 e Besle] g 4R g A
sk Qleh, 58], TlAE ] S A 23 An
S8 w2 A A Fig. 19.9) 2] beE" g q7gus Adaw o).
219l GUID(Globally Unique Identification Z)a)x] el Y oo ZAAE SSx 77T} 3
Number) & &3] A2 £45 g -+ 23lo] W An 2 A sl 9w Ze|dx| = Ze
°‘4 ol= Al2H 3o e MountedDevices Wl = el ATt 128702 AgkEe] eeE E4L o
=27le] Sl GUIDSE 58k A% 4 81 g 4 gl ool @AA: 9%, A3, ¥4, A=
EH2J. 28 =z Azgns Agsa A, A0
wqt, oleldt GUIDSl "whAvh 44 AzHLast  we Agex s},
Written Time)'o] A==, o ARMR= vk WA sle &4 Zrasle] YA 2 Az
EZ Ao AA=Ee] 9l $4 ZRao] x| AR - ARl - AAAIZEE AAE L 7] w47
A5 whe] A7kez AAlse] AL} AT el A5t ofol AN VYT PARE F
23 % gle.
[ e Foor a%7] wsiel] ZefsfA|e} ofo]ZAA M 3
T — WA 9 e g B AL 9
& () {hemmirarsriesbess=s 3257ick} - .
5 1) eicsioosscrt s bo staaaric S8 z2aa oA Hxe Adxsle] 9 W sy
-E:D]::|aalELSSS%ZB&'IIEH}EGS{USEHS&E%E - -
PER e s e 2, S e e e Aol
e f A W AR 3571 sjeket 4 glelA] A S8 e
0] ) Programs
Mol A A Aol lelzlolL = Ao
<Volume GUIDs referenced in Amcache> 2o AR ehelelE sefsh | 7Fs 3ttt
w3, WA S B Fsjel abelzaA xz
PECEE = B 3 3 ]
T [T 29, 2e¥ 523y, dAsmel 4 2wad 4
T AEA SGAGRA] EAZPAE AL S gl
EallE. = o A7 WA AL B AT AR 20
e, rdumaisloes 0 1e| T 55370 TTE ok 3ol B =EolA AAR BAA Il
Pty (2044 oSO 1o ot 0113237160 o] g-galeke 7] 913 FHETZ e oy
ControlSet001 | #7 7% volume(62bada38-059f-11ep-bedb-e8113237 1cfc}
CurentControlSet wrowVClumel621i8d70-eata-11e3be05-806e616e6963) o] 1‘4.
DriverDatabase W TRVClumel66e2887 3767 11¢3 bebd SBITETIT |
HardwareConfig #?2%Velume(862e4389¢c-9767-11e3-bebd-e8113237 1cfc)
MountedDevices el W7 7WVolume(66edb1b9-9767-11e3-bebd-e81132371¢
RNG 4 %7 wVolume[66e4b2fd-0767-11e3-be6d-e81132371cfc} Refe rences
<Volume GUIDs in HKLMWSYSTEM¥MountedDevices>
Fig. 19. Volume GUIDs referenced in Amcache.hve file (1) Microsoft, ‘Inside the Registry.” http://te

2014.12.3 10:22:02
e ovan

V.2 B
ES 8 2GAANY 3719 ot =S )4

chnet.microsoft.com/en-us/library/cc75
0583.aspx ; December 4, 2013(accessed M
arch 2014).

Yogesh Khatri, “Amcache.hve in Windows
8 - Goldmine for malware hunters,” http://
www.swiftforensics.com/2013/12/amcac
hehve-in-windows-8-goldmine-for.html
; December 4, 2013(accessed March 2014).
Yogesh Khatri. “Amcache.hve - Part 2.
http://www.swiftforensics.com/2013/12
/amcachehve-part-2.html : December 26,
2013(accessed March 2014).

Corey Harrell, “Revealing the RecentFile
Cache.bcf File,” http://journeyintoir.blog



AR B 538 =57] (2015. 6) 583

spot.in/2013/12/revealing-recentfilecac
hebcef-file.html : December 2, 2013(access
ed March 2014).

(8)

Mark E. Russinovich, David A. Solomon
and Alex Ionescu, Windows® Internals,
5th Ed., Microsoft press, pp. 332-333,

(5] M. Russinovich and B. Cogswell, Microsof 2009.
t, process monitor(2013) Available from (9] MSDN Blogs. “Misinformation and the The
http://technet.microsoft.com/en-ie/sysi Prefetch Flag,” http://blogs.msdn.com/b
nternals/bb896645.aspx /ryanmy/archive/2005/05/25/421882.asp
(6) Jain, Anu, and Gurpal Singh Chhabra, x  December 17, 2013(accessed March 2014).
"Anti-forensics techniques: An analytical (10) Chan-Youn Lee and Sangjin Lee, “Structu

review,” Contemporary Computing (IC3),
2014 Seventh International Conference on.
IEEE, pp. 412-418, Aug. 2014.

Corey Harrell, "Revealing Program Comp-
atibility Assistant HKCU AppCompatFla
gs Registry Keys,” http://journeyintoir.bl
ogspot.kr/2013/12/revealing-program-c
ompatibility. html : December 17, 2013(ac
cessed March 2014).

20044 34:

@A Fop TIAQ EAA,

(M X290 )

7 ¥ % (Moon-Ho Kim) s3]
STARE L d2old) F<
20149 39 ~&A): e AR R sojshd Al
RS

re and application of IconCache.db files
for digital forensics,” Digital Investigatio
n, vol. 11, no. 2, pp. 102-110, June. 2014.

o] A A (Sang-jin Lee) 41391
19874 24 medista 83 A}

== 19894 24 wejdjstal Ssha} A
#on 19943 8<: mevstal 4gkx} Al

1989 10€~1999 294 ETRI A4 A+

19994 39~20014 8Y: wehsta ApAsost 2us
20014 99 ~dA): st ARy sofshd
2008W1 39 ~&A: aeestar oA A dAlE AlE G
AR YA" 244, A% s, 84 I



