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The Method for Data Acquisition on a Live NAS System*
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ABSTRACT

As the storage market has been expanded due to growing data size, the research on various kinds of storages such as cloud,
USB, and external HDD(Hard Disk Drive) has been conducted in digital forensic aspects. NAS(Network-Attached Storage) can
store the data over one TB(Tera Byte) and it is well used for private storage as well as for enterprise, but there is almost no
research on NAS. This paper selects three NAS products that has the highest market share in domestic and foreign market, and
suggests the process and method for data acquisition in live NAS System.

Keywords: NAS(Network-Attached Storage), Storage, Digital Forensics
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START
Identify the type of NAS system .
. Additional process
' based on NAS attributes
Identify system information
(Network settings, etc)
Collect live data
(Process, ARP, etc)
Is it possible to acquire Reset access
administrator privilege? permission
Selective data
acquisition
Acquire metadata
Full acquisition
A
i Partiti it
Search target data Chcoseadat.a - armon un
for collection
File/Folder unit
| Acquire data per file/folder ‘
{ IS }
Backup Shared FTP Scp Acquire .d.ata per
folders protocol protocol partition
Data acquisition
Fig. 1. Flow chart of data acquisition on a live NAS system
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Table 2. Linux commands to check system
information in NAS system
Command Contents
Information about RAID
dm .
mda (Level, Disk Info.)
Information about mounts a storage
mount . .
device or filesystems
Information of device name, total
af blocks, total disk space, used disk
space, available disk space and mount
points on a file system
fdisk Partition table
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Table 3. Volatile information collection command

Table 1. Major internal file check for system
information in NAS system
File name Contents
. Information about the
/proc/cpuinfo
processor
List of device drivers
/proc/devices configured into the
currently running kernel
. Displays the I/O statistics
/proc/diskstats of block devices
Jproc/filesystems Filesystem supported by the
P Y NAS system
/proc/locks Kernel locks
/proc/mdstat Information about RAID
. Information about memory
/proc/meminfo
usage
Information about mounted
/proc/mounts i
filesystems
s Table of partitions known to
/proc/partitions
the system
. Information about memory
/proc/slabinfo usage at the slab level
Overall statistics about the
/proc/stat
system
Information about Swap
/proc/swaps o
space utilization
. The time the system has
/proc/uptime
been up
/proc/version The kernel version
/etc/sysconfig/ Information about timezone
clock
i The configured user groups
/etc/group and who belongs to them
/etc/hosts Information about the host

/etc/resolve.conf

Information about setup the
DNS

/etc/crontab

Information about setup the
automatic running of
system routines

Command Contents
s Active processes
p (Process name, PID)
Information about all users who are
who .
currently logged in
ifconfig -a Network Interface Card Information
netstat -a Network connection information
Information about hosts in ARP cache
arp -a
table
route Information about routing table
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Table 4. Default ID and password for ‘Netgear’

ID Password

admin Netgearl

Table 5. Default ID and password for ‘Synology’

ID Password

admin -
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[wolune3/HADD_3/H4DD_Z _Dat aRescue/Recover-201307150856 h]ls -aceplR | wore |

drexrexrex 3 HADD ugerg 4096 Wed Jul 17 13:51:17 2013 ../

drexrexrex 5 HAOD users 4036 Won Jul 15 17:14:00 2013 Program Files (x86)/
drexrexrex 16 HADD USEFS 4096 Mon Jul 15 16:01:44 2013 ./

drexrexrex 3 HADD users 409 Won Jul 15 16:00:05 2013 Proaran Files/
drexrexrex 6 H4DD users 4096 Won Jul 15 15:08:00 2013 Nexon/

drexrexrex 8 H4DD users 4096 Mon Jul 15 14:25:44 2013 HetwarbleHounds/
drexrexrex 6 H4DD users 4096 Mon Jul 15 14:09:31 2013 Hetwarb|eGNG/
drexrexrex 3 HIDD users 4096 Won Jul 15 13:53:06 2013 Netnarble/
drexrexrex 3 RADD users 4096 Mon Jul 15 13:30:38 2013 Neowiz/

drexrexrex 40 HIDD users 4096 Won Jul 15 13:30:36 2013 Found/

drexrexrex 2 HADD users 4096 Won Jul 15 13:30:36 2013 GaneReo/
drexrexrex 3 H4DD users 4096 Mon Jul 15 13:30:36 2013 NS0Cache/
drexrexrex 2 H4DD Users 4096 Mon Jul 15 13:27:17 2013 CD_Iwages/
drexrexrex 3 HADD users 4036 Mon Jul 15 13:23:39 2013 $RECYCLE. BINS
drexrexrex 2 HADD users 4095 Mon JuT 15 13:25:39 2013 autorun. inf/
drexrexrex 3 HADD users 4095 Won Jul 15 13:23:36 2013 $Extend/

R L 1 H4DD users 1086982246 Mon Jul 15 13:23:36 2013 ['NF ful I setup. exe.vl
“FERFERFER 1 H40D users 878 Wan Jul 15 13:23:36 2013 PackLog. htal
-rexrexrex 1 HADD users 2147483647 Mon Jul 15 13:21:25 2013 DNF_ful | setun. exe
-rexrexrex 1 H4DD users 125829120 Mon Jul 15 13:17:25 2013 $AFT

~TEKTEXTEX 1 HiDD USETS 4096 Mon Jul 15 13:17:25 2013 $HFTKirr

STRRTRHT R 1 HiDD users 131072 Won Jul 15 13:17:25 2013 $lpCase
STERTEXTEX 1 H4DD users 0 Mon Jul 15 13:17:25 2013 $¥oluse

R 1 H4DD users 67108864 Mon Jul 15 13:17:06 2013 $LogFile
~rexrexrex 1 HADD users 10458816 Mon Jul 15 13:16:57 2013 $Bitnap

~reurevry 1 H4OD user 2107 Man Jul 18 13:16:57 2013 $A,

Fig. 2. Arrange by creation time (Is -aceplR)

fvolume3/HADD_3/HADD_2_DataRescue/Recover-201307150856 #lls -auen R | l;rel

drexrexrex & HADD ugers 4096 Wed Aug 2 Mexon/
users 4036 Yed Aug & Progran Files/
users 4096 Bed Aug 2 Progran Files (xB8)/
users 4096 Yed Aug 2 J’
users 4096 Bed Aug 2 as
users 4086 Wen Aug | !Exlefld"
users 4096 Mon Aug | Found/
ugers 4096 Mon Aug | Netlarblz.i
users 4096 Hon Aug |
users 4096 Mon Aug | SREF\‘EL[- BINS
users 4096 Won Aug | €0_Inages/
users 4096 Mon Aug | Metmarb| eGhG/

usErs 4096 Wen Aug | Metwarb | eHounds/

users 4096 Mon hug | Ws0Cachef
users aﬂ% Nea hug | autorun. int/
users B Hon Aug 1 GaneReg/

users ?IJT&B]EH Bed Jul
users 878 Won Jul 1

3 DKF_ful | setup. exe
Pa::Lm htnl

users 10BB9BZ246 Mon Jul 3 D ullsetun exe.vl
users 4096 Wen Jul |1 HFT

users 131072 Mea Jul | §Lioc e

users Nea Jul 1 $olune

users 125829120 Mon Jul 1 SHFT

USErS GTI0B864 Mea Jul | SLogFile

users BI92 Men Jul | Boat

users 560 Icn Jul 1 2013 $attrDef

users 0K 1 :56 2013 §BadClus

users 1D4SEIE Ilcn Jul 1 & 2013 $Bitmap

Fig. 3. Arrange by access time (Is -aueplR)
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Fvalune3/HADD_3/H400_2 DataRescue/Recover -2013071 50855 A Is -aeolR | wore |
srexrexrex 1 HA Users 2560 Mon Jul 15 DB:57:12 2013 $AttrDef
srexrexrex 1 Hal Users 0 Mon Jul 15 DB:57:12 2013 $BadClus
“TOXTWATEX 1 Hal USErS 10458816 Mon Jul 15 DB:S7:12 2013 $Bitwap

1 Rl USErS 8192 Mon Jul 15 [N 5? |2 2013 $Boot

3 He| USErs 4095 Mon Jul 15 2013 $Extend/

1 B4 users E7108864 Mon Jul 15 2013 SLogFile
-rexewxrex 1 HA users 125829120 Mon Jul 15 2013 $NFT
-rexewxrex 1 HADD users 096 Mon Jul 15 2013 $NFTMirr
drexrexrex 3 HA0D users 4095 Mon Jul 15 2013 $RECYCLE. BIN/

1 H400 users 131072 Mon Jul 15 2013 $UoCase

X 1 H4DD users 0 Mon Jul 15 2013 $Yolume

drexrmxrex 16 H4DD users 4096 Mon Jul 15
dresraxrex 3 H4| users 4096 Mon Jul 15

2 Hd| users 4096 Mon Jul 15

1 H| users 2147483647 Mon Jul |

1 Hal users 1086942246 Mon Jul |

40 He| users 4095 Mon Jul 151
dr r 2 Hdl USErs 4096 Mon Jul 151 36 203 ﬁan:ﬂem’
droexewxrex 3 H Users 4095 Man Jul 151 36 2013 KS0Cache/
droxroxres 3 Hd UsErs 4095 Man Jul 151 38 2013 Heowiz/
drexrwxrex 3 HAD Users 4096 Mon Jul 15 1 06 2013 Hetwarble/
drexrexrex B HADI users 4096 Mon Jul 15 14:09:31 Z013 Netwarbl eGNG/
drexrexrex B H4 users 4096 Mon Jul 15 14:25:44 2013 Netwarbl eHounds/
drexewxrex 6 H4 USErS 4036 Mon Jul 15 15: CS 00 2013 Nexon/
srexewxrex 1 R USErS B78 Mon Jul 15 0B:53:56 2013 Packloa, htal

3 He| USETS 4096 Mon Jul 15 16:00:05 2013 Program Files/

5 He| USErS 4095 Mon Jul 15 17:14:09 2013 Program Flles (xB5)/

2 HY users 4096 Mon Jul 15 DB:59:57 2013 autorun, Inf/
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szh rootB@163.152.127.29 1=z -alR ~ > C:output.txt

Fig. 5. Command to save a metadata file
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Fig. 6. Search of metadata

volunel /HADD_I # find . -n
[ /HADD_12_Dat aForensics/ (
/HADD_12_POR/ProgramData/Mic
[ /H4DD_15_ DataForEnSlcsfHIPl
JTEST/TEST

14
Zes
ﬂ

/Start Menu/Prograns/ &t 2 Dt R E

/volunel /HADD_1/TEST # find . -twvpe f | xargs grep "LHE"
JTEST_English/test.txt:LHE

Fig. 7. Find a file command
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W x 75t

Telnet =& SSH ZZEFE o]g3le] T-H &

s AAs] flelde Samba Aulx e sy
< Aok gt} Samba A~ SMB(Server
Message Block) ZZEZS F3] LAN 374
UNIX-like AW} =5 Fefo]dE Zhe] alo]
v Z EE TR 5 UEE de ARjaE wst
o}, whebA SMB ZREZS B3 34 PCHEE=E
)l NAS Al2~elS vES T cefe]Hz 4T
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Table 6. The relevant file of SMB

Priodhues File name Details
name
Netgear Vii)i};; égrriﬁ)t;/ s
ReadyNAS Setup information
mb.conf
about shared folder
Synology |/usr/syno/smb th and
DS412 Plus .conf ba auiiorf‘tccess
Synology |/usr/syno/etc/ v
RS10613xs+ smb.conf
3.4.2.3 FTP

FTP(File Transfer Protocol)+ TCP/IP %
5 7L el FEto|AE Alelolx] TS
A4alr] 913 22 e 8 HTTPe 2o = o4
I dloly A5S dAe 274 FRH7F EAlg
ZEQ AW 219 TEZ A}
o] wElAH &
]*]3} Ho s A

2 #|91ge},
FTPe] &A43} o= iz} Ho||el|A] el
4 9leH, Telnete|t} SSH B E*HAh
skl 2 A 4= glrh (F T)2 AF H FTP =
2T 3 sldg A3 A s Arop AR

Table 7. The relevant file of FTP

o File name Details
name
Netgear /etc/front-
ReadyNAS view/proFTPd/Sh| Shared list
ares.conf
Synology Activation
DS412 Plus Jete/synoinfo.conf avallabl.hty,
Synology Setup in-
RS10613xs+ formation
3.4.2.4 SCP

SCP(Secure Copy Protocol)® SSHel T
gk wiAYES] o A4S AYEe ZREFE F
Al dloe] 9] A=) ¥ 7S BAksi

FTP ZREZS AHgstel vise] sl d4a
A5l dHe wF 1]l she 2dde] 9l
| SCPE —f A4S Ed 319 Zue %3

st tidElz] AAE AFd 5 ol =3 oA
] °

3.4.3 TiE|M cte| Ho|E FE

steld whele] dleld Al A AlnE
o2 gk AAAA R & ¢ vl A u
5 992 gedE HAb g g e dd HE
SSH T2EZ (52 Telnet TZEZF)S A3}
JE9 Az2"oA= SSH TRz eZs AHE-sl7] ¢
g4 PuTTYD', Xshell2's} #2 wxe] z=7
SRR EL T

sheld w912 dlolel s Salsblel kAl
A shelAS gelaiol At 24 ol sheAe (a2
Y A el weel drg AMgsAY (29
10)3%+ #Fe] “/proc” A &ell EA3h= partitions 3t
ol e E3 &eldt 2= glr}

=

1) http://www.chiark.greenend.org.uk/~sgtath
am/putty/
2) http://www.netsarang.co.kr/download/down_x

sh.html
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Filesysten TK-blocks Used Available UseX Mounted on

fdev/nd0 2451064 619808 1728856 /

ftup 506804 G656 506148 D% /tup

fdev/ndz 3641041872 1739955416 2100984056 45% fwolumel

fdev/nd3 3641041872 B3679208 3777260284 2% SvolumeZ

fdev/ndd 3641041872 148843736 3692095736 4% Svolume3

fdevinds 3841041872 405770472 3435169000 11% fvoluned

Fig. 9. The ‘df’ command

~ # cat fproc/partitions
major ninor  #klocks name

0 38907018584 sda

1 2490240 =sdal
z 2097152 sda?
3 3902297440 sda3 Fig. 12. Confirm the .dd file

0000 00 00 0000 00 00 00 4o

16 33907018584 =db

17 2490240 =sdbl - N o
18 097152 adb? webd (22 13)3 o] tlolelE SAlstuAt =
19 3902287440 =db3 NAS A4 o2 NASE st slade %
37 3907018584 sdc e ] ljjﬁ fshe sl A%
33 2490240 sdcl 3= Aol Zasich

A Ayl SRS s 24 Al
NAS Aol A28 F (23 14)s) o] Weols
Agstd % sheldel oleld sele T NAS

Auloll ARG 5 e

Fig. 10. The ‘cat /proc/partitons’ command
848‘] %Aﬂ )\|)\E‘||C)EO| H!O'E—I /\Xl

£ A 2~"Ho|A] ‘ssh root@NAS_IP_F4 dd

1f sgsteld | dd of=AAAE WEelE (1Y S -/\ .
==

\
112 2ol si¥shd s NASe| sejdel et
]1:! ] ,L]aOE]O] _]7(0%1;]‘ Z«]?ﬂ—% ] X] EJ:}‘OE]—‘Q_— System(PC) Disk Station (NetGear)
2]} 7ro] A T2 5Held 4 it} Fig. 13. Configuration of data acquisition in the

mass storage device

3.4.3.2 I8y MY IX[29| HO[E] &

~ # dd if=sdeusmdd ! ssh rootB163.152.127.30
. i dd of=/md@.dd
NAS Alzadl e dlg3F AAAAZ BE dEhhle] rootP163.152.127.30’s password:

E(TB) 9] dlolei7h Agslo] gie}. meby 24
A z~El o2 do|EE $AS e A~ ggAds
AR e ol AR wate] AlAde] ARl

Fig. 14. Data collection command of as a mass
storage device

24 NAS W5 HIOIH & =7 294

C:tUsersWIHCHOI>ssh 1oot@163.152.127.30 dd if=/dev/nd@ | dd of =c:md@.dd
rawurite dd for WINAOWS VEFsion O.5.

uUritten by John Neubigin <jn@it.swin.edu.au> & H ]_ ] 3lolsl = o /K]/KEﬂ =] ol 2z ]HJ
This progran is covered by the GPL. See copying.txt for details ‘iX THA| + 1 — Ju TN 7
Could not create directory ’/home/JHCHOL/.ssh’ .

The authenticity of host ’163.152.127.38 <163.152.127.38)’ can’t be established. —% H]—FB]—O = E_D]— /\}-—%—O] —%—0] ']—E%— C —% 0]%—?‘5]—02]
i int is c?:743bci44:a5:h0:22:h7:9F :80:9h:1dsabchic?:0h. o PN

e you sube vo want o continis sonnecting <veesn0r? oo e Fo2 4 =75 (2§ 15)¢F o] At
Failed to add the host to the list of known hosts (/home/JHCHOL/.ssh/knoun_hosts _

; joe)

¥00t@163.152.127.30’s passvord: e

et e a0 OIS B A Tl gle] ddom ko] Fasleln)
8386536+ records out e o

838653648 records in %a X}' ;ﬂfﬂ"é‘ :@]ﬁ—T_(T]J] ‘?’] 3“ @H\i og Ojl °ﬂ‘% 3“%
8386536+0 ds out

429390543;;5:::(:3 GB> covied, 378.816 seconds, 11.4 MB/s NAS 7‘0“’]9] o]_al_\—];] _X[_ig} ol_o]r/] j,H_/_k__tlﬁ, == ot}
. . . . 5 1 o] o

Fig. 11. Data collection command in the analysis Aok dyo] as @M dYelA RAID =4

system T e F9 ARES F9ld 4 i) QW oo

Al Feds oA & 5 ole e A4
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