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ABSTRACT

One of the challenges of the digital forensics is how to handle certain amounts of data efficiently. Although reliable and
various approximate matching algorithms have been presented to quickly identify similarities between digital objects, its practical
effectiveness to identify the semantic similarity is low because of frequent false positives. To solve this problem, we suggest
adding a pre-processing of the approximate matching target dataset to increase matching accuracy while maintaining the
reliability of the approximate matching algorithm. To verify the effectiveness, we experimented with two datasets of eml and
hwp using sdhash in order to identify the semantic similarity.

Keywords: Approximate Matching, Semantic similarity, Digital forensics
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2.1 2AL IHE g12lE

v IR EF7|%EAT4 (national institute
of standards and technology) ol A
Ay whew  on (semantic), T4
(syntactic), ®lo]E EPH (bytewise) =13, Al
TR ZA EFIE o1 Asta ook,

oulA fAd A2 Al FoR QAF
gl SFdA] o] Fo]xtl FxAJAke] UL Alzlo|i}
H]"/] 4 ‘rr*P 35 AV, dFE A o

A steganography) 71

43te] o} FHalo] &due] olrtar 7pA g AL
Fe| To2 A¢ BE Hud wele sl @
chale] o] 5 outew Holsjciy dch o]9}
ZAFEE T4 A AEE B8 T o]
FdakA| b A

vlo]E w9 A (bytewise matching)& 2
Hole & H|E ~EY FFA fFAMS *—1‘%6&4
Hlo] E o] wjAeo] A wiAls 2 ejulelA u|s:

AL

.\_,

sHA ®olch spA|Rt nfo]lE whg] w2 dloly ~
Egle) 724 $AE aEEA] o, deldE F
A3l vle| B9 Anbg Ahxgie), dEA<l dae

Z0 2= 200610 HEF ssdeep(Kornbluml(2))
3} 20109 w#3 sdhash(Roussev(3)(4))7}
it

ssdeep A &4 (fuzzy hash)elrx Eele
CTPH(context triggered piecewise hashing)
Md& o]&giet. dHeolHE dA Z7|= vHA A
7+ AAES AAEka, 2 ARES A b
A telA~ES &9 ii_‘“/} A HlolAl~EE o
dloJelrte] A Foleta & 4 9o} HFAHOoRE= |
olE]ES] AN thelA~EE mlasle], dvht 3
A AZE /A=A 08 ~10049] FAE A
2 A 38le] vehdcl. ssdeepe] HlolH AAE
»%E z7te g vhrrhd, sdhashellAe EAF R
I "lolelellM E¥sirty #AetEE featuresd F
ghfich. 7} featurew 5708 AH A Z A EE
s Aste] A8, base 647 WEste] sdbf
(similarity digest bloom filter)gls =#=}2]
FAH tlelAl~ER Z¥Fr}. sdhash® 7+ do]
o] /3 AR ol ~EQ sdbfE WwE}
3, 7z do]EE A featureSol A2 drh
AAEA daksle] 04~100%9 fAle Hez o

o
o)
kY

2.2 sdhash FAIZ A3

sdhash v3.4[4)ellA] 712 g4z A29S
o] 3] bloom filter+ 256bytec]w, o=
9 160702 feature® FAETt 2] feature
£ SHA-12 3] 160bite] aAzke &8}, o
£ 32bitde] 570 MBI E Yra, 2 A H3)
A9l #H319] 11bit#®S bloom filterd F4 H|E
2 o|&3ltt. Hu 16070 featured] 4B A|Eo]
771 4 BB & 12 vt o] 2048bit
Zole] vlE~EHo] 1}e] bloom filter7} FH+&
Zolth. Table 1.2 °]& IAIZ vehd Ze|c}

o9} zto] WA bloom filterES 2o} BASE
642 QI ~EQS 1 3}d9| FAM tholAlx~
E(SD) =¥ fingerprintz} &}, 22lx F 9
9] frAM tlelAI~EE vaste] AR S 2|5t
Aol A Aot A Hee 7T fAM o
olAl~E2] bloom filtergS 7FAa, 1bit #e
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Table 1. The process of generating a bloom filter on sdhash
@O Bloom Filter Initializing
bit add.| 0 1 2 3 4 5 6 2041 | 2042 | 2043 | 2044 | 2045 | 2046 | 2047
value 0 0 0 0 0 0 0 0 0 0 0 0 0 0
@ Generating Bloom Filter
feature 1 foature
sub hash 1 sub hash 2 sub hash 3 sub hash 4 sub hash 5 feature 160
000000000012y | 010001010012y | 11111111110¢2) | 111111110112 | 100010010012 159
1ao 553a0m 204640 204300 1097 10) (max)
U
bit add. 0 1 2 553 1097 2041 | 2042 | 2043 | 2044 | 2045 | 2046 | 2047
value 0 1 0 1 1 0 0 1 0 0 1 0
e FaowEd AR dehd AAEAE ARl A UR Aol 1% o|4oR BT 4 G, 29
] sl Ao},
s7k 3+l 19] bloom filter 7H5(f1, ..., f1)°] sdhashﬂ*102~%ié@8kﬂ g7k WA At
BF,,,., &5 A A W42 2 =ollA A=F
3 7k 52 29] bloom filter A (f1, ..., f7)e " :
_ , JE2 G,
2 & uf sdhash+ s x t 3|%F bloom filter
vl 2kl 3 Table 2.2} Tabl Lo . .
I3t =l ™. Table 2.9 Table 3. [ 2.3 Approximate Hash Based Matching
ARl A48 st A B2 e elw,
oluf &+ ¥t FHE A HeE (1)3F 2}, ZA} e ZAo)| ulel oujd FEA ujo]E
99 S $4F 5 olch b AL g A
SDirre (D} D) 2 uel dFolt A 5 veleAn 4], oz
RN = ez Az e 2} S ojg] Ho ALy
= _Z ]Iil?i(tBF;mre(f}’f?) (1) ], 1—1 }- :] 1 - ]:OH ° ]J‘
52 i}, vjEo] T Petter Bjelland ¢ 291& &
AL AE YA 2ElAel 8381y S1g Wete R
Roussev®| sdhash A sj47be]=(4]e] w2 AHBM(Approximate Hash Based Matching)

= olﬂlﬂﬁi 214 ~1004< A2 4] & 77,
118 ~20382 3t Aol we} e5bo] EAk= +
7t lszIOZd% Alg)Ade]  wl¢- o o]
flase-positived! 77, 13 vIwhe Fd 13} 54 2
7} FEALRE A= te] AA Tk =7 e

G

= A TH6)

AHBM< sdhash& ¢]43l4, sdhashe 3}d
9] 1-d-1, 1-d-t}, oh-di-of A wlaE A
gth, AHBM-= o]2igk v]al 87¢l] ule}l Search,
Streaming, Clustering Al 7¥] g 3},

Table 2. Comparing between bloom filters of two files on sdhash

O A

© A bloom filter of the similarity digest of File 1

bit add.| 0 1 2 3 4 5 6
value 0 1 0 0 0 1 0

2041 | 2042 | 2043 | 2044 | 2045 | 2046 | 2047

o f

© A bloom filter of the similarity digest of File 2

bit add.| 0 1 2 3 4 5 6
value 1 1 0 1 0 1 0

2041 | 2042 | 2043 | 2044 | 2045 | 2046 | 2047

® finf

bit add.| 0 1 2 3 4 5 6
value 0 1 0 0 0

[
[es]

2041 | 2042 | 2043 | 2044 | 2045 | 2046 | 2047
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Table 3. The scoring of the similarity between
similarity digests of two files on sdhash

5 max
B TR N s
PV |BF e (£ )| BF e (15 £3) | | BF e (f1: £7) | maxs

F5 |BF e (£ )| BF ey (3 £3) | -

BF.,.,.(f} f7)|maxz

Fy B woore (£ )| BE oo (f35 £3) | =+ |BE e (£, 1) maxs

SD SD,, SD,) = average(max; maxy ', maxs)

Searche 1-t-t} =% tf-ti-t}e] vl 370
A o]l Z dlo|EAEA input 3+
A Ae Zaal & u) o] gale mEolr) R
A= inputs HelEAEL RE Q%6 i3l v
el inputst fAHE HIES EHPeh input
M7t Nola dlolelAlEe] =7)7} Mal
M o] wlaL Aglo] o] Fojxlet. olef
ko2 ofrel 2ALE Akt ol
S EE 2Asw o AY 29 4kl
A getdt 5= Sleke Zlelth

Streaming EEZdAle HEYa E
»E2]" AZE inputo i s, 54 }alo]
A=E ol AFEA=AE Fdls] $18 Ak
B3t} o] mEx N x )M 9HE2] vl zke]o]
Folzlct,

Clusteringe inputl® Z dloJelAEE ¢lH
s 1 dlo|E] A E atel|A] SAlEl dlolE]7]E] 1=
3 s wEolr), o] REGXE N x N g b
Zgle] o] FofAlet,

LA wlAE AgstslHA 2AxE ZE ol
2 AA Fsled 288 AR Zic) s
of A egke FAS, AT 2abe) 551 3

AL e 2
to 1o oo

Jot

ok L ml
2 e |m rlo

oy 2o

AHBM Search B=2| o]w|d FAl A o=
WA g U89 fAMS vlesleR, =7
o|mA ZAF WA el &3}, w3k sdhash ¢xE]&
< T3 WE 2EY FFoE fAS AEsine
nlo| E tg] wiAe| &3l7|= ) o|zg A} w

AgE o 5 olrk ol wetdolel= Tl &

el 7 gl fAbxr)

e 8471 =t

oA E 5o, oW eml Il UL} SJuiHoz
gt emls At} gl o] o A} wiA

&L eml ] = el o] 3= eml

[e]

1
& st 4 B9 S olrh 29l £
a4

JHE ASIsa, AgATE AAAoZ YT EA
A WAL daeld FEse AA Aol 7}
solof gt} ¥ BRI AY 2 A% WA
olo] i EIE SIS Do,

V. M8 @ AS

2 Axe Ad 2 A4S d, A =2 e

3 4 9+ eml®} hwp dlo]
HAEE Al Agdieh fA4 vla 2l o
[elEAE, A2 A& A3 oA Ee o

3 ZAF A dwe]ZS sdhash
3.4(4)= ol&slodrt. sdhashe ZAF wiA ZA3}
1ol 1003 Abele] FAM3 HeE 2 oldlYd 7Y
4 % TP(true positive)®} FP(false positive)
9] JNFE olgd AMEE TE}. ofo HF

Aol (2)9)h 2ot

L TP
Precision = TP1 FP (2)

TPS} FPe] o= wlole] zbe] olv)d #ay
o g A7 Slsle] gl

4.2 eml

eml 34 Fig. 1.X33 Message-ID, A7t
g - 1RAzE, AE 5o En] 2o} AR AR
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Hessage-|D: <O670428. 1075845606905, Javalail . evans@thyne>
Date: Fri. 11 #ay 2001 01:69:00 -0700 (POT)

From: sgiridnadiprismintl.com

To: jeff.skillina@enron.con

Subject: Guidance

Hine-Yersion: 1.0

Content-Type: text/plain: charset=us-ascii
Content-Transfer-Encoding: 7hit

%-From: "Shyam Giridharadas" <sgiridha@prismint|.con>
%-To! jeff.skilling@enron.con

k-cer

k-bce:

%-Folder: #Jeff_Skilling_Oct20014#Notes Folders#Discussion thre:
%-0rigin: SKILLING-J

k-FileNane: Jskillin.nsf

Hello Jeff
b voice from the past. Hope vou are deing well.

| wanted to gain vour assistance to point me to the most approf
| could interview at Enron. | am helpina a client understand b

Fig. 1. An example of eml and MIME e-mail

F2149 (body text)® o]Fd IcH7)1(8). eml
sedol] gk Azl AL s H=F Aesin
body text®r F&3= 2oz A B A

oA <& dlo]eA|E(Enron dataset)(9]
572] o]w|el 17, 83174% Bl AEAER o] g3leic).
& dHelHAEE 4l 'l Al 5 RE EH9
olw|ad& x sl 9ot

A4 =4 "2 Petter Bjelland ¢ 2319]
AAZE vhe} At she] 2 ofuld dlo]El A E (o]
Wl 17,83170)e wisl o]wld 307HE inputlE
Hale] 17,831 x 30 = 534,930 2] §AM ]

ofy

l:l

o A4& AR} input ol@ld 3070} FAlslth
3 A ol dEe] AAR v FAe] 9=
A #lsl=s ek input HlelH = AHEE ofH|

21 o
3070 HelEHAIE & 29 Heol7l 512byte ©14
ol ol dES JoE A9sgltt. sdhashe A
512byte ©]4+e] dlolelell dlal] similarity digest
E A4 5 ol7] welt

Ad ZA3= Table 4.9 #t}. sdhash7F 3071
°] input olWldF} frAlstcka ©A|gE ofmd2
B ool A= (A)lA 5087, Az AL AA
doEI A E(B) ol A 2077H 1=

AL delEHAE(A) O g fAle
FP7} TPt} ¥ o} AU Es} Y}, uh
A& AR HolHAEB)E g 79 Suhgt 2hs
o] AR Ee AUERE Jepid, AW
FN(false negative)el 71t A% =)
dlelelAlE AAe] A F &5 gdEe] sdhash
7} A3 3k =) R zhelxl Aol 4d]lelr

Fig. 2.9} Fig. 3. 9& dolHAEA)C o
g A%, TP FPY A A BEEE et
Witk A TPE 1~1004 AA= Sl F3kel 25

Table 4. Precision results of approximate
matching of the containing header field(A) and
preprocessed dataset(B) using 30 chosen e-mails
as input with sdhash

Total TP FP FN Precision
A 508 208 300 20 0.41
B 207 206 1 22 0.995

count

I.Iil.l.lu JI.. jhl.ll

15 2

3

2

[f=)

36 43 50 57 64 71 78 B5 92 99

sCore

Fig. 2. Distribution of the similarity score in
TP(True Positive) about e-mails containing
header field

count

g2

ikt

43 30 57 84 71 7

1 B 1522 29

]
i

w
]

SCOre

Fig. 3. Distribution of the similarity score in
FP(False Positive) about e-mails containing
header field

ol Hm

5&6‘}1 el Rousseve] A siA7lol=5 A4

} ootk AT Z2AAE 1~1008 BE oW
of thal fAb ol rE SEH O ST Supel gl
e},

Fig. 4.= A= A4S 73 wlolHAEB) ¢l
ek Ag A3t TP A Ag Lx=eloth o] =
g Ak el alell s glevt 90Xq o] el
WA g8 vehieh @ Aol FPe )
F7h 3R v 2 FAE \%EME}
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count

IIT N FEA LJ
15 22 29 36 43 50 57 64 71 78 B5 492 49

0 L
1 &

score

Fig. 4. Distribution of the similarity score in
TP(True Positive) about preprocessed e-mail
dataset

4.3 hwp

hwp st AREAPE 2HAd3 W&t ohet
A AR, &2, 2 v $4 5 A AA A
o] ZFgPeH10). AHAkE hwp IS AT
o 2715 o)) fE o5 AAEe # 5 sk ¢
Soll= zlibs o]8dr}h. £ AgellA hwp dlole

Eof tigk Adxz] A4 sl ks AR oAFE
deste] b5 aiARE F, AA ARkl Wi 4 v
etelo]Bl & AlAskE, ARSAE 2R A<l
ARt FEdhs 2o A

dlolel A Ex= 9709 hwp sl AAdsta Av

e Wz, F 25709 sdz FAssith
A g A WA 201403, 3 A g

& ehet e},

@O 1-1.hwp

/3% AHA|
1-2.hwp &/3&/H=d A4 ZEUE €A
173
1-3.hwp /F/Hed/ErlE A AHA
Tehis A
@ 2-1.hwp #&% 4, 29 A4
2-2.hwp ® AHA, B3ul$ A% 4, 14

)
}01.
N
N

@ 3-1.hwp 4 ,
3-2.hwp weE|/a=l/ s AHA, Bl
g0

@ 4-1.hwp 3xtez W7,

[s)
® 51 hwp REA/ NG Ay 574
5-2.hwp EEEA/NE AF 4, FAAE
PERE

® 6-1.hwp 3/5 o] A=)

@ T-1.hwp E AHA|
7-2. hwp 2HE

8-1.hwp +

9-1.hwp ®l
9-2 hwp #

o5l ANT a3} AAe AL AR dole
AE % Aol sl 247 43S AAg} Table 5.

e
it}
ek
iy,
i)
o
+

2 delHAEA) M= 25%2] A7t FAket
cha Aga, e 1298 eere R EHelgch
Fig. 5.9} Fig. 6.2 Az A& 7AAA &=

hwp ®lele|A =] gk TP, FPel fAMd A5 &
EE veieh olE F3 TPk FPE A 723

S gle AR A% ] U ARE ¢ 5+ A

A2 A4e AR Al AEB) AL 214
A7} Abelvha AR, @ A9 2w 9
&)
]
=

o

2 ool TP A=} wf$ =4 SAHHL. ©
hwp 3t £ A weldle]e]7} 2A]s}= w
eml EHel| wla] ¢ Wolx FN =3 Z9ich.
Fig. 7. AA=] & AA hwp HelgAES]
TP A A4 EE=E el

V. 22 % 35 o

LA WA e] et Skt whet chekgd dare
5ol MEE glevt ofF Aol H&ahr]el=
Fo oEH vES Hel AS 243 5 gle AA
oct. v} & =ollAE eml# hwp I ZAE
ke FHI=E FEee AAE] IS T 4
2lEe AEEE Y 5 e AL AXsl o=
FAREo] Akl e g 8-S Fldhks AkE dAst

8 il

A EL g el 8] & 7R 7dgr

eml?} hwp ¢lel% docx, pptx 52| ¥4
o A= olegt HAE| Abed> Al WA A
83 Aoltl. emle WA We ko] RE
AgerE g Z7] oin] wetdlo]] e n]go]
o]EX]t, hwp, docx, pptxe AHEAP} RES
AetgE do)z] &4 A, w5 £4 AE 59
vetdlo|E = A Tt 0|2 <l TAEkd e
A HAA-LE TAF A A wk=A] F o)

gEole emld} hwp L E9 oJoll= tfokdt
A el g AAE] AAH, o) F A &
T kel gk Ayt H sl

)

24 N o mn @
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Table 5. Precision results of approximate
matching of the containing meta data(A) and
preprocessed dataset(B) using hwp dataset
with sdhash

Total TP FP FN | Precision

A 25 13 12 11 0.52

B 21 21 0 3 1.00

w

(%]

count

8

1 B 15 22 29 36 43 50 57 64 71 7

score

B5

[r-]

2

[¥:]
-]

Fig. 5. Distribution of the similarity score in
TP(True Positive) about hwp containing meta
data

2

1 8 1

Fig. 6. Distribution of the similarity score in
FP(False Positive) about hwp containing meta
data

count
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5 22 2

0

36 43 50 37 64 71 7B BS
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w0

score

w
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J = r
]

N —
e
e
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3 —
—

0 —

[~ —
—

8 ——

]
[¥]
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(]
)]
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]
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Fig. 7. Distribution of the similarity score in
TP(True Positive) about preprocessed hwp
dataset
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