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ABSTRACT

Smart-phone Applications are consists of Ul(User Interface). During using applications, Ul events such as button click and
scroll down are transmitted to Smart-phone system with many changes of UL In these UI events, various information including
user-input data are also involved. While Keylogging, which is a well-known user-input data acquisition technique, is needed a
restrictive condition like rooting to obtain the user-input data in android environment, Ul events have advantage which can be
easily accessible to user-input data on user privileges. Although security solutions based keypad in several applications are
applied, we demonstrate that these were exposed to vulnerability of application security and could be obtained user-input data
using UI events regardless of presence of any security system. In this paper, we show the security threats related information
disclosure using Ul events and suggest the alternative countermeasures by showing the replay-attack example based scenarios.
Keywords: Android Security, AccessibilityEvent, Secure Keypads, UlAutomator, Replay Attack
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Table 2. Main method and return value by

Table 1. Main event type on the predefined processing Ul events

‘AccessibilityEvent’ class

Event Type Description Method Return Value
represents the event of getClassName() Gets the class name of
TYPE VIEW_CL | clicking on a View like the source.
ICKED Button, CompoundButton, Gets the text of the
ete. getText() source or source’s
T
XT_CHANGED . ; P
- EditText. isPassword() Gets if the source is a

password field.

TYPE VIEW_TE | represents the event of
XT SELECTIO | changing the text se- getContentDescri | Gets the description of
N_CHANGED lection of an EditText. ption() the source.
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Table 4. Experimental results about the disclosure of sensitive information(O
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UiObject acchum = new U\ObJECl(HEW
Uiselector().clasgName("android widget EditText"). description(C"H| TS (- glol L)),
accNum, setTex "g”’ﬂlﬂ?"fg D

UiObject amount = new UiDbjectine

1
Uiselector() cla b’ i widget, EditText™). description(" 0l 4 2 2 &4 &),
amount setText, * H5t= OLFfi=2 ¥,

| SARANEHE= 2 E5 ‘

Fig. 13. Automation on deposit account and
transfer amount input
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