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ABSTRACT

This paper proposes new methods and examples for improving fraud detection rules based on banking customer’s transaction
behaviors focused on anomaly detection method. This study investigates real example that FDS(Fraud Detection System) regards
fraudulent transaction as legitimate transaction and figures out fraudulent types and transaction patterns. To understanding the
cases that FDS regard legitimate transaction as fraudulent transaction, it investigates all transactions that requied additional
authentications or outbound call. We infered additional facts to refine detection rules in progress of outbound calling and applied
to existing detection rules to improve. The main results of this study is the following: (a) Type I error is decreased (b) Type
II errors are also decreased. The major contribution of this paper is the improvement of effectiveness in detecting fraudulent
transaction using transaction behaviors and providing a continuous method that elevate fraud detection rules.
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Table 1. The FDS organization

Department Role
Fraud detection modeling,
Policy data analysis,
Management fraud detection policy
management
IT FDS implementation,
Management FDS Maintenance
Complaint Inbound/outbound call,
Management operating call center
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Table 2. Detection Rule sets

No. Formula
1 ZAM rt—re > DLrtHu
(where 1t # re, AMT > H)
2 (AMJ—',tHI() > N( DLT’t*ﬁ'(J)
(where 1t # rc)
5 | DAMT, ) > AVG(AMT,, ) < K

(where 1t # rc)

N User Account ) > H( User Account)
4 (User Account; = User Account g
during H( (7))

5 N(Mode (AMT.

rt—rc

) =0)> H(N)

AMT : Transfer N @ Number of oc-

Amount currence

rt © remittance K : the multiplier
bank H:

rc : receiving bank Hurdle(Tolerance
DL : Daily Level)

Limitation of Mode @ Modular
Transfer Amount Operation
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Table 3. Number and Damage Amount of Fraud

Before FDS After FDS

Nom | oo | N0 | (oo

Pharming 33 1.8 36 2.5
Phising 1 0.4 1 0.1
Unknown 12 0.2 18 0.6
Total 46 2.4 55 3.2
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Table 4. Number of Occurrence by Device and

Authentication Method (2015.1.1. ~ 2015.1.31).

OTP Grid OTP Total
Mobile 3 34 37
Internet 6 64 70
Telephony 1 1
Total 9 99 108
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Fig. 5. The number of occurrence in time
slots(2015.1.1. ~ 2015. 1.31)

Table 5. FDS Detection Results(2015.1.1.~
2015.1.31)

False True Total

Positive Positive
Number 9,322 331 9,653
Percentage 96.6% 3.4% 100%

Table 6. Confusion Matrix of FDS(2015.1.1.~
2015.1.31)

Actual
Fraud Legitimate
Fraud 331 9,322
FDS . Approximately
Legitimate 108 924,750 000
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Fig. 6. The number of occurrence in time
slots(2015.2.1. ~ 2015. 2.28)

Table 7. The Monthly Comparison for FDS
detection by Time slots

Time slot | Jan(A) Feb(B) Dlﬁfl;jzr;ce
16 937 1159 222
17 964 1090 126
18 754 948 194
19 499 615 116
20 489 540 51
21 407 481 T4
22 349 374 25
23 248 302 54
Total 4,647 5,509 862
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duby e 2 False Negative$} False Positive
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Table 8. Number of Occurrence by Devices and

Authentication Methods (2015.2.1. ~
2015.2.28).
OTP nglg Total
Mobile 2 9 11
Internet 3 23 26
Total 5 32 37

Table 9. FDS Detection Results(2015.2.1.~
2015.2.28)

False True Total

Positive Positive
Number 10,760 371 11,131
Percentage 96.7% 3.3% 100%

Table 10. Confusion Matrix of FDS(2015.2.1.~
2015.2.28)

Actual
Fraud Legitimate
Fraud 371 10,760
FDS . Approximately
Legitimate 37 903.372.000
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Table 11. The Comparison of Actual FDS and
Simulated FDS (2015.3.1.~2015.3.31)

False True
Positive Positive Total
Actual 11,004 427 11,431
FDS(A) (96.3%) (3.7%) (100%)
Simulated 8.875 452 9,328
FDS(B) (95.2%) (4.8%) (100%)
Difference N2,128 25 22,103
(C=B-A) (21.1%) (1.1%) (0%)
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