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A study on the identity theft detection model in MMORPGs*
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ABSTRACT

As game item trading becomes more popular with the rapid growth of online game market, the market for trading game items
by cash has increased up to KRW 1.6 trillion. Thanks to this active market, it has been easy to turn these items and game
money into real money. As a result, some malicious users have often attempted to steal other players’ rare and valuable game
items by using their account. Therefore, this study proposes a detection model through analysis on these account thieves’
behavior in the Massive Multiuser Online Role Playing Game(MMORPG). In case of online game identity theft, the thieves
engage in economic activities only with a goal of stealing game items and game money. In this pattern are found particular
sequences such as item production, item sales and acquisition of game money. Based on this pattern, this study proposes a
detection model. This detection model-based classification revealed 86 percent of accuracy. In addition, trading patterns when
online game identity was stolen were analyzed in this study.

Keywords: Identity theft, Online game security, User behavior analysis, MMORPG
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Fig. 1. Number of invasion on personal and
others information
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Table 1. Category of data in detecting and preventing from identification theft

Category

Description

Keyboard input data

Classification using typing rhythm(10)

Mobile device touch data

Classification using touch sensitivity finger movement(11)

Log data in online game (12)(13)(14)(15)

Classification using characters movement activity, login time

Architecture & framework

Classification for processing of authorizing registration and laying out
framework (16)(17

18)
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Table 2. Game activity classification table

Category Description
Battle Hunting, Battle
Skill Skill of the character
Friendship Guild, Party, Quest
Trade Log related to trade
Item . Log related to item production
production
Ttem sale NPC shop, User shop, Sales
agency
Items that don't fall under
Item etc. . .
production or sale categories
Game
Game money
money
Teleport, Flight, Log related to
Movement
movement
User .
. . IP address, Playtime
information
etc. any other logs
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Fig. 4. Action log ratio of the normal user and
account thieves
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Table 3. Labeling table used for sequence
analysis

Category |Character| Category Character
. Item
Login A Production @
Logout B Item pur- H
chased
User info C Item sale
Movement D Trade J
Decrease
the game E etc. K
money
Increase
the game F
money
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Table 4. Comparison of the game time by
identity theft

Type Count | Rate(%) Note

Less_ than 2 399

1 minute

Less than
or equal to 33 40%

5 minute

Less than

or equal to 7 9%

10 minute

More than o less than lhour:8
10 minute 10 12% more than lhour:2

Table 5. 4 types of sequence

Type Sequence
Less. then 1 AB, AGGGB
minute

Less then or
equal to 5
minute

AGGGGIIIIIEGGGGGGGEB

Less then or
equal to 10
minute

AGGGGDDENIJIEMNIEGGGGGEL
IJIIEB

AGGGGGDGGGGENIIENIIIIJIEIT
MMMEGGGGGEMIJGGGGGIIIGG
GIIEIIJIEIIIEB

More then 10
minute

L}
-
rrrrrrrrr mxuxnnxlu_ﬁ_nnuxnnxxuh"""r—r—"""—""

Fig. 6. sequence for type of less than or equal to
5 minute
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Table 6. Features

Category Features
Userinfo Level, Playtime, Experience point
Movement Number of movements

Decrease the number of game
money, Decrement of game moeney,
Increase the number of game money,

Increment of game money

Game money

Gain, Collection, Production, Item

Itgﬁlcé)gg_ installation, Item uninstallation,
Extraction, Number of extract
Item sale NPC shop, User shop, sales agency
Trade Trade, Moving between inventory
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Table 7. Classification error table

Multilayer Logistic Random
Perceptron Forest
Precision 0.676 0.710 0.844
Recall 0.665 0.682 0.835
Accuracy 662% 68% 84%

Table 8. Classification error table for Random
forest

Class Precision Recall
D1 0.914 0914
D2 0.706 0.75
D3 1 0.714
D4 1 0545
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