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ABSTRACT

SInce 2000, Instrumentation and Control(I&C) systems of Nuclear Power Plant(NPP) based on analog technology began to be
applied to the digital technology. NPPs under construction in the country with domestic APR1400 I&C system, most devices
were digitalized. Cyber security of NPP I&C systems has emerged as an important issue because digital devices compared to
the existing analog equipment are vulnerable to cyber attacks. In this paper, We proposed the risk rating process of cyber
security threats in NPP 1&C system and applied the proposed process to the Reactor Protection System(RPS) developed through
Korea Nuclear Instrumentation & Control System(KINCS) project for evaluating the risk of cyber security threats.
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Fig. 1. Risk Rating Process
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Table 2. Security Threat Likelihood Criteria
Factor Criteria Score
The attacker has a design and
internal structure knowledge 1
of NPP 1&C system.
Attacker | The attacker has hacking
technolo | expertise and the ability of 3
gy penetration test.
(LD The attacker can use the tool 7
is released.
The attacker has the IT 9
knowledge.
An attacker can be accessed 1
Attack | locally.
opportun| An attacker can be accessed 5
ity through the internal network.
(L2) An attacker can be accessed 9
through the external network.
It is almost impossible. 1
Analyze the vulnerability of
similar industrial control 3
Ease of | cvstems.
vulnerab - -
ilities Using various means, such as 7
(L3) social engineering methods.
Using automated tools to find
the vulnerability (nessus, 9
metasploit)
Because real-time intrusion
detection and alarm occurs, 1
Intrusi the administrator can check
ntrusion| . .
detection immediately.
possibilit| Logs are stored and 3
ies periodically review the logs.
(L4) Log is stored and does not 7
periodically reviewed the log.
Log is not stored. 9
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Table 3. Security Threat Likelihood Criteria
(Optional)

Factor Criteria Score
Strategic attack by other 1
countries. (Cyber War)

Attack | Political attack by some

motivation| individuals and groups. 5

(L5) (Hacktivism)
Attacked for showing off by
R 9

some individuals and groups.
Theoretically, it is possible. 1
It must be produced in a
complicated form of program 4
that can take advantage of

Rase of | the attack. (Stuxnet)

exploit | Easily it can be implemented 7

(L6) by making the program.
The tools to take advantage of
the publicly disclosed 9
vulnerability exists.
(metasploit)
New and unknown 1
vulnerabilities
Vulnerahil | Uncommon vulnerability 3
' ity Obvious vulnerability known
disclosure | to the security personnel and 7
(L7 systems
Vulnerabilities that everyone 9
knows
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Table 4. Security Threat Impact Criteria

Channel C

Channal D

Factor Criteria Score
Normal operation of the 0
| node(system)/interface.
Ava}ulablh Suspending the 5
(131/) node(system)/interface.
Completely stop of 9
node(system)/interface.
Normal operation of the 0
| node(system)/interface.
Availablh Causing problems within 5
(1327) the same operation system.
Causing problems on other 9
operating systems.
Normal operation of the 0
node(system)/interface.
Information forgery of a
single 3
Intearit node(system)/interface.
ntegrity
(13) Information forgery of
multiple 6
node(system)/interface.
The forgery information
can be transferred to the 9
other system.
Information was not
exposed in a single 0
node/interface.
. .| Exposure information for a 3
Con?fentl single node/interface.
ality
(14) Exposure information for 6
multiple node / interface
Exposure information over
. 9
the various system
Normal operation of the 0
node(system)/interface.
. .| Leakage the status
Cor;ﬁli(tl;ntl information. g
(15) Leakage inside the system
information and control 9
information.
Financial Normal operation. 0
impact | Trip generation. 5
(16) Reactor core melt. 9
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Fig. 2. RPS 4-Channel Configuration
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Denial of Unauthori| External Remaralble Physical
. Malware Data Data media, ¥ Human error
service . zed remote| network access
Threat propagation| leakage forgery . . Ext H/W and sabotage
attacks services |connection . attacks
connection
LIT|R|L|T|R|L|T|R|L|T|R|L|IT|R|L|IT|R|L|IT|R|L|I|R|L|TI|R
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