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The relationship between security incidents and value of companies : Case of
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ABSTRACT

Recently, the risk of security incidents has been increased due to change of IT environment and development of new hacking
methods. Event study methodology that measures the effect of a specific security incident on the stock price is widely adopted
to analyze the damage cost of security incidents on market value. However, analysis of company’s temporary stock price change
is limited to immediate practical implication, and reputation loss should be considered as a collateral damage caused by security
incidents. We analyzed 52 security incidents of listed Korean companies in the last decade; by refining the criteria presented by
Tobin’s q, we quantitatively showed that the companies has significantly higher reputation loss due to security loss than the other
companies. Our research findings can be used in order that the companies can efficiently allocate its resource and investment
for information security.

Keywords: Security incidents, Event study, Reputation analysis, Tobin’s q, Valuation
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Table 3. Industry distribution of security incidents

Classification SIC Description Event | Distribution(%)
26000 | Manufacture of Electronic Components 1
10000 | Manufacture of Sugar 1
29000 | Manufacture of Other Machinery and Equipment 1
Manufacture of Electronic Components,
30000 | Computer, Radio, Television and Communication 3
Equipment and Apparatuses
Manufacture of Electronic Components,
26000 | Computer, Radio, Television and Communication 4
Manufacture/ Equipment and Apparatuses 17 events
Wholesale Electricity, gas, steam and air conditioning (32.7%)
trade 35000 ’ ' 1 '
supply
46000 Wholesale Trgde and Commission Trade, Except 1
of Motor Vehicles and Motorcycles
47000 | Department Stores 1
52000 | Storage and support activities for transportation 2
Architectural, Engineering and Other Scientific
72000 . . 1
Technical Services
75000 | Business Support Services 1
60000 | Broadcasting 1
IT/ 61000 | Telecommunications 7 16 events
Broadcasting 63000 | Information service activities 7 (30.8%)
75000 | Business Support Services 1
' 64000 Finar}cial Inst.itutions, Except Insurance and 12
Banking/ Pension Funding
Insurance/ 65000 | Insurance and Pension Funding 1 1?35\’52‘;5
Stock Activities Auxiliary to Financial Service and '
66000 . 6
Insurance Activities
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Table 5. Tobin's g group and mean expected loss

Tobin's q group Manufacture IT Financial Mei&gﬁg?@gﬁ%oss (I\%?SEHD\;EZ)
Group A (0 ) q) - - 7 32,241 -275,000,000
Group B (0 £ g < 1) 4 8 7 210,567 7,000,000
Group C (g ) 1) 4 5 2 526,696 -6,800.000
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Table 6. Analysis of Mean CAR(REP) by Tobin's g group : 0 ) g, 0 < g < 1

Classification (-1,0) -1.1) (-1,2) (-1.3) (-1.4) (-1,5)

Group A0 ) q) Mean 0.004 | -0.002 | -0.008 |-0.010 |-0.007 |-0.006
Group B(0 = q < 1) | CAR(REP) 0.063 0.061 | 0.063 0.063 0.060 0.062
Mean difference | -0.059 | -0.063 | -0.071 | -0.073 | -0.067 | -0.068

t-statistics t-value -1.826 | -1.879 | -2.131 | -2.129 | -1.923 | -2.010
p-value 0.080° | 0.072° | 0.044" | 0.044" | 0.066 | 0.056

Significance levels: * p{0.10, ** p{0.05

Table 7. Analysis of Mean CAR(REP) by Tobins g group : 0 < g <1, g1

Classification (-1,0) (-1,1) (-1,2) (-1.3) (-1.4) (-1,5)

Group B(0 = g = 1) | Mean 0.063 0.061 0.063 0.063 0.060 0.062
Group C(q > 1) CAR(REP) -0.022 | -0.027 | -0.025 | -0.022 | -0.015 | -0.015
Mean difference | 0.085 0.088 0.088 0.085 0.074 0.077

t-statistics t-value 2.778 2.848 2.924 2.804 2.501 2.665
p-value 0.010"" | 0.008"" | 0.007" | 0.009" |0.018" |0.013"

Significance levels: ** p<0.05, *** p<0.01

Table 8. Analysis of Mean CAR(REP) by Tobin's g group : 0 ) g, g ) 1

Classification (-1,0) (-1,1) (-1,2) (-1.3) (-1.4) (-1,5)

Group A0 ) q) Mean 0.004 -0.002 -0.008 -0.010 -0.007 -0.006

Group C(q > 1) CAR(REP) -0.022 -0.027 -0.025 -0.022 -0.015 -0.015

Mean difference 0.026 0.025 0.017 0.011 -0.009 0.009

t-statistics t-value 0.663 0.623 0.432 0.290 0.188 0.238

p-value 0.517 0.542 0.671 0.776 0.853 0.815

SAe 9% Ak WA BeE Table 8 o 49 WAt 9ls Ao petaleld

A EQls 4 glr) Zb Ele]EellA EATE Table 9+ 23] o|AFe] HekrlE 783t 71437}

o
I
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Table 63 Table 714 Group B”} Group A<}
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gtalslgdiet. o]#ldt A3 Tobin's q#ozZe A
wa 4 ¢gx|wk Tobin's g H#AW4<l Debte]
Apolell Al FAMANE T 5 oldeh 719 F
e AFAAREFE Y 55 4T Roberts
9} Dowling(42)¢] d-7F4zte} A& 7|94
kel FA7E ola(43]), ARE[A A& GRS v
2= AAdTF(44) 5 F& FAE 1gFH el vl
= 891 w8y 5 g} olzldt A7 AHE B
a2 lgt Hgh¢=Alo] Tobin's q9 Debt <

2] M3lE Tobin's q& #4138 Azfelr} F 1271
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Table 9. Tobin's g change by multiple security
incidents

The number of The number Mean
security incidents of event Tobin's q
ls.t sgcurlty 12 1.98
incident

2Qd §ecur1ty 12 0.92
incidents

Sr.d §ecur1ty 4 0.44
incidents
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Tobin's q2 %7} 7|47k07F #43& Mean s AIe SEE At ARE skt
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