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ABSTRACT

Resident Registration Number(RRN) has been used broadly by public institutions or civilian departments as a means of
personal identification due to its effectiveness and convenience in managing the information. Recently, because of personal
information leakage including resident registration number, the potential damage is increasing public anxiety. In this situation,
there have been demands requiring systems that can end the link between the resident registration number and personal
information. In order to solve the problem, multiple alternatives are under consideration.

In this research, we will discuss limits, needs for change of the system, and the basic concepts or traits that new registration
number require. Also, by comparing the alternatives being discussed, we will analyze personal information security level and the
cost required for reorganizing the system to present alternative that has high effectiveness.

Keywords: Resident Registration Number, Personal Identification Number
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Table 1. personal information leakage in recent
years

. number of .
year site details
records

2014| N portal | 200,000 | nereasein
number of visitors

3 card by outsourced
2014 (KL N) 104,000,000 staff
to loan
2013| S,C bank 730,000 advertising
personal
2013|H insurance| 157,901 hacking
2012] M resort 401,700 hacking
Internet .
2012| shopping | 12,000,000 | *14 to Insurance
mall company
92012 S political 2000000 to outsourcing
party company
N text
2012| message |15,000,000 |election promotion
agency

2012| K telecom | 8,730,453

2011| H capital | 1,750,000 hacking
2011 b 360,000 hacking
manufacturer

2011 H card 97,000 by employee

backup server

2011 N game |13,200,000

hacking
loss of
2011| Y-gu office | 430,000 external hard
drive
leak f
2011| bank ATM | 20,000,000 %8¢ °
hard drive
F
leak f
2009 | supervisory 4,300 ea age, ©
. excel file
service

2008| N social |35,000,000| hacking
2008 G oil 11,517,125 leakage of CD
2008| A shopping | 18,630,000

hacking
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Table 2. preceding research on new numbering
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personal information

(2014) predictability problem
supplementing sensitive
Moon-hyun | personal information
Koh predictability problem
(2012) (suggesting usage of issued
number)
Min-ho Kim suppleme.nting ser.1$itive
(2011) personal information

predictability problem

Hyung-ho Lee
(2010)

supplementing invariability,
personal information
predictability problem

Jongin Chang
(2005)

supplementing personal
information predictability
problem

Geonbo Kwon
(2004)

requiring flexible serial number

system allowing reissue of the
number
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Number Reformation

Table 3. numbering system of 6 suggested
alternative

current issued
RRN
e RRN number
alt 1 designated % <
number
alt.2 random N N
number
alt.3 X designated | designated
number number
alt.4 X designated | random
number number
alt 5 random % designated
number number
alt 6 random % random
number number
alt.7 X X designated
number
alt,8 X X random
number

#RRN : Resident Registration Number
alt : alternative
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Table 5. resident registration system details(21)

Si - Gun - Cu Resident Registration information center
Resident Resident Resident
item Reglstr‘atlon in- Resident Registration Registration in- Registration in-
formation man- information system formation formation uti-
agement system sharing system lization system
—maintainin .o
. . & —providing formal
—reporting consistency of . .o
. . . . resident —providing formal
resident resident registration . . .
. . . . registration resident
. registration information . . . .
services . . . . . . information to registration
—handling issue —issuing residential L . .
. public institution information to
related resident card P . .
. . . —verification service local authority
registration —managing current for public
status and statistics P
—civil complaint —resident
—Eup - Mun - Dng officer .of local .reglstrat.lon
. . authority information
resident officer . . . . .
. —resident registration —civil complaint system
—si - do related . . . ..
users ) information system officer of administrator
officer . .
. administrator governmental —Si - Do related
—si-gun-gu R .
officer institution officer
—all public —3Si - Gun - Gu
(RRN verification) officer
—military service
. . t ili .
—Administrative system (Military =81 Gun - Gu
. Manpower .
Information .. . resident
. Administration) . .
Sharing system . . . registration
. —immigration control . .
—Resident .. information .. .
. . system(ministry of —administrative
related Registration I management . .
. . justice) information
systems information . . system
L —residential card .. system
summarizing . . —G4C system(civil
issuing system .
system . compaint
—Si - Gun - Gu
—Unmanned . . . management
R resident registration
issuing system . . system)
information
management system
—Military Manpower —G4C system(civil
Administration compaint
— 3800 —National Police management
related ’ Agenc system
Eup - Myun - Do sency . yste .) . —232 local
organ-— —National Pension —Administrative ..
L. ng offices of 232 . . authorities
izations local authorities Service Information
—National Health Sharing system
Insurance Service —23 national
—232 local authorities institution
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Fig. 2. system integration structure of resident
registration information system
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6.1 dEHS &1} EM Table 7. comparing each alternative in
information security aspect
ARBS g3 S vl 7|E g HaAA comparison
2 Ex ol o =4 W 2 o] AEpS| o] alt.2 alt.4 alt.6 alt.8
= 58 s 5 2 5 ol A AR standard
§% A 94 F4 23 8l WA} s A o preventing
B27 I8 WS S8 HE WA A Ee] Ax D o | HB) | HB3) | HB) | HE)
7F A &= 55 wEEte] £ 69l Akt predictability
Nl f3 714 SHedA] sk 2. ek 4, tist preventing
6, q_]cﬂ_ 8 E“?‘ 7Hﬂ&1ﬂéz\r_%o = _\?‘Z}%H‘ii% /\}_ SZCODdaI’y L(1) H(3) H(3) H(3)
gelg o] WEs Fa 9 THARE 439 imins
= . MURIZNE | \a0) | H3) | H3) | L)
W 2ol JP=Ae AF glo), ukek $-E 3}x] Fo| social chaos
AH frzo] WhAg diqh 29] A9 wAo] ks total score 4 9 9 7
& FRESE AL §EH R ool ol 24 3
a2l F=E Fol717k ofivt. tiek 4, w6, Hist 6.2 M3t 4 J4M HIE =0
89 A9+ eIl fFEEa o] Mue WA ol
7SR R AR W3] S B8 frE AR FRISEHs e} Adste] A== FF AlzwlS
AAE #e 23 FaE FY 4 A F4 DFINSSAMARZAI 2 2)A] - -
W73 So]A SHdA gt 2= WA Erbs 3 T BAARAEG Az 2 P Rl &
n2 3 Akge] Qlar Hiek 8] A9 ANele st AEls Eehe 3) AR RA2E] A oejor
= HRE b3 AlgA wAgte g WA A 7]E el B 5 olek 919 Al e ARl iR
AR EIS] A& oAGA o] FolZ=], 2he W7o 9 ¥ TUSEHIEE 7] 3o F o] FeIA 1 )]
2 g A 59 A= 9SA 5ol digk 714 o Fol] o] 7] Zhell WAo] Qlthe AL Fw A]xH
ae7h B2 5 glet. sl 49} dit 62 o]F HE o] tjre] sawzgal 0 glo]e] o] 9k n]a
AAE AHEEEO R Qs 5AA AR AR5 A Hof T AUSS vt} & FREEHE] At uE
e FHISEHTI o]H TAES A= AR F9F B]-8-& AA| 28 = A)2] Bl Lol|A] slege] ¥
T enm waA qPgAel WAe] sbssteh. wlal e} vg-g AR o Aaw H gz
o] A= % 7o sl Hskel 2 dlo]e] FFol tigt B8 FARE = S oA
5 olek oldl AR A e Az THuE
Table 6. comparison standard on information o gk ALEE TR 3 3% A F50]4- oy
security aspect slo] FRISEHE Ak Y Axd A A A= A
° Q. N0 Elz]|= A}3] o)
comparison standard level | score H]ge] d7E el °OOHEMEJ_‘ oo
H B 9] Q olu o]l od3kS-
preventing | rare possibility of | . 3 - Rt T_’Eoﬂ/j 1 ¥ o FabE mlatell °:° =
personal in- prediction T2 3om, Sgde] A Al2E =9 w45 ut
formation high possibility L ) go g AxE Jf#Ho| = v]4-E Jhdl] Bk
predictability of prediction
can prevent sec- H 3 6.2.1 MES| Aol H|E EA
preventing ondary damage
Sponcasy | hard to prevent | ) A2, FREEA R A4S Aol sshe
e el wlg At 2] ol st sig Aljle] Al
R T 9 9 A 22)% Faste] B
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Table 8. resident registration information system
related project cost

cost
year project (W
billions)
government
computerization
1989 |- including big data input 19
of 52,000,000 resident
registration records
1999 |renewal business of 456
~2000 |residential card
making and managing
resident registration
identification system 13.5
2001 |- resident registration
arrangement DB
management of resident
29
network center
resident registration
2002 |information center 18
maintenance
2003 conyersign of res.ident 63
registration service
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Table 9. information system project( including
Si-Gun-Gu public administration information
system) cost

cost
year project (W bil-
lions)
1999 Si-Gun-Gu public admin-
9003 istration information sys- 1,350
tem
2005 annually

9009 DB standardization 1.000

background information re-

. 38
lated system maintenance
2010 National Computing and
Information Agency main- 2,700

tenance
building national in-
formation DB
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Table 10. E-Government related project cost

cost

year details (# billions)

(launching E-Government )
11" E-Government plan
e service evolution on public and
corporation (face-to-face civil
complaint related work)
e [ncrease the productivity of the 2,322
administration (internal
2002 | administration work)
e [istablishment of foundation of
E-Government (Easy pay, electrical
document distribution)

2001
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2003 (development of E-Government) 934 Aol A3 v]4-2 o] 83te] 7 digkE R % 113 2
31 E-government road m(ap plan o] oAl H]L-S AL Rk}
e innovation of way of work( how to Bale] Zul= 2w s M Al ezl ko] Zula)

2004 process all the documentation L110 N 7l Tl se A At T ere e

9005 | Process ect)) 9 202 HE A A2ES dAle] FRSEHS doleutE
e public service innovation ' 9] 2L dolelrl AAE ] qlHE Ealzlql x| ~E

2006 g;f;;ifag’o?)’lalnt service 2,822 olm2 198994 5,200%HA2] HloE S MAtsta
einformation resource management ARl Folg ulgo® A skalct,

9007 | imnovation (establishing 9 877 T FUEHE AFFRSEHEY wAA A~
governmentallintegrated ) ' go Fut2w s Mg 3w r] B LB B2k
computational environment s N =

nk {8 1T 2~ ol & Z=0] 3 oA o] o =

9008 (maturation of E-Government) 1 438 24 ;‘?163 T A :[L?T] d840] slorf F
assignments of E-Government ' RSEH s} e Hse] wfA] Aawle Fbad

9009 O'a'ctivation of pt{bl?c conyenience L 307 32 MolAdwsto g o8 A AR EA) oF
foint use of administration | WA A I RS FH0) Aasid o) 7 A

2010 | o activation of 1,600 2El 2 o] Ao AAE Ho|HE 7} 2bA
economy (supporting company A3 A @ AolmE 200199 FHISE Qo

2011 co_mpetiti_veness)_ _ _ 1,304 DBE T-=3u Ful=2slel Xa® FEAQ]3 =
e improving administrative o)a} mlao JREpE
effectiveness (constructing smart A3 vlgom A sglnh
working environment) 71%E FRISEHEE A2 TUsEHsE Asg
(Oreinforcing social safety AU 2l 32 QA 7|2 FUEENE &

reinforcing disadvantaged s e = o

2012 | members of the society ) 1.209 T2 A o= FFA| 2wl A A= dHlolE
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Table 11. comparison of each alternative in switching and improving cost aspect

estimated
task basis of estimated cost cost alt.2 alt.4 alt.6 alt.8
(W billions)
randomtnumfbechl;(Ia\?tlon 20 20 ~ 20 _
system for government computeriz-
random number creation ing plan in 1989
. 20 - 20 20 13.5
system for issued number
matching system of current ~ ~
RRN and new RRN introducing resident 13.5 13.5 13.5
registration verification
matchln.g system of RRN system in 2001 13.5 ~ 135 135 ~
and issued number
0,
updating RRNs in the DB 8(.)6 of planed cost used
tables and changing related | . E-Government and
s ar &ing Si,Gun.Gu information 6.974| 6,974 -1 6.974| 6,974
applications of government N
systems synthesization plan from
Y 2008~2013
inserting issued number in
DB tables and changing re-| 80 % of residence regis- B B
lated applications of gov- |tration data update cost 5.579 5,579 5,579
ernment system
E-residential card
issuing new residential card | C°S4(6:700) “number of 2.680| 2.680| 2.680| 2.680| 2.680
people age over 17
(40,000,000)
Total 15,300 9.687 8,292 | 15,300 9.667

¥ RRN : Resident Registration Number, alt: alternative
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Table 12. Next Generation System development
cost

cost

BTl vear (% billions)

I bank 2004 480

W bank 2004 2.000
E bank 2005 400
S bank 2006 1,500
C bank 2006 1,000

KN bank 2008 50
KJ bank 2008 50
N bank 2009 2.000
H bank 2009 2.000
K bank 2010 6.000
SU bank 2011 500
Total 15.980
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Table 13. change in name process and expected
residence registration number change process

change of a

stage reissue RRN
name
application personal NA
evaluation
court NA
and approval
registration
g personal NA
place report
document governmental | governmental in-
change institution stitution
. overnmental in-
change notice NA g o
stitution
error report
and correc- NA personal

tion request

personally regis-

requesting trating personal
personal document / auto-
personal . .
document matically regis—
change tering change of
public document
. ublic in- e
required PUbiL public institution
stitution or 1
document R or civilian de-
civilian de-
change partment

partment

# RRN : Resident Registration Number
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level 14 I current RRN
Se:jmy 1 ~+issued number
12 I & alt4 ¢ alt6

I new random
 alt8 number RRN

” issued
8 I number
I ®alt2

4 I new random
I number RRN

T T T
[¢] 7000 9000 11000 13000 15000 17000

estimated cost(billion)

+issued number

Fig. 4. result of alternatives comparison
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