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ABSTRACT

The linking system between the control system and the field devices in the existing EMS/SCADA, in order to increase the
reliability of the data, and access control through the separation of external network. Currently, There is a tendency that the need
for connection to an external network that takes into account the economic aspect, systematic management and efficiency of
operations is increasing. Such is evolved linkage section, is to have more security vulnerabilities than in the past, Eventually
communication EMS/SCADA linkage section requires special management method. In this paper, taking into account the
domestic environment, were presented the security Certification and Accreditation technology that was applied to serial DNP3
and TCP/IP based DNP3 that are mainly used in EMS/SCADA linkage section. Presented to security of Certification and
Accreditation technology, divided into Resource Robustness Test and Malicious Packet Test for evaluate the safety. Each of the
security requirements and evaluation method in proposed technology, is an attempt to present the differentiation of the existing
Certification and Accreditation technology.
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Fig. 1. EMS/SCADA linkage Section Structure
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Fig. 2. ISASecure certification offer three levels
of recognition for a device
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Table 1. Basic Requirement for Resource Robustness Test

Requirement
Name

Requirement Description

TCP/IP Unicast

TD generate TCP/IP Packet storm at the Unicast way. and TD send packet storm to
the DUT. Target DUT examine for robustness to control and operation of feature

Storm while dealing with the storm.
TCP/IP i . o
Multicast or TD generate TCP/IP Packet storm at the Multicast or Broadcast way. and TD send
packet storm to the DUT. Target DUT examine for robustness to control and
Broadcast . . . .
operation of feature while dealing with the storm.
Storm
TCP/1P TD generate fragmented TCP/IP Packet storm. and TD send packet storm to the
Fragmented DUT. Target DUT examine for robustness to control and operation of feature while
Storm dealing with the storm.
TCP/IP Scan Target DUT examine robustness for excessive TCP/IP Port Scan Function. when
Robustness DUT was connected external network or Internet.
TD generate SYN Flood Packet. Target DUT examine for robustness to control
TCP/IP SYN . . . . . .
Flood and operation of feature while dealing with the many kinds of new connecting

response.

TCP/IP LAND
Attack

TD generate TCP/IP LAND Packet. in each packet the source and destination
address are the same and the source and destination port are the same. Target
DUT to continuously reply to itself.

DNP3 Serial

TD generate DNP3 Packet storm at the serial communication. and TD send packet

Communication | storm to the DUT. Target DUT examine for robustness to control and operation of

Storm feature while dealing with the storm.

DNP3 TD generate fragmented DNP3 Packet storm. and TD send packet storm to the
Fragmented DUT. Target DUT examine for robustness to control and operation of feature while

Storm dealing with the storm.

TD generate DNP3 LAND Packet. in each packet the source and destination
DNP3 LAND L.
Attack address are the same and the source and destination port are the same. Target
DUT to continuously reply to itself.

DNP3 TD generate Unsolicited Response Message storm when certain conditions are
Unsolicited satisfied without a master request. and TD send packet storm to the DUT. Target
Response DUT examine for robustness to control and operation of feature while dealing

Storm with the storm.

Keep the

Unused Attacks continue to maintain a connection after a successful connection. at this
Connection time, Target DUT examine for robustness to control and operation of feature.

Attack
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Table 2. Measurement Methods for Resource Robustness Test

gt ey Measurement Methods
Name
The test case generates identical packets.
TCP/IP Each Packet contain a null payload and all flags are set to Zero
Unicast Storm The source address is set to the TD address and the destination address is set to
the DUT address.
TCP/1P The test case generates identical packets.
Multicast or Each Packet contain a null payload and all flags are set to Zero
Broadcast The source address is set to the TD address and the destination address is set to
Storm the Multicast or Broadcast address.
The test does not send the final fragment, in an attempt to force the DUT to keep
incomplete packets in memory(e.g. when an TCP/IP packet is larger than the
TCP/IP maxinr_lum transmission unit(MTU_) of a network. segme_nt over Which_it is t_o be
Fragmented sent, it must keep the fragments in memory until the_ final fragment is received)
Storm The test case create a TCP/IP packet that is the maximum size(e.g. 65536 bytes)

and fragment it to the maximum MTU size.
The test case then increments the packet ID and creates the next packet.
The Destination address is set to the DUT address.

TCP/IP Scan

The test case generates identical packets.
Scan mode performed individually, such as SYN, ACK, FIN, connect, NULL,

Robustness XMAS etc.

The test case should not be a new connection is set up because it does not
transmit ACK message.

TCP% 1SN Setting Window size(e.g. 50000 and SYN flag o
The source address of each packet is set to an unused address and the destination
address is set to the DUT address.

The test case send LAND packets to all open TCP ports and adjacent TCP ports
TCP/IP on the DUT(generate identical packets)

LAND Attack

Setting Window size(e.g. 2048) and SYN flag
The source and destination addresses are set to the DUT address. The source and
destination ports are equals.

DNP3 Serial
Communication
Storm

The test case generates identical packets.

Each Packet contain a null payload and Sequence flags are set to Zero’, Flag to
determine whether the master is set to the master flag(e.g. flag value is 0)
The source address is set to the TD address and the destination address is set to
the DUT address.

DNP3
Fragmented
Storm

The test does not send the final fragment, in an attempt to force the DUT to keep
incomplete packets in memory(e.g. when an DNP3 packet is larger than the
maximum transmission unit(MTU) of a network segment over which it is to be
sent, it must keep the fragments in memory until the final fragment is received)
The test case create a DNP3 packet that is the maximum size(e.g. 292 bytes)
The test case then increments the packet ID and creates the next packet.

The Destination address is set to the DUT address.

DNP3 LAND
Attack

The test case send LAND packets to all open ports and adjacent ports on the
DUT(generate identical packets)

The source and destination addresses are set to the DUT address. The source and
destination ports are equals.

DNP3
Unsolicited
Response
Storm

TD generate message storm of unsolicited response when using the change event
between Binary input and analog input.

The source address is set to the TD address and the destination address is set to
the DUT address.

Keep the
Unused
Connection
Attack

Continue to perform a TCP/IP connection(e.g. 3-way handshake)

TD generate a number of connection in each test packet repeatedly send invalid
sequence number

TD generate a number of connection in each test packet repeatedly send FIN flag
The DUT continues to adequately maintain essential services




AH R 5335]=54 (2015. 6) 709

- #9(Grammars) vzl AHojEl HE(e.g. level 2 o9 o] =& w3l FYr}.glZe] Q3
DNP-XML &7 %)< &3l AHA/mAA AS 71 SXAZ 23l mE AL &9
(Valid/Invalid) =i7l& Mg} &4 7152 DUT Aol 2@ 52 7159 d4 Mul~ 4 £7}
AARE A7 Esle] oA HFl Bl 2EE 3Ysie) g Ao} 22 7R F2E 4 2 A AR

- A (Fuzzing) @ #9(Random)dt 3 7P-r'°‘}f’:] /N2 HAAS AP} A8 55
I A o ® f-E/MHE T S QAT o I} Y82 Achilles Certificationellr] #ass] o
A 7S Eo AAE AHFlE E3le] oA HF v (12) 4 =xub e ol Table 404 el &
2ES agict, 2} 8RR ol Table 3.914 =
el & 4= 9lr}.

A 0 QA e AR eAE W 2] 7]

& v} 28 4 a2 Ajgld DNP3 2
TCP/IP 714} DNP3Z& z#lsle] 2= gl =3t

Table 3. Basic Requirement for Malicious Packet Test

Bty Requirement Description
Name
TCP/IP TCP/IP fuzzing generates valid/invalid packets using randomized header values.
Fuzzin Target DUT examine for robustness to control and operation of feature while dealing
g with the fuzzing test(e.g. fragmented Invalid packet).
TCP/IP .
TD generate TCP/IP Grammar Urgent data. Urgent data examines how the DUT
Grammar - handles unauthorized packets containing an urgent flag
Urgent Data ’
TCP/1P Fragmentation generated Packets with invalid fragmentation and send them to the
Grammar - DUT. The grammar examines the DUT's ability to maintain control while
Fragmentation | processing or discarding invalidly fragmented packets.
TCP/IP TD generate TCP/IP Grammar port number. Implementations that do not defined
Grammar - i . .
Port, the port number as an unsigned number are expected to malfunction.
DNP3 DNP3 fuzzing generates valid/invalid packets using randomized header values.
Fuzzin Target DUT examine for robustness to control and operation of feature while dealing
g with the fuzzing test(e.g. fragmented Invalid packet).
DNP3
Control TD sends the invalid control command to the DUT.
Command
. .D.NP‘ST TD sends the invalid initialization command to the DUT.
Initialization
DNP3
Unsolicited
Response TD sends the invalid unsolicited response command to the DUT.
Enable&Disabl
e Command
DNP3 Assign
Class TD sends the invalid assign class command to the DUT.
Command
DNP3 Write TD sends the invalid write command to the DUT.
Command
DNP3 TD generate messages that do not defined the protocol spec or erroneous message
Malformed sequence. Target DUT examine for robustness to control and operation of feature
Message Attack | while dealing with the test.
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Table 4. Measurement Methods for Malicious Packet Test

Requirement
Name

Measurement Methods

TCP/IP
Fuzzing

The test case generates invalid packets and fragmented packets using
randomized values.

TD send invalid intial sequence number to the DUT.

TCP/IP packet generate larger than the MTU value or smaller than 20bytes which
it is to be sent,

TD send invalid CRC value to the DUT.

TD includes non-null TCP/IP option fields in some of its TCP/IP option. some of
these option fields are malformed or undefined options.

TD includes one or more of the TCP/IP options MSSN, WSN, SACKN, POCR and
ACR, which it is to be sent.

The source and destination addresses are set to the DUT address.

TCP/IP
Grammar -
Urgent Data

Packet flags are set to URG flag and Urgent Pointer.

Packet lengths is within the range((DataOffset of Header * 4) ~ (DataOffset of
Header * 4 + UrgentPointer)) which it is to be sent.

Transfer with normal packet and URG flag packet to the DUT(DUT continues to
adequately maintain essential service).

TCP/IP
Grammar -
Fragmentation

TD generates TCP/IP packets with invalid fragmentation and sends them to the
DUT.

TD examines the DUT's ability to maintain both control and monitoring while
processing or discarding invalidly fragmented packet.

TCP/IP
Grammar -
Port

TD attempts to establish TCP/IP connections with the DUT on both port
zero(0x0000) and port 65535(0xFFFF).

DUT is expected to respond to the connection establishment request TD. The
expected another case response consists of a TCP/IP with the RST flag.

DNP3
Fuzzing

The test case generates invalid packets and fragmented packets using
randomized values.

DNP3 packet generate larger than the MTU value.

TD send invalid CRC value to the DUT.

TD includes non-null TCP/IP option fields in some of its TCP/IP option. some of
these option fields are malformed or undefined options.

Signal transmission having more than 4 second time period(e.g. average
transmission time = 4 second).

The header source and destination addresses are set to the DUT address.

DNP3
Control
Command

The control command signal to manipulate the command code 3,4(select and
oprate) and 5(direct operate), and sent to the DUT..

DNP3
Initialization

A signal to operate the command code 14(warm restart) to initialize the event
queue, setting value. and sent to DUT.

DNP3
Unsolicited
Response
Enable&Disabl
e Command

A signal to operate the command code 20(Enable Unsolicited) to execute the
Unsolicited Response function, and sent to DUT(Causing unnecessary traffic).

A signal to operate the command code 21(Disable Unsolicited) to stop the
Unsolicited Response function, and sent to DUT(Interfering with the reporting of
important event).

DNP3 Assign

A signal to operate the command code 22(Assign class) to newly registered the

Class data point. and sent to DUT.
Command
DNP3 Write A signal to operate the command code 2(write) to implemented Time and Data’
Command object, and sent to DUT.
D N P 3 A signal that CROB(Binary Output Command) object data of the request message

Malformed
Message Attack

is missing, and sent to the DUT.
A signal that Application payload of DNP3 message is missing, and sent to the
DUT.
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