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ABSTRACT

Masking technique that is most widely known as countermeasure against power analysis attack prevents leakage for sensitive
information during the implementations of cryptography algorithm. it have been studied extensively until now applied on block
cipher algorithms. Masking countermeasure have been applied to international standard SEED algorithm. Masked SEED algorithm
proposed by Cho et al , not only protects against first order power analysis attacks but also efficient by reducing the execution
of Arithmetic to Boolean converting function. In this paper, we analyze the vulnerability of Cho’s algorithm against first order
power analysis attacks. We targeted additional pre-computation to improve the efficiency in order to recover the random mask
value being exploited in first order power analysis attacks. We describe weakness by considering both theoretical and practical
aspects and are expecting to apply on every device equipped with cho’s algorithm using the proposed attack method.
Keywords: Power analysis attacks, Masking scheme, SEED algorithm
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Il. SEED & Masked SEED

2.1 SEED ¢12|&

SEED-128 <a2]&2 128-bit KeyZ o]&s}
o] 168k+-=2 714 128-bite wAAZS otz st
& 128-bit ES FHdth SEED daelEe
Feistel 722 =Ho3le FEe 7] ~AEd &
F2 el Filge vlAd 4kl S-boxE
3 G 238 9k 7] 2AEE I
= 128-bit 715 o]83le] 64-bite] 162k+-= 715
AAget, SEED daelgel digh A FrEe
(Fig. 1)& &3 =213} skoich. 128-bit o] 2
el 64-bit EZ(Ly,R)) 22 izl H 162H-
=5 AX GEE (LR 22 WsksEe 3%
BojFErh SEED dae|gel digt AAd A
FaEd (8),09)% Hasl] nighel,

Mo aju

Fig. 1. Structure of SEED
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Algorithm 1. Generation for Masked S-box

Input : S, , m, m’
Output : MS,

1. for 7 from 0 to 255
2. MS,((i+m)mod2®) = S,(i)Bm’
3. Return(a4S,)

Fig. 3. Modified G-function(10)
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1.‘ x+y+m*

2. | (x+y)stmicy (x+y)ptmtcy s (x+y)tmtcy 8‘ (x+y)otm ‘8
3.‘ (x +y)3+m | ‘ (x+y)z+m ‘8‘ (x +y)+m ‘8‘ (x+y)g+m ‘8

‘52

Fig. 4. Figure description for regulation of carry

Algorithm 2. Generation for Carry tables C), C,

8-bit Random number m, A
Carry table €y, G,

Input :
Output :

1. for ¢ from 0 to 15

2. if i < (m &0xf0)”*, Cli] = A +1;

3. else if i =(m &0xf0)”*, C\[i] = \+2;
4. else Clil=\;

5. if i < (m&0x0f), C,li] =
6. else C’Q[i]:)\;
Return(C;, G3)

A+1;
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Algorithm 3. Regulation of Carry

Input © 32-bit masked intermediate value
212y 1212 = (2512, 12,12y ) 435 (mIm|mIm)
Output © 8-bit masked intermediate value

212y 1212 = (2 +m) [(zy+m) | (2 +m) [ (zy+m)

1. for ¢ from 0 to 2
2. Carry=C,[(z;&0zf0)”*]
3. if Carry=A+2, Carry= C’Z[zi&OxOf]

4. (2417112, ) —= Carry
5. (7,12, |~-~|z'lﬂ)+:)\
Return (2,12, 12,17,
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