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ABSTRACT

As the smart era, the use of smart devices is increasing. Smart devices are widely used to provide a human convenience, but
there is a risk that information is exposed. The smart devices to prevent this problem includes the encryption algorithm. Among
them, The hash function is an encryption algorithm that is used essentially to carry out the algorithm, such as data integrity,
authentication, signature. As the issue raised in the collision resistance of SHA-1 has recently been causing a safety problem, and
SHA-1 hash function based on the current standard of SHA-2 would also be a problem in the near future safety. Accordingly,
NIST selected KECCAK algorithm as SHA-3, it has become necessary to implement this in various environments for this
algorithm. In this paper, implementation of KECCAK algorithm. And SHA-2 On The ARM-11 processor, and compare
performance.
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Compiler 435 VS2010
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Fig. 9. 1600 State of SHA-3 code and other
states of SHA-3 code
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Table 4. Implementation of SHA-2 and SHA-3
on x86 (Unit : millisecond)

SHA-3 (KECCAK)

SHA-2
b= 1600 b= 2800 b= 400
bef 0.0058 0.0035 0.0062 0.0127
512
bit 0.0056 0.0018 0.0118 0.0176

Table 5. Implementation of SHA-2 and SHA-3
on ARM-11 (Unit : millisecond)

SHA-3 (KECCAK)
SHA-2
b= 1600 b= 2800 b= 400
213756 0.0704 0.0559 0.0894 0.3341
512
bit 0.0686 0.0289 0.1334 0.4672
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Fig. 11. Performance of Hash value 256bit
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