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ABSTRACT

This paper proposes a location-based key management scheme in wireless sensor networks, and among the existing
location-based key management techniques, we focused on the LDK (Location Dependent Key management). In order to improve
the problems occurred by communication interference, we introduced the key revision process and the method of key
establishment using grid information. According to the simulation of this scheme, it increased connectivity while decreased
compromise ratio than those of the previous LDK, futhermore, we confirmed that a hexagon distribution of AN reduces the
network cost.

Keywords: WSN, Key Management, Location

M B d =

'é‘ 7hakodekl 13 o]qf IoT«] M e F
WSN (Wireless Sensor Networks) 7|%& 4
7} &s] A= 3 glth 53] ¥, oE, AEA

201491 71 #2185 w29 [oT (Internet of
Things)= 20201 2604 719 71717} EH=Z=Z

A (2014 119 17¢)), 44 (12 20159 49 84,

22k 20144 69 1<), AAFA A (20159 7€ 13%)

C R Qe vl REsey U AuEA| A EAE 4
SHOTATFAEI 54 A4S B Az SaEs s (

ITP-2015-H8501-15-1008)
t F42}, jw.choi@yonsei.ac.kr
¥ 3IAAL taekyoung@yonsei.ac. kr(Corresponding author)



-3
D
(e
—d
r>~
23
X
=
[
o,
14
=2
X
d
Acs
it
o,
[

i
ek
ofp
=
o,
R
N,
=
N
i)
o
r o
-

3

qtolct, AAAIS dloleE EAste] 43l wE
of Boke] FoAL At fele Hek AT ik F
WSN 7] 2] 7]sl H3) 75 233},

WSN 7] @] 7]« 20024 Eschenauer =
(2)9] AF-5 AR E AFE B2 AF7t o] F1A]
olch WSN 7] #ele zA JAy] 7lbkg 34
7o g2 vrelxly 3 g9 7] ], AR ey
o, HA71EE 7] R F ocheksk whgEel 7] #
71¥e] EAjgtct, A r=e] st=sgold Ak
sl &84, FFA, ol71F AL S°] WSN
I 71He F8 oAF Fxolr)
WSNellA XA 8= g F83ta &8 754
o] &2 AHolt} o]F gl drEH 97t
o] 7] 7t & Fo=2 Al 1% e
7luke] 7] =] 7S AA R=E AAE T3
o $IAA|AE Frh= Aol it o] EAL &
Soke] wel o] & 4 glr}h. o E o] TelA

o

Nk NN

[

AL Aol A FAE sl WSNE 84T 45
WA w= ok aelme] AAAAE 44 g

< Zlolth. 1B|=E AMEEHA] S AlM x=E=9 9
2 2 wEs 7] e 7] Anjumd
LDK(Location Dependent Key Management)
271(3)e] ek, B =12 Anjum®] 2=Fel| 7|uks
=t

= AL o Ak 23elxs WSN
oMol A 7ke] 7] ] sl oig #H AT
dolir} 3= LDKE 7HEeZ 3l X~
= A 47l A EYeldE F3le] Akt
sl Bk}, mixRte® 5AS Ea

o

=

et
[o

Y,

W > d
f gL o o

=~

to o

fr

-

| mE o7

—_

1 ab
Zg3l= Zoloh 919 AS AA kxe &e a2
Zof wixEejef iz A o]
Wi x)E 2ol mEba Alekxzde] & 4 9lot
Huang 5(4)2 w3 AHRE o2
sloll zBl= 2F 23S Aoksidh. oz 7] A

Iy
2
3
X
N

[e]
=

!
2
=
ﬁo{_l‘
R
Rl

Aralsiet.

Liu 5(6)8 =52 7 719 HE5E 2= oy
S olgste] & A 715 AAsE FHA AA
w9 JEE A 9145 IDE F835ct

Du %(7]9 =8& zelzd] 7] EoA 53
AB 7] Ags sk WAl Alksldt. s
E=RAE AA ke 923 HEE A4S 1)
T &8 UE 45 ARkt

el
AN (Anchor Node)2] EA& o]&3}o]

ae
& BRYE AN wEE A6 2EI K, 62
S HE A Abelela] dgel WA ANS
3 APIE Belae BaE AEET, olF A4
sl AgRe BAE AT A4 §4F a7
ARTY. AN R 0% wEe} PER A%

i
r_}l_l
o
ok,
N
e
2

[ 2 fr ot 200 an b o 12 ofy

I
Tj
=
_\ﬂ
i
2
&
Au)
iy
C o
n
[>
et
r>~1
ol-}:

i = =N

A =7} wixE x]el w2t AFHA ==
= RojEt}

Faghani (9]¢ =¥ 200699 LDKE 3
Ask= 270 SLDK  (Sectorized Location
Dependent Key Management)ZE Aekalsic,
LDK® 2718 7juke b ANO| £4 #H9E
8N Az Badsle WAS Flsle] ke g3 e
gk BetAdS 7hslsisich,

B =FAE LDKE 7|Hke g slo] -5 %13
stolch, webd oy AollMs LDKelA st

. !

e TAEE AR o]F &b 23S Al



AR B 538 =7] (2015, 8) 761

A\ Sensor Node @ Anchor Node

Fig. 1. lllusion of LDK
ghet

. HQt 7%

3.1 E7|Y

th2] Table 12 Ak 7S ARdk= |l 20]
+ Wl W3k 213 2 9vlE AnEe

71 LDKE $4e 24e 3elsh) ek
Wu 5(10)8 =iollMde MicaZold 7Hje= al
3 40%2) A7 £4e] Lol BAslsich A7)

AR E 7] L7} ool sk 4Rl 7]
Fep} olFolAA] gho} qhEsl FAle] wrbsa
& o] AT & gtk ke 7] 47 ¥bs

AL AA VESZe) S5Ael B ol FAR
2 5ol mR AR RS 00 N8 Fe

N

2
X
s
Q

; 2 el A Algkshe 27 +e o= A
Table 1. Notation - A Alskst @ LDK Ble AR
& B30 0% wEEyy FAE wANE W
Notation Meaning 2 Zrlslga RS 7] AAFAL 1okl )
AN Anchor node that sends nonces z9] DK} " A2 2 A =t AA| k
. ol pus QT gl e
ANset The set of anchor nodes HE A8l 2712 G2 A#sh), 2718 gee
SN Sensor node HARE AA o)l mxE el Fxe) o]¢ 8ut
SNset The set of sensor nodes o] gEle Fx2 A" 2 99 aBls #FFo)
K, Pre-installed network key o} ool Al rry) AAE az|= 2 x|e ot
G Pre-distributed information of nige grids Age yEslgla (11) o]« sl z2]= el 994
H Pre-distributed hash function ot gl 71& gl ek Ao Atz AL oF
o8 The total number of received nonces 7= 9SSkl Fig. 25 Ak 23]
N, The r-th nonce
3E - N
C The number of common keys shared with ; ﬁlmﬂ(:*,\;z'z;'”” b 101
common neighbor node :.
The minimum number of keys to generate / T
4 a shared key
. N NZ,
i The key made of nonce and grid 8
’ information / }\N, L) /o

kK, The set of g-common keys \ >< /
K, Shared key generated between two nodes NT, Nz,

3.2 LDKY =N

v X N
A\ Sensor Node @ Anchor Node

Fig. 2. lllusion of the proposed scheme



769 FA A WESFZoA aBl= ARE 383 9 7k 7] I AT

LDK+8] 74 ael% Jehdeh A4 = 7k 7]
S AP Eal Al 2718w, 7] A A
7l E2l el % 4wz olFelqd thes 7|
Aol 2 AE AAE) Awae

AR Bl Al e A = AlA =Tt afA =] A 7]
delell 2o ARES APl AR AM k=

A e H 909 2=l= AR Gold. th&9] A

AN, = AN,, AN, -, AN,

set n

set m

SN, ,—K,G H

set
332 =7|5} T

%713} SAlE A4 xsrp ANSEHE =S
Ak gpAolct, o] wAoA] =2 BAIA ] o]
Foizlch AN AS Al71E Zelsle] AlM wxo
k2 E3let =2 A} o] AlA xE=i= A}
Ale] wjxd zej=eo] HARE kZ GEFste] F
o g}, 93 ae #HEE X 9)
FH AN rEs Af4le] R =20 AFE Al

rE

Rus

N X Ar

e % aASE WAAE Adae T
ERRE =25 B4 dher) A e HA 2
el Arteledx] wrolo} s

=

1 2

e EaES A S AR A9 0 3
-

29} = ==
e AP 20 FRud NS M
Adl Sl gleka ¥ 4 gtk el A 2t 2]

=
th =3 SN, SNE 999 xE=F st Aich

set*

AN =S8N, By (N,,)

(1 S u<n,1<v< powerlevel)
SN, —SN;: E,; (G(z,y))

SN—SN, EA;(QZ)
SN,: IF C, of SN,< C, of SN,
SN—SN,: request nonces
SN SN, : ACK(Ey. (X))
(1<r< C, of SN)
333 7| 49 A

(2)

o}
2t (2o hg 9N F1E AT S ik
o] o) slhe] alE ARE I3 F

= ol8ste] sAFeE ste] sl 715 sk
e AR vEe] A 32 7] A D9 &
ae]EE vERdit

set *

SN+ K= Hy (N, Glz,y)) (3)

334 7| S2| &

ﬁo{_l‘
rir
N
fiva)
ol
o,
lo
o
i
oX
=, Nlo
b
o3l
LI
i)
o
Mo

~ T
i to Jot -
>
O
=
rO

Broefl e ool e e ob et

N
o
i
fuj
o)
T
2
N
>
H??‘
o=

1o
o
3

>
w
o
of
)
i
[
fo
o
Au)
r
o,
b
il
>
011') -
k3

SN % B (KK - 1K) [MAC
SN, : IF Numof commonkey> q
SN—SN,: EA;(K:])'AIAC

SN,, SN;: K,= K,®... 4)
(KVL'EKZJJZLQF"?Q)

ELSE
SN—SN,: nonemsg

335 == I} & HX|

MEAZAL FHE F AZe A4 msr) b



A B H 583 =7A

vl e] 7} WA E AV ol 3
=S dA el & A7k AR 5 ik
7} ZEA2~E oo S AA o] FolAnt

1) 37} x& o] a Ago]Aded mix" A
aElE AHe} Al HEk dgE 8

2) Wol~ 2HolA ¢ xEF ¢S F Y k=
o w e 219 7] A X

) 27 x5 oeix = hE—t—

011“43} aEE 741

&4

¢
oX

Tn

il

2
o[-?
b
|

B

;‘wﬁ
Z
(m
o

=2
ol
1y
N
ko
oY

A4
) ol kB 7 ko
= xd%}s}o# PETR S
5) Ao wo]x Aulo]de)A] et 7]
A5e W § Jarlz hastsle] skl g
vl YT wR, 7 s
vEY T Holsli gles
A5 A%, o] wAA
-+ we] ~Hlo Moﬂ 5
9

N

r
L
>
o
:

m&

Al

Rl

2]

f
fu)
r%né“.z%lom&

Tn [y

rie
a

>, O
;‘:‘1009“

=,

>

N

N

©,

~

=
)

&2

oy ﬂllo
, ooy

-
>~r_f'>t_"l.m

O

v ol b oX
%
i
1o

b2 fo
ko
= o
o St
-
By
= é
i
i
ot [y
_V[‘.
o T
2
o rf,’i', rlo
2 % g
ol
2
8

=)
oft
b
q
L
=
>
o
2
dlo
o
s
v
K=
oft

ﬁ
—
O
~
i

>
z,
o
_‘

N
N
:.)“:
fru
Mo
¢

>

7= 7§Als}oﬂu} 6}%1 714l 7] A
W AT A4 3ol %"‘M °l=
A MES L] AHFE ¢
o i_ﬁj} etz 5o] UEY= 7]7} =EH 9

2

rlr
Hd
B
to o H ox

ofr x oot Lo
e

+ AFA AEEe =2 229 F 9ok wet
H =Fo4 Agksl= LDK+oAE vEY = 7]
HEY = Z7|3}elut Abgsle] HEH= 7] AR

< Al A xxe] F71 9 HRE Al
V. 2 M

P& wRela 2gde] BEA e SHek
AERA BT Y2, 12, 3) A58} 258
248 915 MATLABS 28kl AEalolie 2]
Astole.

(2015. 8) 763
1/'__‘_,,%__% —
09t
0l LDK
———B-5LDK
07 — LDK+
= 06}
=
T os A
2 -
£ -
2 sl -
0.4 s
,,,,,
03t —
-
0z
01

0 . . . . n . L
100 120 140 160 180 200 220 240 260
num of sensor nodes

Fig. 3. Connectivity according to number of
sensor nodes

LDK
—— —B-5L0K ]
—— DK+ ||

=)
w0
T

o
@
T

=)
~
T

o o
mn m
T T

connectivity

o
=
T

a

w
T

|

o
[
!
|
!
i

=)

=]

B
o
ol
w
B

nurn of commaon keys

Fig. 4. Connectivity according to number of
common keys

4.1 &2 (Connectivity)

A4ge % emol B3} BAL s 4B
of 715 BT SES el A v A
Hoz wuss Jug Bes] me g 7% 4
Aslr] did F o} BAl e gl glo]x 7
I BF Abse] Q7] ] ASEe ¥
A YENZY EEAE Vel A EEA

—

ofo ri m[m
st —i

A e=E AXE AH9E 20 x 20 2B|=R &
shalelw a2l= g ANS wix|ste] & 400702 AN
o] Ax% g4S 71z LDKel LDK+ Z+zhe]
A4S At AHeE $AE e 364
2 1099 ABHolS Ed AAE HEghe AR
slgdth, $ellA 7FAEE S ANS Ast A7l
AR YA B4 W9l 1 Y (unit)o2 A



764 A A vEFNM aE= A

BE 983 94 A 7] B2 AT

Table 4. Summary of simulation results

Comparison LDK 8-SLDK LDK+
The num of . .
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