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ABSTRACT

In recent years, as smart phone penetration rate is growing explosively, new forms of cyber crime data is poured out beyond
the limits of management system for cyber crime investigation. These new forms of data are collected and stored in police
station but, some of data are not systematically managed. As a result, investigators sometimes miss the hidden data which can
be critical for a case. Crime data is usuvally generated by computer which produces complex and huge data and records many
logs automatically, so it is necessary to simplify a collected data and cluster by crime pattern. In this paper, we categorize all
kinds of cyber crime and simplify crime database and extract critical clues relative to other cases. Through data mining and
network-visualization, we found there is correlation between clues of a case. From this result, we conclude cyber crime data
mining helps crime prevention, early blocking and increasing the efficiency of the investigation.

Keywords: Cyber Crime, Crime data, Data mining, Visualization, Crime pattern
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Table 1. Cyber Crime types

* Hacking
Network * Cyberterrism(DDos)
intrusion * Virus spreading

¢ Etc.

¢ Internet fraud
* Online financial crime
Crime on * Identity theft

Internet * Copyright Infringement
¢ Spam mail
* Etc.

* Distributing pornography

* Illegal online gambling
Illegal

contents

*  Online defamation
* Cyber stalking

* Etc.

1) &3 Ao]wekd= http://cyberbureau.police.g
o.kr/share/sub3.jsp
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Table 4. Crime Data(raw data)
Case Date Dept. Suspect Testifier Account %comt Phone Site ID
'wner
010-5814-X
XXX
Police ox 010-2982-X wlsxxx
- FXX WOORI XXX wlgxxx
Cl | 20140123 | Suation | CXX GOO  [2000196992++x| GO0 | g10.5833.x | Naver | gy
EXX XXX kejxxx
010-2652-X
XXX
@2 | 20131100 | St | Axx BXX NH Bxx | 010:4092-X | g ver
B 1390911329%%% XXX v
Police IBK 010-5099-X
. AXX BXX 322920932%** XXX solxxx
C3 2013-12-28 Sta(tjlon XX HXX KB HXX 010-9445-x | Naver Kimxxx
292602029%** XXX
Table 5. Crime data(only critical clue)
Case Suspect Testifier Account Aoccount Phone ID
'wner
o 010-5814-XXXX wlsxxx
WOORI 010-2982-XXXX wlgxxx
ci XX FXX 20091969927+ GOO 010-5833-XXXX dltxxx
EXX 010-2652-XXXX kejxxx
c2 AXX NH BXX 010-4092-XXXX
1390911329%**
AXX IBK 010-5099-XXXX solxxx
a3 IXX BXX 322920932+ HXX 010-9445-XXXX Kimxxx
A AAE S8l Fasl dEellA A 9skaic o Holg £A48 tE F e AFH I ¥
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7F 4R FAd ony 88 HElS A= IHew O] FAPEAT}E FE]o] 9o 7 FARA = AR
Mad/EH0x Ms, alEbeE /A3 /A mle |y o £A4 (attribute) &2 EAsta Qlel. b 4}
EFeol o, FAEA oA EA L AHNEA 59 A Fe A4 WS (int)7F obd 1%81' W
7]%se] et (varchar)e|® k719 A 74 dlole]e] & N
£ AFelMe GrabdAzEdA A=A ¢w = 'k x 7} ARl 5% ARG A7) Elh
FARM S FRPAIEME A}, 2=l A A 24 A olElgk dlely elE dleoly Y
b5 s Sl 5 WHTeR J*D}Sbﬁ} (Data Matrix)®e|eta sh=dl, dlejel 3H 7¢
ghoh, Fo AR AXE A E %3
Hole W33 dloglr} g x}x]-o']—l 3}\ o] 5) dlele 3 (Data matrix, AAxHG2e] Fx): o7
_ Bel A% ol 71, B, A, QAE 53 28 pl
218} ZrAlckx EX] tlole U]_op]7uqz ARgke] 75 70w ) 5
N : e o) W45 vehiieh, P2t 2AY Ho] 22 column
B]A % 3¢ (unsupervised learning) 2 18] 3} rowe] EA4de] ther n x p ALl Feolrh(4)
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Algorithm 1

Ensure:

from 1 to i

tot =

0

tot =

2: for a in range(i):

Require: char Case(i)(j)
(i total count of case)

3:  for b in range(i-1):

for ¢ in range(j-1):

= tot + 1

D(al(b+1] = tot
t return D

11 Let D be 2-dimensional arrays indexed

4
5
6: if Caselallc+1]) == Case(b+1](c+1):
7
8
9
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Fig. 6. Clustering cases of Thecheat in Jan 2014 by clues
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Fig. 7. Extract specific clusters from graph
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Fig. 8. Visualization of clues between cases in cluster B
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