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ABSTRACT

This paper proposes a virtual and invisible private disk (VIPDISK) technology equipped with the secure storage devices. As
a software based security technology, it can create hidden partitions on any data storage device which can not be identified by
the windows OS, so the program running on it, does not have any evidence of the existence of the hidden storage space. Under
inactive state, it maintains an unexposed secure partition which can only be activated with a matching combination of a unique
digital key and a user password to open the decryption tool. In addition, VIPDISK can store data to secure storage device with
real-time encryption, it is worry-free even in the case of lost or theft. Simulation results show that VIPDISK provides a much
higher level of security compared to other existing schemes.
Keywords: Secure storage device, virtual, hidden storage space, digital key, activated, inactivation, decryption tool
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Fig. 1. VIPDISK system architecture
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Fig. 2. VIPDISK data storage structure
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Appendix:

Table 1. Performance comparisons between general data storage device, previous secure storage
devices and VIPDISK

Categories General da.ta Previous sec.ure VIPDISK
storage device storage device
Tri . e k
Secure method No Password authentication riconnected encr}./ptlfm by using key
application
Creation speed No Varies depending on the Unrelated to the size of file or disk(less
of secure storage secure method than one minute)
The usage of Some functions are .
. Easy . Easy to use as windows explorer
storage device difficult to use
Write or read Fast Depending on encryption Use Direct I/O method as general storage
speed and decryption methods device
. - - Self-recognition of storage is impossible,
Existence of data Varifiable Varifiable . .
can not varify existence of data
Possible for Possibility of hacking by Can not recognize existence of data,
Data leakage .
anyone expert hacker excluded from the hacking

Data status after
format Unusable Unusable Usable

(Fast format)

Data status after

.. Unusable Unusable Usable(unrelated to OS)
remove partition
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