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ABSTRACT

Due to the rise of automotive security problems following automotive safety and the progress of the internet technology
leading to a hyper-connected society, guaranteeing the safety of automotive requires security plans in the supply chain assurance
and automotive software, and risk management plans for identifying, evaluating, and controlling the risks that may occur from
the supply chain since the modern automotive is a Safety Critical system. In this paper, we propose a study on Automotive
Supply Chain Risk Management (A-SCRM) procedures by person interested within the automotive Life-Cycle.

Keywords: Automotive Supply Chain Risk Management, A-SCRM, SSCA
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Table 1. Vehicle of security incidents

Year Descriptions Ref

2010 | Influence the control of brakes or wipers | [9]

2010 Raises the vu.lne.rabilities of tire air [10]
pressure monitoring system

ECU operation via WLAN receiver at

2010 OBD-II

[11]

Hacking of Telematics Services that uses

2011 smart phones and SMS

[12]

Malfunction in the vehicles occurred
2011 | when the dealers’ websystem (Webtech [13]
Plus) was hacked

Using the Android Smart Phone, the
password transmitted on mobile
2011 | communication network was siezed and [14]
this was used to turn-on the ignition of
the vehicle

Hacking was done using Mobile Car

2012 Diagnostics App [15]

2013 Neutralization of electronically controlled [16]
brake system

2013 | Car theft through hacking [17]
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Fig. 1. Structure of the safety requirements

Table 2. Functional safety standards

Sectors Standards
Automotive ISO 26262
Railway IEC 50126, 50127, 50128
Medical IEC 60601 / ISO 62304
Energy & Process IEC 61511
Nuclear IEC 61513
Manufacturing IEC 62061 / IEC 13849-1
Household Appliance IEC 60335
Aerospace DO-178 B, DO-254
Military Def Stan 00-56
Table 3. RAMS
Attributes Descriptions
The ability to perform a required
function without breaking down
Reliability for a period of time according to
the determined conditions of
usage.
Availability The ab.111ty to operate a system at
any point
The ability to complete a goal
Maintainability | within a predetermined time under
specified conditions.
Design that guarantees
minimization of accidents and
Safety damages in personel or equipment
for a specified period in a limited
condition
At
IEC 61508 % ISO 26262 5 7Is<kdd I %
=& RAMS(Rehablhty, Availability,

Maintainability, Safety) & A, 7184, 24
A, ks AHesle 740] 715 (Functional
Safety)< Z-83l= Aelctk. (4
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796 e 3 9]

2] (A-SCRM) Wt A+

2.3 AZEQ0{ EZ (SwA, Software Assurance)

amede] Hep, oheld 3=, U5k B2 o)

2] ot sz EYOE sele] Huel An|AE AT}
= AxEde] FAH A AN A AR 4]

gt &ZELY BF(Software
Assurance)®] g2 o]t HPES HAis} =
Zole}, AZEY BHEE AT EOr] FHzow
FE AR AlRZFsRAE veRdch Az EQe
= el B sk Al sbed AZESY] 9
"HQHHORA I ofelx = RNE AMREE LZEY
o2 R 4 9t (20) ATESS] HFe] FQ
oAk A, Azh aE|a AFel s RE 2
SARRS S A ESOE A e 73]
7] $13elct. (21)

ZEESY] T AR Ak AEE )
Nl AXR BFS Adshe 7 et AzES ]
FHE5Abel gk oap AL, F Alekd Ao} skt A
okzt, g2l3 Az e FFAP} 9t (20)

A Eell AH= Software & Hardware® 25
v Wl glo] AR Apgstal sHstthe A
S JZalof star ek BFdolut gt} AT Eg
o o3 o|® 4 9l A3 Information
Assurance APE HelkalE ARl w2 BE
2 AEE dgale] HekIFS 9
LZEg o] FFelr] W
i}slal WA|Ek] 91§k Hle]
o] AF(A-TA 7)) oA X AF Alx
g o F} Aell, m Alo]w ¥4 (Attack) o2& o]
A= AxEC]  HekH (Vulnerabilities) &=
AA=7] WEolr}.

ISO 262620 uwf2®l 2pF3F AT Ee]e] obAl
AE Frsly] $g whe 2 MISRA-C A

=i
o

Table 4. CIA

Attributes Descriptions

Guarantees that no secret

fi iali
Confidentiality information has been leaked

Guarantees that an authorized

Auvailability person can use a service
whenever needed
Guarantees perfection of the
Integrity information without omission or

alteration
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Fig. 3. Automotive on-board Network Architecture
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Table 5. Functional classification of Vehicles(8)

Classifi-
Category cation of Function
Function
Function of the engine
Power control, such as an
Train automobile transmission
station
Basic features, such as
power generation, power
Vehicle Chassis transmission, steering,
control brake lights, for operating
a car
Functions for operating
body electrical component,
Body -y . P
typical device, lamp type,
chair type, etc.
Using vehicle scanner and
OBD-II, to be able to
Uncontrolled Check/ ive fault diaenosis
Vehicle Reuse & £

according to the vehicle’s
condition and to repair it
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accordingly

Vehicle Terminal | In-Vehicle Controller

A unit that provides
various remote services
Telematics | such as internet and

Unit location tracking using
mobile communication and
broadcasting network.

A unit that provides audio,

Head . Lo
. video and navigation
Unit .

functions.
Funtion that provides
different application
services such as automatic
fare collection, automatic

ITS/V2X control, accident prevention
using the facilities
surrounding the vehicles
and communication among
vehicles
Vehicle internal networks,

. like CAN, CAN FD, LIN,

Vehicle . .
for the implementation of

Networks . s
functions within the

in vehicle vehicle
N/W Techniques for

electronically controlling
X by Wire | devices such as existing
machine or steering wheel,
brake.

AEAle] FANRE 2 AGA FH 3
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Fig. 4. Vehicle penetration test experiment
environment
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Table 6. Information and Other Assets Vehicles
Should Protect(25)

Objects that
should be
protected

Descriptions

Coherence and availability of “Basic
Operation of | control functions”, execution
“Basic control | environment of “Basic control

functions” functions”, communications for the
operation.
Information which is unique to the
Information car body(vehicle ID, device ID, etc),

unique to the | authentication code, and accumulated
vehicle information such as running history
and operation history.

Data representing the vehicle’s
stratus such as location, running
speed, and destination.

Vehicle status
information

Personal information, authentication
User information, billing information,

information usage history and operation history
of the user (driver/passengers).
Software which is related to
vehicles’ “Basic control functions”
Software P N
and "Expanded functions”. Examples
include firmware for ECU.
Data for applications for video.
Controls . PP ?
music, map, etc.
Configuration | Setting data for the behavior of
information hardware, software, etc.
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Table 7. Thr

eats Posed by User Operation(25)

Threat

Description

Incorrect
settings

Threats caused by incorrect operations
or settings by users, done through the
user interface within the vehicle.
Examples include: accidentally sending
personally identifiable information to an
unintended service provider while using
infotainment feature; and disabling
cryptic functionality of telematics
communication, allowing the
communications to be sniffed

Virus
infection

Threats caused by the infection of
viruses or malicious software (malware
etc.) to the in-vehicle systems, via

a devices or storage medium brought
into by the user.

Examples include: a virus which
infected an infotainment device spreads
to the other in-vehicle equipments

via the in-vehicle LAN.

o

Az ol

Table 8.

7P 24| 7= B 4 ek (25)

Threats Posed by

Interference(25)

Attackers’

Threat

Description

Unauthorized
use

The automotive system’s functions
may be used by an unauthorized
individual, such as through spoofing
or an attack to vulnerability within
the equipment. Examples include: an
attacker unlocking the vehicle by
spoofing as the driver and performing
the communication to unlock the
vehicle

Unauthorized
setting

The automotive system’s setting
values may be altered by an
unauthorized individual, such as
through spoofing or an attack to
vulnerability within the equipment.
Examples include: an attacker altering
network settings to make normal
communication impossible

Information
leakage

The information that the automotive
system should protect may be
obtained by an unauthorized
individual. Examples include: an

attacker accessing accumulated
contents or user information for
various services, through the intrusion
to the equipment or communication
sniffing.

Sniffing

Communications between the
in-vehicle equipments within the
vehicle or communications between
the vehicle

and the peripheral systems may be
sniffed or intercepted.

Examples include: an attacker sniffing
the vehicle’s status information
(running speed, location information
etc.), while it is on the way from the
vehicle to the peripheral systems for
services such as navigation and traffic
jam forecast.

DoS/DDoS

The system may go down or the
service may be denied due to
unauthorized or excessive connection
requests

Examples include: an attacker
performing excessive communications
with the smart key to make a request
for door lock and unlock by the user
unaccepted.

Tampered
message

A tampered message may be sent by
an attacker to cause false
move/display of the vehicle.
Examples include: an attacker
tampering a TPMS (Tire Pressure
Monitoring System) message, so that
the caution-advisory indicator of a
normal vehicle blinks.

Loss of logs

The operation history may be deleted
or altered by an attacker to make
after-the-fact inspection impossible.
Examples include: an attacker altering
logs to destroy the evidence of the
attack.

Unauthorized
relay

The communication path may be
manipulated by an attacker to hijack
legitimate communications or to
improper communications.

Examples include: an attacker relying
the smart key’s electric wave and
unlocking the vehicle from a remote
site
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‘ Vehicle manufacturer

Parts manufacturer
Dealer Used car dealership
Owner
User
Car-sharing/rental agent

Maintenance factory

Automobile

equipment outlet Automotive dismantler

Providers of other services

Planning Development Operation Disposal

Fig. b. Life-cycle of Automotive Systems

Table 9. Those Involved in a vehicle during its
Life-cycle(25)

owner)

Car-sharing/
rental agent

A business entity that rents the
vehicles to a customer.

Maintenance Conducts car inspection,
factory maintenance and repair, etc.
Vehicle A business entity that sells/installs
equipment add-on in-vehicle equipments or
outlet vehicle parts.

Providers of

A business entity that develops
and distributes software for
in-vehicle equipments or

other brought-in devices, such as for
services telematics and contents delivery,
and that provides services for
vehicles.
Used car Takes the vehicle whose use is
dealership terminated and resells it.
Automotive Takes the vehicle whose use is
dismantler terminated and dismantles it.
A5 Azge] 2ol Aol @ Fhofaht 274
U WA AT A5 T AP xR
A2~ (A-SCRM)®] Frame &7l AR5},

4.3 XSkt 2% 2fIE

22| Z=ZMA(A-SCRM,

Those
involved in Description
vehicles
The vehicle‘s manufacturer. It
engages in planning and
development(design,
Vehicle implementation and
manufacturer manufacturing), sales, maintenance

of the vehicle. Vehicle
manufacturer is responsible for
the manufacturing of the vehicle.

Vehicle parts

Upon receiving commission from
a vehicle manufacture, it develops

manufacturer and delivers the components of
the in -vehicle systems.
Sells the vehicle to a customer. It
Dealer .
may have a maintenance factory.
The ne who owns the vehicles
Owner . .
(excluding car-sharing/rental agent)
The one who drivers/uses the
User

vehicle (may be identical to the

Automotive-Supply Chain Risk Management)
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Fig. 6. Automotive SCRM Risk Assessment Process
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Table 10. Automotive in the Frame Step

Polices, strategies, governance
Business goals
Customer requirements

Inputs | - Safety requirements
- Security requirements
- Threat, vulnerabilities, risk
- etc
|

Define Automotive SCRM requirements
Frame | - Define Baseline Automotive SCRM policy
Integrate Automotive SCRM

Baseline criticality
Outputs | - Automotive SCRM policy
Automotive SCRM requirements
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Criticality Analysis

@ Security Path .

v 13 ¥
Threat Analysis ~<———>  Safety Analysis <—1—> Vulnerability Analysis
Likelihood
(exploitability)

Impact
Analysis/Assessment

Fig. 7. Safety & Security Path

Table 11. Automotive in the Assess Step

- Frame Outputs
Inputs | - Automotive Assets
- Automotive Threats and Vulnerability
l
- Threat analysis
- Safety analysis
Assess Y ”y .
- Vulnerability analysis
- Risk Assessment
!
- Mission risks
- Identification of critical components
Outputs . .
- Automotive supply chain risk assessment
for individual systems




2] (A-SCRM) Wt A+

E‘]_ 3L-Lu) _c';]
802 At FE
Plan o
op o
Automotive i Automotive
Assets > Threat& Vuhersbilty < > Stakeholder
| [[pun [ veicle manufacturer |

Operation of ‘ op ‘ Incorrect settings.
"Basic control functions”

o Virus infection [ v | vehicie parts manufacturer
Information unique to the vehicle
Dev Dealer
P Unauthorized use
P
- o Ouner
.,
% | information leakage .
User information Input B “ Car-sharing/rental agent
(Z] o
[ [ vimemmee iy
m Dot/ones o0
P | vehicle equipment outiet
S Tampered message
% | oo memg (o [t o ar e
Controls
Dev Loss of I
ois 055 of logs o Used car dealership

Dev

[ Configuration information ‘
L)

Unauthorized relay

op ‘ Automotive dismantler

Automotive Automotive
Assets

s Stakeholder Automotive Threat & Vulnerability

: + Tampered message
H + DoS/DDoS

 User information ¥ Loss of logs
 Vehicle manufacturer ,  Unauthorized relay
+ Vehicle parts manufacturer | | 7 SOfEvare « Sniffing
+ Information leakage
s ¥ Controls

+ Unauthorized setting
¥ Unauthorized use

+ Dealer

¥ Operation of “Basic control functions®

 Information unique to the vehicle
+ Unauthorized setting

+ Vehicle st

+ Information leakage

wopeisdo

 User

+ Configuration information

+ User information
+ Dealer v

n < Loss oflogs
i ¥ Information leaka

¥ Vehicle equipment outlet | | ¥ to the vehicle + Unauthorized use

A} PAA H web
s WS FEE 4edE ERste, (7]F)
U, (8, (@719 74 Aol AAE 2

Table 12. Automotive in the Respond Step

’ Inputs ‘ - Assess Outputs ‘

l

-Make mission/business-level risk
decisions to avoid, mitigate, share, or
transfer risk

- Select, tailor, and implement
appropriate system-level controls

- Document ICT SCRM controls in
System Security Plan

Respond

- Risk decisions
Outputs - Implemented controls
- Updated System Security Plan

Embedded System Information
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Fig. 9. Security Quality Confirm Process for
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Table 13. Risk control example(25)
Level Management policy Planning / Development
L1 No security effort is done. Secunty. 1s.n0t taken into account when planning
and designing a product
Security effort is relegated to the on-the-spot Security consideration is relegated to the
L2 personnel (such as planner, or developer). Issues on-the-spot personnel
are dealt with separately at each project. (such as planner, or developer).
L3 Security effort is considered as an organizational Secure development based on the organization’s
issue. A security policy is drawn up and enforced. policy is done.
Security effort is considered as an organizational Secure development based on the organization’s
L4 issue. A security policy is drawn up and enforced, policy is done. And the contents are evaluated
and an audit is also conducted. objectively.
Level Operation policy Disposal policy
L1 No considered that how to respond to security No Considered that how to handle residual
problems arising after the product is shipped. information.
It is determined by on-the-spot personnel (such as
L2 customer representative, or developer) that how to It is mentioned in the specification documents that
respond to security problems arising after the how to remove residual information.
product is shipped.
It is established as an organizational policy that A disposal procedure that mitigates the security
L3 how to respond to security problems arising after risk is available.
the product is shipped.
It is established as an otgamzatlonal po} I,Cy that A disposal procedure that mitigates security risks,
how to respond to security problems arising after Lo . . .
L4 . . L which is recommended by an official body, is
the product is shipped. The organization has a .
. . . available.
contact point for external parties, which handle
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