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Probabilistic K-nearest neighbor classifier
for detection of malware in android mobile*
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ABSTRACT

In this modern society, people are having a close relationship with smartphone. This makes easier for hackers to gain the
user’s information by installing the malware in the user’s smartphone without the user’s authority. This kind of action are threats
to the user’s privacy. The malware characteristics are different to the general applications. It requires the user’s authority. In this
paper, we proposed a new classification method of user requirements method by each application using the Principle Component
Analysis(PCA) and Probabilistic K-Nearest Neighbor(PKNN) methods. The combination of those method outputs the improved
result to classify between malware and general applications. By using the K-fold Cross Validation, the measurement precision of
PKNN is improved compare to the previous K-Nearest Neighbor(KNN). The classification which difficult to solve by KNN also
can be solve by PKNN with optimizing the discovering the parameter k and (3. Also the sample that has being use in this
experiment is based on the Contagio.
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Table 3. Accuracy Table of 3,k Parameters Combination( mean(standard deviation) )

]f 1 2 3 4 5 6 7 8 9 10
. 88.2 88.2 88.2 88.2 88.2 88.2 88.2 88.2 0 0
0.677) | (0.677) | (0.677) | (0.677) | (0.677) | (0.677) | (0.677) | (0.677) ) ()
5 86.2 86.2 86.2 86.2 86.2 86.2 86.2 86.2 55 55
(301D | 3011 | (3011 | (3.011) | 3.011) | 3.011) | 3.011) | (3.011) | (2.990) | (2.990)
3 89.0 89.0 89.0 89.0 89.0 89.0 89.0 89.0 13.3 13.3
0.724) | (0.724) | (0.724) | (0.724) | (0.724) | (0.724) | (0.724) | (0.724) | (0.783) | (0.783)
A 87.9 87.9 87.9 87.9 87.9 87.9 87.9 87.9 18 18
(1.822) | (1.822) | (1.822) | (1.822) | (1.822) | (1.822) | (1.822) | (1.822) | (2.160) | (2.160)
s 88.2 88.2 88.2 88.2 88.2 88.2 88.2 88.2 23.6 23.6
(0.948) | (0.948) | (0.948) | (0.948) | (0.948) | (0.948) | (0.948) | (0.948) | (1.355) | (1.355)
6 86.6 86.6 86.6 86.6 86.6 86.6 86.6 86.6 24 16.8
(2.108) | (2.108) | (2.108) | (2.108) | (2.108) | (2.108) | (2.108) | (2.108) | (2.134) | (4.589)
; 88.3 883 88.3 88.3 883 88.3 88.3 883 28.7 18
0.918) | (0.918) | (0.918) | (0.918) | (0.918) | (0.918) | (0.918) | (0.918) | (1.475) | (0.881)
0 88.6 88.6 88.6 88.6 88.6 88.6 88.6 88.6 33.1 20.7
(1.528) | (1.528) | (1.528) | (1.528) | (1.528) | (1.528) | (1.528) | (1.528) | (2.389) | (1.918)
0 90.1 90.1 90.1 90.1 90.1 90.1 90.1 90.1 38.8 24.1
0.747) | (0.747) | (0.747) | (0.747) | (0.747) | (0.747) | (0.747) | (0.747) | (1.375) | (1.125)
0 88.3 883 88.3 88.3 883 88.3 883 883 353 24.7
(1.564) | (1.564) | (1.564) | (1.564) | (1.564) | (1.564) | (1.564) | (1.564) | (4.655) | (2.395)
" 88.7 88.7 88.7 88.7 88.7 88.7 88.7 88.7 379 25.4
(0.889) | (0.889) | (0.889) | (0.889) | (0.889) | (0.889) | (0.889) | (0.889) | (4.846) | (2.654)
" 873 873 873 87.3 873 87.3 873 873 379 23
(1510) | (1.510) | (1.510) | (1.510) | (1.510) | (1.510) | (1.510) | (1.510) | (4.135) | (4.062)
3 87.7 877 87.7 87.7 87.7 87.7 87.7 877 383 25.4
0.714) | (0.714) | (0.714) | (0.714) | (0.714) | (0.714) | (0.714) | (0.714) | (5.662) | (2.633)
u 87.5 87.5 87.5 87.5 87.5 87.5 87.5 87.5 414 24.6
(1257) | (1.257) | (1257) | (1.257) | (1.257) | (1257) | (1.257) | (1.257) | (6.584) | (1.395)
s 88.5 88.5 88.5 88.5 88.5 88.5 88.5 88.5 438 28.2
0.707) | 0.707) | (0.707) | (0.707) | (0.707) | (0.707) | (0.707) | (0.707) | (5.840) | (1.399)
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