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ABSTRACT

As the number of smartphone users have increased, many kinds of malwares have emerged. Unlike existing malwares,
spyware can be installed normally after user authentication and agreement according to security policy. For this reason, it is
not easy to catch spywares involving harmful functionalities to users by using existing malware detection system. Therefore,
our paper focuses on study about detecting mainly wiretapping spywares among them by developing a new wiretapping
detection model and application. Specifically, this study conducts to find out power consumption on each application and
modular and network consumption to detect voice wiretapping so Open Source Project Power Tutor is used to do this. The risk
assessment of wiretapping is measured by gathered all power consumption data from Open Source Project Power Tutor. In
addition, developed application in our study can detect at-risk wiretapping spyware through collecting and analyzing data. After
we install the application to the smartphone, we collect needed data and measure it.
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Table 2. Smarpthone Malware Infection Vector(3)

Medium Quantity
Bluetooth 55
MMS 20
Memory Card 3
File Injection 2
Send Download Link 2
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Fig. 3. Smartphone importance contrasting with
number of domestic subscribers to the
smartphone and number of total subscribers(6)
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Wiretapping 1 0 0 237180 0 6 20 27 20.50
System 1 0 0 10392 29 0 25 -3.00
LBS 1 0 0 9822 10 11 0 1 -10.00
Google 3 0 0 4026 6 8 0 0 -7.00
Messenger 4 1 193 62016 20 15 4 5 -401.00
Stock 2 108 166 176034 6 6 1 1 -553.00
Webhard 2 255 222 3216 13190 11970 4.5 14 -13524.75
SNS 3 396 338 16500 164 309 16 137 -1628.00
Shopping 4 410 302 3972 430 415 31 25 -1818.50
Media 12 436 327 156786 2240 2063 23 368 -3482.00
Store 1 453 456 1668 626 567 31 28 -2385.00
Internet 7 467 450 62718 422 651 17 21 -2351.50
Game 18 484 427 182820 2 70 1 2 -1856.50
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