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ABSTRACT

As the rise in popularity of online games, the users start exchanging rare items for real money. As RMT (Real Money Trade)
is prevalent, GFG (Gold Farming Group) who abuse RMT shows up. GFG causes social problems such as identity theft, privacy
leaks. Because they needs many bot characters to gather game items. In addition, GFG induce RMT that makes in-game
problems such as a destroying game economy, account hacking. Therefore, It is very important work to collapse GFG at the
perspective of social and in-game.

In this paper, we proposed a fundamental method for detecting RMT buyers for the collapse of GFG at the perspective of
buyer by Law of Demand and Supply. We found two type of RMT by analyzing actual game data and detected RMT buyers
with high recall ratio of 98% by ruled-based detection.
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Table 1. Classification of online game bot
detection method

Category Description Method

-Challenge response
test based
CAPTCHA
method[15]

Client
side
detection

Game BOT
detection

-Idle time analysis[7]
-Trajectory-based
analysis [11, 20]
-Social interaction
Game BOT analysis[12, 13, 14]
detection -Action frequency
Server analysis[3]

side -Action sequence
detection pattern analysis[25,
26]

-Trade network
GFG analysis[4, 22]

detection -Role based

analysis[18]
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Fig. 4. A item giving network for Gathering
bot(left) and Normal user(right)
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Fig. 6. Item giving network for normal user
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Table 2. Major activities and trade feature

Type No Feature F1 F2 F3 F4 F5 Fé F7
F1 | Collection amount Banker(§) 0 0 0 0 0 0 0
Transfer(13) 0 0 0 0 0 0 0

F2 | Number of item usage

Ma Merchant(8) 46433 2815 263 1066 080 191 3318

ajor 1 T

acti Jities F3 | Number of buying item from NPC GoldFarmer(32) 371180 9723 093 89 0 054 1381
A% . .

related F4 | Number of selling item to NPC Normal User(50) 20347 9806 371 1558 224 333 29

feature F5 | Number of reenforce

Fig. 7. Average of major activities related

F6 | Number of buying item from agency feature for each Group

F7 | Number of Selling item from agency

F8 | Number of giving and receiving item F8 F9 F10 Fi1 F2 F13 Fu4

F9 | Gained game money Banker(6) 78 447561905 423479167 0 051 2333 9.16

. Transfer(13) 383 107612637 110115385 0 096 138 7.69
Trade pent game money Merchant(8) 3025 13554108 27915774 054 074 4 337
related | F11 | Entropy of world number GoldFarmer(32) 1298 1104098 7381919 025 071 174 083
feature | 15 | percent of moving game money Normal User(50) 362 2430857 276429 019 0081 072 074

F13 | Number of people received game money
F14 | In degree

Fig. 8. Average of trade related feature for
each Group
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Table 3. Detection rule for Banker and Transfer

Feature Banker Transfer
F1~F7 Less than 1 Less Than 10
o More Than More Than

30,000,000 10,000,000
F10 More Than More Than

30,000,000 10,000,000
F11 Less than 0.1 Less than 0.1
F12 Less than 80% More than 80%
F13 More Than 10 Less than 9
F14 More than 1 More than 1
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Table 4. Detection rule for Merchant and Gold
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Feature Merchant Gold Farmer
More Than
F1 Less than 999 1,000
F8 More Than 5
F7 More Than 7
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'64096**'2] 7% Cold Farmer® ©®A3 79712

Banker ID Banker Transfer Merchant Gold Farmer (Bot)
64096** 1 4 3 79 (74)
108106** 1 2 3 59 (59)
94386** 1 10 16 210 (201)
101389** 1 6 8 98 (96)
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109926 1 6 29 122 (116)

Fig. 10. Banker detection result
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Table 5. Trade ratio according to location

NT RMT
Loc 1 4% 41%
Loc 2 3% 58%
Loc 3 0.1% 1%
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Table 6. Detection rule for RMT

Rule for Rule for
Simple Trade Party Trade
Free Money
Trade? Yes Yes
Amount of >10,000,000 >10,000,000
Money
Social
Activities? No Only Party
Trafle Locl, Loc2 Locl, Loc2
Location?
Abnormally
Party Trade? ) Yes
F9 (Seller) 30,000,000
F10 (Seller) 30,000,000
F12 (Seller) <=80 <=80
F13 (Seller) >=10 >=10
F14 (Seller) >1
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Fig. 13. Detection result for RMT

Table 7. Detection result for RMT

RMT Type Value
Simple RMT 453%
Precision
Party RMT 84.9%
Simple RMT 99.4%
Recall
Party RMT 98.5%
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