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ABSTRACT

Kernel rootkit is recognized as one of the most severe and widespread threats to corrupt the integrity of an operating system.
Without an external monitor as a root of trust, it is not easy to detect kernel rootkits which can intercept and modify
communications at the interfaces between operating system components. To provide such a monitor isolated from an operating
system that can be compromised, most existing solutions are based on external hardware. Unlike those solutions, we develop a
kernel introspection system based on the ARM TrustZone technology without incurring extra hardware cost, which can provide
a secure memory space in isolation from the rest of the system. We particularly use a secure timer to implement an autonomous
switch between secure and non-secure modes. To ensure integrity of reference, this system measured reference from vmlinux
which is a kernel original image. In addition, the flexibility of monitoring block size can be configured for efficient kernel
introspection system. The experimental results show that a secure kernel introspection system is provided without incurring any
significant performance penalty (maximum 6% decrease in execution time compared with the normal operating system).
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