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ABSTRACT

Since hardware-based kernel-integrity monitoring systems run in the environments that are isolated from the monitored OS,
attackers in the monitored OS cannot undermine the security of monitoring systems. However, because the monitoring is
performed by using physical addresses, the hardware-based monitoring systems are vulnerable to Address Translation Redirection
Attack (ATRA) that manipulates virtual-to-physical memory translations. To ameliorate this problem, we propose a
scheduler-based ATRA detection method. The method detects ATRA during the process scheduling by leveraging the fact that
kernel scheduler engages every context switch of processes. We implemented a prototype on Android emulator and TizenTV, and
verified that it successfully detected ATRA without incurring any significant performance loss.

Keywords: Kernel integrity, ATRA, Scheduler
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Fig. 1. Address Translation Redirection Attack (ATRA) example
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static inline vold check_atra(struct mm_struct *next){
unsigned int ttbro = 0;
__asm__("mrc pi5, 0, %0, 2, c0, 0":"=r"(ttbre));
unsigned int ttb_base = ttbro & OXFFFFFOO00;
unsigned int s_ttbr = current->mn->pgd;
1f( current->mn == next ) return; // stack already switched.
// compare saved-ttbr to current ttbr
if( virt_to_phys(s_ttbr) != ttb_| base "

printk("ATRA detected!(%08x != %08x)\n", virt_to_phys(s_ttbr), ttb_base);

}

3

Fig. 4. Register-based ATRA detection code
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Table 1. Result of microbenchmark measured
in Android emulator
Benchmark Original Patched
Type Kernel Kernel Overhead
2862 2742
execve() DLPS LPS 4.19%
System Call 424027 381709 9.98%
Throughput LPS LPS e
CPU 2.21 2.44
Microbench Sec. Sec. 1040%

Table 2. Result of macrobenchmark measured
in TizenTV

Benchmark Original Patched Overhead
Type Kernel Kernel
CoreMark 4189.9 4152.2 0.90%
Score Score
3.128 3.144
Streamline CPU CPU 0.51%
usage usage
27 9 zeo] Adow At 4% AstE 345
At Table 1.+ execve(), System Call,
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A Ads ek "5 2= Akl 9E)
5~10% A=e s A3t debdd & & ¢

19,

.1

g, 2 vEYZ AT 53 e dukd
ql A|z®l oWl EFo] EX|E A2 A5 AtE =
Asl7] 98 24 &x] =2 A TizenTVel E

gala Aes SAsch Adel AME Tizen
TVE 47018 ARMv7 CPUE A|stv, £ AA|
24 g5~ A 3.10.30 HAS ’\]"9"5]'“‘:1'
Table 2.&= 2719 Wlx=t= - CoreMark(15
9} Streamline(16) - & TizenTVelA 33t 2
4 3] HTE w|wgd & A4S 2R 1% v
A Ase HoZa, dubdel AlxdE oWEE

3} 37 24" Bx 2= Fd o7 A Ast

Ry

rir

pi

1) LPS: loop-per-seconds

2] eple maksb] ) T owE A o
9 e AR AAE e Zas

= Aluket so]A] Hlo] & wo]x

| 2| 28l w7k W
= ASHeRA T4 ANE "AEA
Hrhs d=ol= olEHolElet TizenTV
ojFeon Hd 10% A= A% A3}

Mow Fi WP AL FAske FEAE YA 7}

(1]

References

0.S. Hofmann, A.M. Dunn, Sangman
Kim, 1. Roy, and E.Witchel, “Ensuring op-
erating system kernel integrity with
OSck,” Proceedings of the sixteenth inter-
national conference on Architectural
support for programming languages and
operating systems, pp. 279-290, Mar.
2011.

Y. Liu, Y. Xia, H. Guan, B. Zang, and
H. Chen, "Concurrent and consistent vir-
tual machine introspection with hard-
ware transactional memory,” 2014 IEEE
20th International Symposium on High
Performance Computer Architecture
(HPCA), pp. 416-427, Feb. 2014.

N.L. Petroni Jr., T. Fraser, J. Molina,
and W.A. Arbaugh, “Copilot - a cop-
rocessor-based kernel runtime integrity
Proceedings of the 13th
USENIX Security Symposium, pp.
179-194, Aug. 2004.

Hyungon Moon, Hojoon Lee, Jihoon Lee,

monitor,”

Kihwan Kim, Yunheung Paek, and Brent

Byunghoon Kang, “Vigilare: toward
snoop-based kernel integrity monitor,”
Proceedings of the 2012 ACM conference
on Computer and communications se-
curity, pp. 28-37, Oct. 2012.

Hojoon Lee, Hyungon Moon, Daehee
Jang, Kim, Lee,
Yunheung Paek, and Brent Byunghoon
Kang, "KI-Mon: A hardware-assisted

event-triggered monitoring platform for

Kihwan Jihoon



AR R 5835 =5A (2015. 8) 879

(9)

mutable kernel object,” Proceedings of
22nd USENIX Security Symposium, pp.
511-526, Aug. 2013.

Daehee Jang, Hojoon Lee, Minsu Kim,
Daehyeok Kim, Daegyeong Kim and
Brent Byunghoon Kang, "ATRA: Address
translation redirection attack against
hardware-based external monitors.”
Proceedings of the 2014 ACM SIGSAC
Conference on Computer and
Communications Security, pp. 167-178,
Nov. 2014.

A. Seshadri, M. Luk, N. Qu, and A. Perrig,
"SecVisor: A tiny hypervisor to provide
lifetime kernel code integrity for com-
modity OSes,” Proceedings of twen-
ty-first ACM SIGOPS symposium on
Operating systems
335-350, Dec. 2007.
A.M. Azab, P. Ning, J. Shah, Q. Chen,
R. Bhutkar, G. Ganesh, J. Ma, and W.
Shen, “Hypervision across worlds: re-
al-time kernel protection from the ARM
TrustZone secure world,” Proceedings of
the 2014 ACM SIGSAC Conference on
Computer and Communications
Security, pp. 90-102, Nov. 2014.

X. Ge, H. Vijayakumar, and T. Jaeger,
“Sprobes: enforcing kernel code integrity

principles, pp.

on the TrustZone architecture,’
Proceedings of the Third Workshop on
Mobile Security Technologies (MoST)
2014, May. 2014.

INTEL, INC. "Intel R 64 and IA-32
Architectures  Software
Manual,”  Volume 3b:
Programming Guide (Part 2), pp. 14-19,
2013.

ARM, “Architecture reference manual
(ARMv7-A and ARMv7-R edition).” ARM
DDI C, 406, 2008.

D.P. and M.
“Understanding the Linux
O'Reilly Media, Inc., 2005.
Android, “Building Kernels.” https://sou
rce.android.com/source/building-kerne
Is.html

Oxbench, “Comprehensive Benchmark
Suite for Android,” https://code.google.c
om/p/0xbench/wiki/Benchmarks
CoreMark, “Industry-Standard Benchmarks
for Embedded Systems,” http://www.ee
mbc.org/coremark/download_coremark.
php

ARMDS, “Streamline  Performance
Analyzer,” http://ds.arm.com/ds-5/op-
timize/

Developer's
System

Bovet Cesati,

kernel,”



880

wxe] F4 W

oH

Aol A 2AE 7Rk o] Ay

(M X290

# o) 3 (Daehee Jang) A3

2012 24 gfdista et &4

2014 29: KAIST Auuarjshel 44}

2014 99~ KAIST ARH5ehel whaah

(@A op) Azsd nek

2+ 2 4 (Jinsoo Jang) A3

2007 8Y: olFdign HRYAFE T Z4
20084 294 ~20129 84 QFZHAZHA ZE|o} HAHE
2014 8 KAIST AW HFZsr] XAl

20149 9¥9~dA: KAIST ARE I eHs] wkxlzb)
(FHA] R0y A|~el Hak

Z1 % £ (Donguk Kim) #34

2007 84Y: mediEtal ARAIA~HA B s} E4]
2007 74~20084 849 FAAEY 7Y
2014X 2% KAIST At DA 2~elg-sks} wha}
2014 39 ~&A): AR T EY o AlE] A4
(T Fopy ARKWT A~ wok

% # % (Changho Choi) &34

20124 89 FEofsha AabdAlgE 9]
2014y 84: KAIST BB IRkl Aa}

2014 99 ~3A): KAIST AR B S5t ubaba}A
(FHAl o) Al~d] Hak

i}

7} ¥ ¥ (Brent Byunghoon Kang) 413
19934: A&t A5re 33t At

19954 % wWHae 5 digta A5t T3 A4l
20044 % UC HZ g 7A5E &g vk
201019 ~20134d: % 2A] o] tgtw L
2013 ~&A]: KAIST AR R FosH Hws
(A R0y Al x~el wel Al Als) 37

-

i




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Impact
    /LucidaConsole
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 1200
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


