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A Study on Improving Security Controls in the Electronic Financial
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ABSTRACT

Financial Authorities have added security controls to the Electronic Financial Transaction Act and the Supervisory Regulation
according to the recent frequent personal credit information leakages. Accordingly, the security level has been upgraded. But it
is necessary to study more security controls to add. This paper deduces 19 security controls over the mean value to be added
to the financial area receiving 15 security consultant’s help.
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Largest Incidents

220,000,000 2014-08-22 Unknown Organization
152,000,000 2013-10-03 Adobe Systems, Inc.
150.000.000 2012-03-17 ﬁr'vjanghal Roadway D&B Marketing Services Co.
145.000.000 2014-05-21 eBay Inc.
140,000,000 2013-06-08 Unknown Organization
Heartland Payment Systems, Tower Federal Credit
130.000.000 2009-01-20 Union, Beverly National Bank, North Middlesex
Savings Bank, Golden Chick
110.000.000 2013-12-18 ;[nacrget Brands, Inc., Fazio Mechanical Services,
109.000.000 2014-08-02 Home Depot, Unknown Organization
Korea Credit Bureau, NH Nonghyup Card, Lotte
104.000000  2014-0120 oy g Kookmin Card
94,000,000 2007-01-17 TJX Companies Inc.

Fig. 1. Largest Incident worldwide (2015.3.3)
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Table 1.

Process of ISMS

Requirements for Security Management

Number Management | Control | Detailed management Electronic Financial
process number process Transaction Act related
Establish 1.1 Security policy
1 security policy
and scope 1.2 Scope Act, article 3
Management | 5| Management Reg, article 82
, responsibilities responsibilities
and Security organization .
organization | 22 and resource allocation Reg, artiele §
Establish risk
3.1 management Act, article 21-3, D
methodology and plan
3 Risk 32 Risk 1dentlﬁc-at1(m and Act, article 213, @
management evaluation
Select security controls | Act, article 21, @
33 and establish Enforcement decree,
implementation plan article 11-2, @
4l Implement security Act, article 21-3, @),
Implement . controls effectively @
4 security
controls 42 Internal sharing and
training
5.1 Review compliance Reg, article 8, @, 4
Monit
onitor, Management the
review, 52 Lo
5 . maintaining ISMS
and
i R rticle 22, articl
improve ISMS 53 Internal audit eg, artic! e. , article
58, article 59
T
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Table 2. Security Controls of ISMS

Contro Control Electronic
Control | .. Control | Contro Financial
clause objective . Controls .
clause objective | number Transaction Act
number number
related
Approve L1 Approve
L and publish | " | security policy
’ Ssecurity 112 Publish security
policy o policy
Consistency of
. . 12.1 high level
Securit Security .
R policy
1 y 1.2 policy
. 5 Document
policy architecture
122 securlty policy
in ion
Review securi
Maintain | 1.3.1 . ty
N policy
13 security M
policy 132 ‘anage .
security policy
. Designate Chief
Organi 211 eslfgl;z;:uﬁc ¢ Act, article
sing “ Y 212, @, @
. Officer
inform . - -
2 ation 2.1 Organization 212 Organize Reg, article 8,
securit o workers @D, 1
y 213 Security Reg, article
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committee 82, D security
Roles and . Security
22 |responsibilii| 22,1 | Roles and | Act article it | recuiement | REE article 12,
responsibilities | 21-2, @), @ o 4 X 4
es definition
Security System 812 Authentication |Reg, article 20,
Defu.le requirements | o o o article 8 8.1 |analysis and| "~ |and Encryption 4
3.1 se‘cunty 3.1.1 | for outsources g @, 2 ’ design . |Reg, article 20,
Outsou requirements human - 8.1.3 | Secure logging 4
reed resources -
Reg, article 20,
human Implement and Inform 8.1.4 | Access control | 4
3 |resourc maintain ation
Implement and
€ Implement | 3.2.1 outsourced system 8.2.1 et
securit 32 outsourced human s N ti f
o huma resources 8 |acquisit cparation 0
y resourcﬂes ; . ion 822 |development 3= | Reg, article 26
outsource ;
1t
322 | human contract and System ?em :’"
timeout develo 82 implement 823 ranst.er
Identif dentify pent and rnster| © | e
enti y 4.1.1 information -
Information asset 824 Test data Reg, article
4l asset and A - security 13, M, 10
Asset : allocate oc.zl:ti‘ Source code .
4 |manage responsibilit | 4,12 | €SP lle 825 security Reg, article 29
for information
ment y assel Outsourced Outsourced
Classity Classify 83 development| 8.3.1 | development |Reg, article 60
42 information | 4.2.1 information security secun.ty
asset asset Encryption Estabh§ h
- 9.1 . 9.1.1 encryption
Reg, article 8, E policy I
@ 3 9 neryp policy
5.1.1 | Training plan o tion E i
P Reg, article 92 nClZp on 921 Create and use R ficle 31
19-2 : Y " | encryption key e, article
Establish Reg, ;\rtl;le 8, Access
. . @, isl S
5.1 training | 512 |  Trainee Reg, anicle 10.1 control | 10.1.1 Esmtzrhblh “1?“5
Securit program ’]9_2 policy control policy
5 y U
L - Reg, article 8, ser
training Training & .3 1021 registration and |Reg, article 13,
5.1.3 | contents and Reg, ;lrticle - access right @, 24
method ’] 0.2 provision
Rea. article 8 102 Access right Administration
Training . g,/n ’ ) m t d ial i
Training and .3 anagement | o o | and special Reg, article
52 and | 521 e 52 - right 13, @
. evaluating Reg, article g! 5
evaluating ..
19-2 N Ny
Designate and 1023 Rewe\?v access | Reg, EI\TICIC
6.1.1 surveilance | Reg, article 13 right 13, @, 14
Security main worker 103.1 User Reg, article
6.1 responsibilit Separation of . authentication 13, @, 12
Human y 6.12 duty Reg, article 26 A User 1032 User Reg, article
Resour Confidentalty 10 CC‘EST authenticatio| | Identification | 13, (D, 1, @
contro
6 ce 6.13 agreement ¢ 103 n and Internal user Reg, article
securit Retirement and [Rea. article 13 identificatio | 10.3.3 password 13, D/
y 621 e o ’ n n article 32
Personnel duty change @, 14
S U d
62 alicy Reward and [ e 8 1034 Ise’ PASSWOG | ey article 33
622 punishment ’ ’ .
regulation @, 5 Reg, article 15,
Designate Reg, article 9 10.4.1 | Network access| D, 3,5/
7.1.1 ? ’ i
security area | 6 / article 10 article 18
- 104.2 | Server access
. .. | Reg, article 9,
7.1.2 | Security facility S/ article 10 Access 1043 Application
Physical - 104 ceess 4.
X Work in Reg, article 9 . 1 program access
7.1 security | 7.1.3 . ? ’ control area 1044 | Datab
security area 10 4. atabase access
area R rticle 9 Mobile device
N eg, article 9, 10.4.5
Physica 7.1.4 | Access control ) access
7 1 71 Mobile device |Reg, article 11, 10.4.6 | Internet access Reg, article 15,
seourit 15 security 12 - @, 3
y : . Establish .
72 Syste.m 7.2.1 | Cable security Maintenance . ?a 18 Reg, article 14,
security | 7.2.2 | System setup procedure L maintenance .
11.1 procedure
Personal X and change -
73.1 environment | Reg, article 12 11 Mainte I 11.12 change Reg, article 14,
73 Office security nance n 2
: security Shari System and Information
732 naring 11.2 service | 11.2.1 system
environment operation acceptance
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1122 Security system |Reg, article 15, Disaster
- operation @, 1 I 13.2.1 recovery Reg, article 23
Performance . Tnanage 132 mplement planning
1123 | and capability Reg, article 14, ment Control Tost and
- P 4 1322 *an Reg, article 24
I maintain
124 Fault Reg, article 14,
- I 3,5
Remote AAFgAMNH Sl 471 Table 1, 2914 HAH
1125 operation Reg, article 12
. A gke AR EANFE E 33N} £E
seeurity | 1126 Sliz;"fy’k o] HEdl ol WEHY A o] Aold 5
T S A AR e S et E ATl
1127 network SN ’ - .
security ® Egﬁ Ak %’E‘ H1E§:]'% zdlﬂib“}l‘/]—
1128 ‘Z:E:":;’ Reg, article 17 a3d ARHEIE BggyHon slodof &t
1129 Backup and |Reg, article 13, E]"‘E.‘ T{l'zﬁ] Oﬂ/(-] 0'1 IE]_ %Zﬂ A}‘f’_o '?“Ad;gl—(—bi X_"L%:&].O:‘
- Recovery @D, 8,9 - s & - o -
= ; of 3h=A] dwto] Hasjrh. ol2fd AHE $ste]
11210 Vulnerability Act, anl?le _ B N
- assessment 213, D T;]——% 7‘4'0]]/(-]—“‘_; /“—_,lbé H{}H‘j% Zﬂ /\]'6]—57_ 0] Oﬂ Eﬂ?ﬂ— 7&—%—
113.1 E'::l‘:r‘;‘:ym Reg, article 37 < 3t} 3}
E-C():::EICB Establish
113 information
- o —_— =
ecér:f:ﬁerr;; 11.32 tranference I I-I xl‘:lg 'I HF:I%O."A-I Eg|'0| Jél-?I-f’_I' %X'“
li d = -
" ot Alglo| =& g M|
Storage
114.1
Media I
114 .
security 1142 Potable storage |Reg, article 13, ISMS 1047H Exﬂ/‘} o‘to_‘ kﬂ%%ﬁ] 7]’%} ;q_% ‘:/1—
T @, 7 S - -
Malicious code 1 -?/]0]7] TLH—,—O]] '6‘-“4‘ _’_‘_D‘ioﬂk]_“f__ 7]'%_Z]7]' %OEIE}E}‘
11.5.1 Reg, article 16 N
15 Malicious control R icle 14 'E %] Xﬂ 6]'01] 7(-] EP—EXA T7]’ %01] ‘0’]—6 04 ‘%‘-ﬂd—o E%
. eg, article 14, _
code 150 N mi 2;:1% 7 aricle 15, 7123 sl AAQ HF Z8EE AA3IC}L 18
Time - a Xd;q—ﬂ © 7‘]EHH£]I%OH/H U H‘}Oé]% 337H9] %Z‘ﬂ*}‘
1161 synchronization ?‘5“)]— %. *::)]J,?]— %_O EH]:]_ %.O E_g_ 7]_;(]% %Z‘” A]—
X Logging and |Reg, article 13, - - -
1.6 Loff‘;ng 1162 preservation @, 11, @ ?ﬂ"% = ‘_hﬂr
monitoring | 11.6.3 accr:zi;nr(iin;se Reg, aréc le 13, U\_X'] 7(&] HBR3T HE7 ]' 17“5‘ T/H/‘o]' °=Z [SMS
1164 Intr.usi<.)n Reg, ;mi]c;e 14, ]_047H /lﬂlf— %Xﬂ/\}-?ﬂ'oﬂ EH’(S]—@] = ﬁ}_g— 7]%3]—}_%
monitoring 'y - S -
Establish 6]'93\1 O] % %l?‘ 7&}—/‘35]7(] %}_‘t? 2%% Xﬂ&] ]’:17_
Incient 12.1.1 |Incient response BH=2 B 319 =]lod A=y S -] 2rol 3 =)
. response procedure 15Ta a —|°ﬂ =70 ]'M ° ETL‘oﬂ = U oi
. procedure Implement Reg, article B3 ?ﬂ-‘,‘z—7]. 15\30% Z-]_/\_‘__—]I—%_Ey]. 101:!3' 7]0\5] Holzk
and system | 12.1.2 incident ’
response 374 E]Z]J]' 5%‘ 0] %j\‘g_uz], 7313—%2—;% 5"1:_1 01/‘01- IOL\E‘. U]
1221 :::;2::; Reg, article U}O] 8U:], 10"‘:1 o]/‘o]' 151’\31 UPZ‘Y_O] 5‘%‘, 15"‘:1 o]/‘o]'
IZ:;:“ training 374 01 2U§ 01 }j\T‘/]-
i Act, article
seurlt 215, @ a2l A Sl e 8ol vzl
12 v Response Incient response|Reg, article 15
inciden | 12.2 and | 1222 ponse) eg, artiee >
¢ recovery report @ / article 73
manage Operation rule, Table 3. The characteristics of sample
article 12
ment -
Incident Act. article Divisi Detailed Divisi R d
1223 | response and 211_5 > 1vision ctalle 1vision eSspon ents
recovery : Consultant 10
Incident Security
123.1 | analysis and Role Corporate Security 5
123 | Follow up sharing Manager
1232 Prevent
o re-accident 5< years < 10 8
Busine Implement IT Security
) < 5
13| S| gsy | fmelement |y | disssier g article 23 Career 10= years <15
continu BCP recovery
ity system 15< years 2
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M Process | Control # Detailed M: Process
1 Establish Security L1
Policy and Scope )

Number

Establish Security Policy

Implement Securi
4 P o 42

Internal sharing and training
Controls

Table 5. Non-Financial Controls over mean value
on security controls of ISMS

Contro Control N
control Lo Lo Control
Clause objective | Control Objective controls
clause number
Number Number
Approve and L1 Approve-security
. publish policy
’ Ssecl.,n'ity 112 Publish security
policy - policy
Security Securit;
y .
1 policy 12 policy 121 Fonsmency (?f
architecture high level policy
Mainiain Review securit;
13 security 13.1 - Y
policy poliey
Implement and
Outsourc maintain
od Implement 321 outsourced
3 human 32 outsourced human resources
human
resource resources outsourced
security 322 human contract
timeout
. Classify
4 Asset 4y | Clasily 421 information
management information asset
asset
Encrypti . . Establish encryption
.1 E t 1 9.1.1 .
9 on 9. ncryption policy policy
Access Establish access

10.1 10.1.1

control policy control policy

1042 Server access
10 Access 1043 Application
control 104 Access program access
’ control area 104.4 Database access
1045 Mobile device
access
System and
m Maintena 112 serw?e 1126 Smam‘.lork
nce operation security
security
Incient Establish Incient
Informati 12.1 response 12.1.1 response
procedure and
on tem procedure
security 5ys
12 . . .
incident Incident analysis
123.1 .
managem and sharing
ent 12.3 Follow up
1232 Prevent
re-accident
HRg URIARR s G, (Tde FRE
=239 ot33tE 3l glermE 9.1.18 AY
a7z k.
el Fgolldt AvtEAIAETL 95
Al a9z wiEel 11.2.6% Al9jstar, wgo] 2
sto] AlZH R wrotof sh= A7HE WAIEE 1] AN
Aol meh 4.2% At @2 13706l diste] 23

g},



A BN 33 =

(2015. 8) 887

4.1 223 #2|0d 20k

O AR¥s AA 5 2 W A
ARBSAHANL A oAl F FE7IHdM A
BH 5] HFE FAE Ashs oot AHRIAA
of el Fsto] Ay A2l A4 el A
= ARG dg AYE v skl R
X}Q] shol- A& Hbol FES|RlE] ol AEsEE 5
ek webAd Wl AlEske Adde AlE &
7]1101 g ARws Al FAo] 3 75Alo]
=t} ay WAAe e ARnsAAS 2k F32
SelMets 2Fetes goen il F§7de] F
T3k ARBF| of 3 AE=s Fole Aol vt
Bl

o

0:{0

4.2 MEESTH 20}

O HHHZ A 5ol U FX

FaEokell A ARRTAA efA= “d °ﬂ
AsiA ek }L»} A waAAe wet %
AHslo] el g}, AR W sA A} 1:]-]
9 3 ol Fhokud e 5 243
ot A<l i SlsiA=

O #l3A} Bl

F o] &3, FleAl B
= A9 F8 FHekHe -}
A2 8 LA, B AATEAET AL3
ol AR B Ao SR ARgAA A

S0 M oo B e K

AW ALY BR= Auzake] A4S
Famel] A43ah AYAE Aol nE
Fol7] S1qolt. HRANS uF Fostchn A
st Ta=s ZelehA ga FdAow A4
S ol= ARHTO FEAS Wojred = 9)7] uf
of WlgishAolx) ghrh webd AuAbe sk}

]_

%!
A

J%‘: Jl)l'

3 FAEE AR Fol FUAE Agelel welet
£ ANFEANSAAS Bt FANIOR Wl

ATEAE Bkl 7bg FlRdelnA b
83 ofelch, olo] F-83tol AAFgANY A2l

2044 FEA AR QA9 S FAE
o227 93, ZFEFAAME Allx A &%
A, A2z whdr] BREA ) A13% AAAlE 1

e A2EAE HIF A e sl

o g A2EA Ae] HlF 9A TFFeIA 1 )
o= sk webbae] A o] B 41elo]
193k sl el of ) A7l e 4

TEA, SIrl Al thufels HREA Felq A2
she)7) Spa gleh MY, $gEeaad e 7
F V== A ApEskE J2EA 3 7
o Beale)

O 7|=

AER4 e WAL RAAT ez 9

2013 6.25 AlelwElz], 20134 124
AJQALAR 52 20149 19 7h=AF 7Rl
B fF 5o alste] AxkFgAH M ot
t] & 7F3lE]|ofof gl AL3)AH el wlel 2014
39 10l Fgiof HlAdn §& zﬂﬂhﬂw
o AE sl oo weh AAFEANY S B
e Ulgo NS wﬂ Zol ik,

gk 20149 79 31dos ZREeA 33 ¥
AHE 5o MAARRS S-S whxs)
of AR A AL AYAE Hri S 3lstar o4
2ke) A E FASL f-E5EE NI R H4ste)
FSENEe FAEE N2 sl

ol gt dl Sl H-gste] Al AAFEFANY
oM F7t= asleiof & ARFES HAslglon)
AAFFANY S 7|Fon EAsely] v I

Okb o

[2Ogyo r[o
[eh
ofN rL rlo o2

2
L

A

rJ




888 AbEg 1 Al 2ok A AFEEe] WA T

(ISMS) A} vl walsiths Aeola] $ate] o}
2 zpe]7h i & 9ot

e EAM3 —%ol o3l wAlenE PQs}
tha gkl A9 ARFEANH S ER] oW
e Ao B Hked Jéﬁ—s}drj sHAH
h}lm,] AL o¥e Adsty
A= "= FEAMuddFEHH( Gramm -
Leach - Bliley Act ISO/IEC 270155 43}
o Fgoke] AR AAA el w7 $1F
A7k Besta  vISE A (AICPA) el
243 SOC2¢] Wl vlw AT E% Fesic}, w3
A2l AL 913 cheksl ATk A Ao
we} FrpH o Helslejol & AlgEE FQ3)).

References

(1) Dataloss,
2014.

http://www.datalossdb.org,

(2]

Supervisory Commission,
Regulation on Supervision of Electronic
Financial Activities (FSC 2013-39),
Amended on December 2, 2013.

Financial

Financial

Supervisory Commission,
"Electronic Financial Transaction Act’,
Amended on May 22, 2013

Ministry of Science, ICT and Future
Planning, "Regulation on Information
Security Management System”(MSIP
2013-36), August 8, 2013.

ISO/IEC, ‘ISO/TEC 27014:2013
Information Technology - Security
Techniques - Governance of information
security’, 2013.
FSC et al.,

Countermeasures for

"Comprehensive
Preventing
Recurrence of Personal Infrmation
Leakage in the Field of Finance”, March
10, 2014.

Office  of  the
"Normalization Plan for

Personal Information”, July 31, 2014.

Prime  Minister,

Protecting

19924 74
20001 9¥

2005+ 84Y:
1990 794~
~2000d 84:
~2011:104:
~aAl: R A AR

20114114 P
20061 9¥Y~&A: 745,7-uﬁz‘z}ﬂ A B EA e

(M X290 )

o] 7, (Gangshin Lee) $A135]¢
1989»4 89: ahepestin 3kt Ak

aedietal AR Foey gl
19924 6¥: () dlo]Z T4 A7
%]—E,Liqlﬂ_il, _‘(Z_Q‘,i l?_;g‘
Lol e Y159 kAt

(Aol AR s vES=I WL, 7Hoyg HNE




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Impact
    /LucidaConsole
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 1200
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


