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ABSTRACT

As the number of recent information security incident occurrence increases, more and more workload and liability pressure
are given to info-security professionals, which results in decrease of morale level of working groups in the field. In order to
solve this problem, Korean government is providing various action plans to improve the morale level of info-security
professionals, and also requiring financial companies to submit its own action plan of increasing morale of info-security
professionals to Financial Service Agency. For this study, based on the previous studies and relevant professionals’ interviews,
we selected 16 critical morale increase variables, and performed survey for empirical analysis. As a result, 3 features; role,
system, and relationship were presented as the main factor of morale increasement of info-security professionals. This study also
suggests a decision making method of utilizing the developed morale measurement model for individual organizations.

Keywords: Info-security professionals, Morale measurement model, Morale increase factors, Model utilization
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Table 1. definition of morale in previous studies

ref. [#] definition of morale

Mental and psychological status of work
[12] motivation which drive efforts to fulfill
individual desire and organizational goal.

Individual and organizational mental condition
or attitude of organization members who are
willing to work to make contribution to
organization’s interests.

[31]
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Fig. 1. A simplistic depiction of idea and
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traditional perspective on values, based on
Herzberg theory of two factors for
satisfaction(10)
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Table 2. Previous studies of morale

factors of different type of occupations
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Table 3. Characteristic of survey respondents

classification freq. ratio(%)
female 43 16.9
sex
male 212 83.1
20s 45 17.6
30s 115 45.1
age
40s 81 31.8
50s 14 5.5
bachelor 128 50.2
education master 100 39.2
ph. D 27 10.6
assistant 50 19.6
senior assistant 68 26.7
manager 47 18.4
title deputy general 57 14
manager
general 23 9.0
manager
executive 10 3.9
1-3 years 48 18.8
. d 4-5 years 33 12.9
experience 6-10 years 71 27.8
years
11-15 years 53 20.8
above 16 years 50 19.6
1-3 years 81 31.8
security 4-5 years 46 18.0
experienced 6-10 years 71 27.8
years 11-15 years 41 16.1
above 16 years 16 6.3
finance 121 47.5
manufacturing 21 8.2
field distribution 5 2.0
service 73 28.6
public 35 13.7
strategy 91 35.7
planning
marketing sales 7 2.7
research 43 16.9
development
edu.ca'tlon 16 63
training
role
manager.nent 63 247
operation
meident |5y oy
monitoring
assessment 9 35
assurance
etc. 2 0.8




894 AERT AR 2 AR nd oI

3.2 B0 XAN Fo| 9l =X Table 4. morale raising variables from the
previous related studies

AR Z4X]
321 AP|rE 280 variables reference [#]

oxre] ATl FAL 1% EHRE Ed E vl | R&R clarity [10][16][23][24][26]
AbEl A7) AR gl Zoa] AHYFlHo|w ALt v2 | growth potential [11][20][24][25](34]

T 9 TS AR MRS AT 1 v3 job itself [11][12][20][23][34]

A7} 18719 A7|AA88E Table 4.3 3] =& . . " [LO1[111[12][13][20]

sart. v Job secunty [23112411251[34]
v5 social status [41[10]116](19]{20]

322 A|$EC & R4
v6 | liability pressure [10][32]

SEA 2.1 A1 AellA zAME NAA S E , | education and 4][13][16][20][25][26
Mo AlaEd AT AEYEoR A, Y| iraining HLETelEIzR1Ee)
d9], zglx 2AAEAEL ep = 47 32 A} v8 | self-regulation [12][13][16]

A el o5l ke wiReR AP £ - [01[13][16][231(25]
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. [10][11][16][20][23]
v gé—i—&,‘ v10 | human relations [25][26][34]
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11
4.1 MEEE9| AN 24 ’ B ROIZ3N23]201341
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FHeS o] gesir) ol AEE Eo|r] Haix
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Table 5. Result of factor analysis
factor variable I II 111 mean var. comm. a
salary and benefits 0.876 0.102 0.077 2.87 1.15 0.662
transparency 0.694 0.05 -0.219 2.96 0.981 0.621
social status 0.661 -0.23 0.101 3.16 1.169 0.549
system .841
edu. and training 0.586 -0.111 -0.114 2.92 1.043 0.487
R&R clarity 0.576 -0.262 -0.102 3.17 1.122 0.603
discretion 0.49 -0.053 -0.405 3.36 1.077 0.611
job itself -0.067 -0.869 -0.031 3.74 0.937 0.733
job security 0.127 -0.813 0.166 3.85 0.951 0.661
job fulfillment -0.083 -0.796 -0.131 3.56 0.961 0.68 .865
growth potential 0.167 -0.743 0.039 3.74 0.987 0.654
promotion possibility 0.163 -0.552 -0.222 3.24 0.99 0.583
human relationship -0.116 -0.094 -0.805 3.72 0.929 0.645
supervision 0.128 0.082 -0.754 3.48 1.003 0.613
relationship cooperation 0.285 0.05 -0.65 2.85 1.092 0.622 .813
recognition -0.105 -0.444 -0.516 3.39 0.844 0.578
expression allowance 0.305 -0.253 -0.444 3.48 1.015 0.621
liability pressure - - - 1.93 1.019 -
excluded
leisure - - - 2.85 1.182 -
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Table 6. Result of multi-regression analysis

before standardization standardized . collinearity statistics
ard ¢ significant )
bota | SR beta probability | '€ erance VIF
error limit
(constant) -0.116 0.176 -0.66 0.51
job 0.485 0.056 0.454 8.598 .000%** 0.581 1.721
system 0.218 0.059 0.213 3.715 .000%** 0.491 2.036
relationship 0.243 0.065 0.217 3.718 .000%** 0.476 2.099
R?=.593, F=121.982, p=.000%** , *** p<0.001
4.4 28 - AJIFE HE2EO| e V. 3225018 AP|ZIE ZYEE EM W &
2 HpHy
o oH
ARE TR A|ala AR Jpte 918t
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Table 7. Result of one-way ANOVA on ages

. relations

job system hip morale

a. 20s 3.40£9 | 291+£.8 | 3.45+7 2.88+.9
b. 30s 3.56+.8 | 3.03£.9 | 3.32+.7 2.98+.8
c. 40s 3.80+.7 | 3.19+.7 | 3.42+38 3.40+.7
d. 50s 393+.6 | 3.30+.8 | 3.44%.7 3.68+.6
total 3.63+.8 | 3.07+.8 | 3.38%.7 3.14+.8
F 3.796 1.647 0.486 8.168
S.p. 011* 0.179 0.693 .000%**
a<c,a<db

Scheffe a<c <c.b<d

#% p<0.001, * p<0.05
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Table 8. Result of one-way ANOVA on industry

. relations
job system hip morale
finance 3.53+7 | 3.03+.8 | 3.25+7 | 3.01+.7
manu. 3.77+9 | 3.44t9 | 3.56t.7 3.40+1
dist. 4.04+.9 3.10+1 3.72+.8 3.35+1
service 3.72+.8 | 3.09+9 | 3.56+.8 | 3.30+9
public 3.63+8 | 2.95+.7 | 3.31+.7 | 3.06*.8
total 3.63t.8 | 3.07+.8 | 3.38+7 | 3.14+.8
F 1.272 1.329 2.755 2.216

S.P. 0.282 0.26 .029* 0.068

* p<0.05
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Table 9. Result of one-way ANOVA on role

job system relationship morale
strategy/planning 3.69+.70 3.11£.71 3.30£.75 3.11+.84
marketing/sales 3.83+.57 2.98+.68 3.40+.61 3.71+£.70
research/development 3.94+.68 3.35+.91 3.75+.71 3.48+.73
education/training 3.50+.72 2.89+.92 3.46+.67 3.03+.90
management/operation 3.43+.82 2.97+.77 3.24+75 2.94+.81
CERT/monitoring 3.43£.99 2.83+1.02 3.30£.76 2.89+.86
assessment/accreditation 3.36+.90 3.11+.78 347+.42 3.50+.68
total 3.62+.78 3.07+.81 3.38+.74 3.14+.83
F 2.585 1.55 2.516 322
S.P. .019* 0.162 .022* L0057
** p<0.01, * p<0.05
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Fig. 2. Business process of deciding morale
increasing plan for individual organizations
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