905
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.25, NO.4, Aug. 2015 ISSN 2288-2715(0nline)
http://dx.doi.org/10.13089/JKIISC.2015.25.4.905

= i =
ZHE 0o2E &3¢ 03&

}ol-

VoSt HEESCHE

o

A Study on Policy for cost estimate of Security Sustainable Service in
Information Security Solutions

Yeon-ho Jo," Yong-pil Lee, Jong-in Lim, Kyoung-ho Lee’
Graduate School of Information Security, Korea University

o oF
ps =
AURIEFAE P35 F AWAQl AW BE oo S 919881 (FA) o myE ueHE AEA717] 91,
s s el 2O, Y/, Ay AF S8 i, aleE Sol s
o Fus|A, AFH Ap|RE dhE AGA Eahe B4R FAYe] AR oo, B AL T
Auuskerasl e A4S e s ARE LAk, JuvLsTae) B4S 7Y vk A4 A
2 bk g S gl AR ek AT

ABSTRACT

Once information security solution is implemented, it requires many services other than just general user management, such
as malicious code analysis and security updated for consistent security against external threats or attacks, analysis of threat and
attack, effectivity management of obtained security assurance, and advisory activities of security technical professionals. However,
even if information security solutions provide those extra services, they are not properly treated in real market. Thus, for the
security sustainable services, this study analyzes the service status of domestic information security, and suggest policy measure
of price which could reflected the characteristics of information security solutions.

Keywords: Cost of Information Security, Cost Estimate of Information Security Solutions, Security Sustainable Service
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Table 1. Information  security software
maintenance costs applies
Security Update
Category Frf;(;zzrcy Input/case
Firewall 10 IMM
IPS 500 3MD
UTM 100 IMD
ESM 50 1IMM
T™S 200 3MD
PMS 100 1MD
Vulnerability/ log analysis 100 1IMD
VPN 10 IMM
Anti Spam 100 1IMD
Secure OS 10 SMD
PC Security 100 1IMM
DLP 12 3MM
Security USB 30 1IMM
DB Security 2 IMM
Keyboard Security 10 IMM
DRM 10 IMM
PKI 1 IMM-10MM
NAC 100 IMM
EAM, SSO, IM 1 1MM-10MM
Wireless / Mobile Security 10 1IMM
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Table 2. Comparison of Security Sustainable
Service and Maintenance

. Service ..
Div. Items* Activity Causes
SU Security rule pattern and
signature
MSP Security policy making
and changes
Securit Incident Response Externa
Susta?nat}alle TIA |(pre/post), threat analysis )
Service report factors
MSC |CC, CMVP, etc.
Cyber attack response
STA ex?m':lses, s?cunty
training/audit support,
etc.
PS  |Patch, update, upgrade
Routine Support,
. TS Troubleshooting, Custom |Internal
Maintenance
support, etc. factors
Us Utser/Operator training,
etc.

* SU: Security Update, MSP: Managing Security
Policies, TIA: Threat/Incident Analysis, MSC:
Maintain ~ Security  Certification, STA: Security
Technical Advisory, PS: Product Support, TS:
Technical Support, US: User Support
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Table 3. The proportion of maintenance and
security sustainable service activities (Unit: %)

Div.* NS | SS |CITP| SM | Avg.

Security Update 12 29 11 8 15.00

Managing Security

- 10 19 11 13 | 13.25
Policies

Product performance | 10 8 14 9 10.25

Function Add

developed 9 4 12 8 8.25

Training and

. 6 4 7 7 6.00
documentation

Providing security 6 4 5 6 5.5

trends
Troubleshooting 16 13 14 15 | 14.50
Daily Support 11 11 9 13 | 11.00
Routine Support 16 8 15 14 | 13.25
Other 4 0 2 7 3.25

* NS: Network Security, SS: System Security, CITP:
Content/Information  Theft Prevention, SM:Security
Management
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Table 4. Priorities of activities in maintenance
and security sustainable service

Div. NS | SS |CITP| SM

Security Update 1 1 1 2

Managing Security Policies

Threat/Incident Analysis

Maintain ~ Security Certification

AW
B | W AN
AW
W | A~ W

Security Technical Advisory

Table 5. Rates status of maintenance and
security sustainable service (Unit: %)

Div. NS SS | CITP | SM | Avg.

Less than 5% 21 - - 14 8.75
6~8% 53 - 37 43 | 3325
9~10% 11 - 42 43 | 24.00
11~13% 5 - 16 - 5.25
14~15% 5 - 5 - 2.50
16~20% 5 50 - - 13.75
More than 20% - 50 - - 12.50
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<Product: UTM >

-Product price(A): $25,520

-Installation cost(20% of the A): $5,104
-Annual service cost(28% of the A): $7,145
-Total Cost(Sum): $37,769

<Product: Network-DLP>

-Licenses and installation costs(B): $10,000
-Annual service cost(30% of the B): §3,000

Fig. 1. Case of security service cost(USA) (18]

<Appliance>
-Product price(A): ¥ 1,000,000
-Annual service cost(Over 30% of the A): ¥ 300,000
-On-site service(general: ¥ 150,000),
(365/24: ¥ 400,000)
<Software>
-Product price(B): ¥ 1,000,000
-Annual service cost(Over 30% of the A): ¥ 300,000
-On-site service: Case-by-case charge

Fig. 2. Case of security service cost(Japan)(18)

<IS Solution(Appliance) Service cost>[15]

Div. NW Product | IS Solution

Product price $1,424 $4,749
Engine 1 ¢236016%) | $1.281027%)
Service cost| update i ' i
RMA $331(23%) $1,044(22%)

Rate 39% 49%

<IS Solution(SW) Service cost>[16],[17]

Div. General SW IS Solution
Product price $2,000 $7,000
Service cost $438 $3,000

Rate 22% 43%

*IS(Information Security), NW(Network)

Fig. 3. Comparison of security and other
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Table 6. Compare the cost of information
security solutions and SW(Unit: One Thousand
one)

Information Security
. SwW
. Service Solutions
Div. Items Uni Uni
mfy Tm Cost | mfy Tm Cost
price price
| SuU 2 145,000 | 90,000
Securit
y MSP | 1 |45,000| 45,000
Sustain| TIA | 3 |60,000 180,000
able | npsc | 1 160,000 | 60,000
Service
STA | 1 |60,000| 60,000
PS 3 |70,000|210,000| 3 |70,000|210,000
Mainte
TS 3 |45,000|135,000| 3 |45,000| 135,000
nance
[N 3 [45,000|135,000{ 3 |45,000| 135,000
Sum - 915,000 - 480,000
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Product Security
introduction sustainable
phase phase Table 7. Cost estimate structure of information
security solutions
[Supplier] ~ Cost Benefit ‘ Cost o o ——
— Product Initial purchase cost or License cost
Maintenance Rates system or Fixed charge
system
Inspection ;
point Security Rates system or
Sustainable - Fixed charge
Fig. 4. Comparison of supplier and user Service System




HH B 533 =1A]

(2015. 8) 911

o A5 Al FelE g de] ﬂl* 71549 AA
2} 2, 33 Arngk

< 1 QAH Hruel

AEFrel A = =E sfa, Ao ¢

A1 ol % ] o) w}a} ez A4
ofof gl

AT Sl 28AE 17 dxe] Huuck AF
TR B A% Al dHR8) S BT
Acksta, 27 JEREE wy A% Az b
(88) Fdog Ak} AHAA= 13 Jxd
Auuek AF olils W FHUE EUY e
2 Aeksta, 2 dERels el Fooz /)
oFgich. olAle] Ag el Folo] meby A<
Al Pk gl

Ak TR K A% Aps
8 $A59E EESL FHY MLRABE A
Fale] $A90 71EA (%) Felshs Jujz o)
e G 5 glol, olze AFTH AeA B

Aol we} e e 4 gl
AHgAbe g Apla Aze B A a4

Table 8. Cost estimation methods for Security
Sustainable Service

Div. Method
Rat
18 purchase price * Rate

system

Fixed .
License cost

charge . . . .
(Including Security Sustainable Service cost)

system

Service Items Priorities | Cost | Weight | Total
Security Update 1 $3,000 | 58.8%
Managing Security 2 | s1500 | 29.4%
Policies
Threat/Incident
Analysis 3 $300 59% $5,100
Maintain Security |, 00 | 399
Certification
Security Technical 5| sw00 | 20%
Advisory

Fig. 5. Example of cost estimation

Expected loss
Analysis

Yes

Cost
Estimation
Consultations

ﬂ

Fig. 6. Decision making process of the user
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Table 9. Classification of Information Security
Services

Main Category Sub Category

IT Security Consulting
Security Sustainable Service
Maintenance

Information
Security Service

Managed Security Services

Education and Training

Certification Services
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<Basis of calculation>

o Calculated based on the Survey for
Information Security Industry in Korea(Year
2014)

0 2014 calculating the purchase price based on
the average maintenance rate of
9.7%(estimate), and apply the Security
Sustainable Service rate to 15%

- 2014 Maintenance Products Purchase
Price(estimated) = 935.8(billion won)
- Rate of Security Sustainable Service = 15%
. Cost of Security Sustainable Service
= 935.8 * 15% = 140.3(billion won)

o Job Creation: SW Industrial employment

inducement coefficient (12 people / billion won)

Fig. 7. Proof of the budget estimates(7),(20)
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