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ABSTRACT

We proposed a new scoring system on software vulnerabilities, which calculates quantitatively the severity of software
vulnerabilities. The proposed scoring system consists of metrics for vulnerability severity and scoring equations; the metrics are
designed to measure the severity of a software vulnerability considering the prevalence of the vulnerability, the risk level of the
vulnerability, the domestic market share of the software and the frequency of the software. We applied the proposed scoring
system to domestically reported software vulnerabilities, and discussed the effectiveness of the scoring system, comparing it with
CVSS and CWSS. We also suggested the prospective utilization areas of the proposed scoring system.
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2.1 Common Weakness Scoring System
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2.2 Common Vulnerability Scoring System
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Table 4. Example of scoring software vulnerabilities: PHP remote code execution

Scope Metrics Score Description
Distribution W PHP is one of the popular script languages, which is widely used
Range for web services
Prevalence
The vulnerability exists in all the platforms and all the
Target Range A . . . . .
configuration of systems in which the target software is installed.
Business sl 6 Dy M Physu:al.loss and/or asset loss can happen because of execution of
Impact unauthorized code.
TI Items Score
Modify data (2/1/0) 0
Read data (2/1/0) 0
DoS: unreliable execution (2/1/0) 0
Technical Attack " DoS: resource consumption (2/1/0) 0
Impact Consequences Execute unauthorized code or commands (4/2/0) 4
Gain privileges / assume identity / Bypass
. . 0
protection mechanism (2/1/0)
Hide activities (2/1/0) 0
Total (6~:C, 4~5:H, 2~3:M, ~1:L, O:N) 4
It is high possible for attackers to succeed in attacks with
Exploitability H exploiting the vulnerability, and the attack vectors are widely
known.
leilhoos of Access Vector I An successful attack through Internet is possible.
ttac
User Interaction A An successful attack does not require any cooperation of users.
Required N If the vulnerable PHP program is accessible form Internet, an
Privilege attacker does not need any privilege at all.
Difficulty of L There exist software patches to the vulnerability, and the patches
Level .Of Correction are easy to apply.
Correction
External Control None No successful external controls are reported for this vulnerability.
Level of .
e o L Various access vectors are already known.
Level of Difficulty
Discovery Completeness of VL It is impossible to reproduce the reported attack based on the
Report report.
Vulnerability Discovery Score 8.44
Vulnerability DB Score 9.24
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