933
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.25, NO.4, Aug. 2015 ISSN 2288-2715(0nline)
http://dx.doi.org/10.13089/JKIISC.2015.25.4.933

s AEE BISE G BAYS A A7

= 1t =1 2 2 = 1#
HEAd” A e H Mg A
MSoRiCHEtD, 25t20lE RS

A Study on Improvement of Inspection Items
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ABSTRACT

IT environments such as IoT, SNS, BigData, Cloud computing are changing rapidly. These technologies add new technologies
to some of existing technologies and increase the complexity of Information System. Accordingly, they require enhancing the
security function for new IT services. Information Security Pre-inspection aims to assure stability and reliability for user and
supplier of new IT services by proposing development stage which considers security from design phase. Existing ‘Information
Security Pre-inspection’ (22 domains, 74 control items, 129 detail items) consist of 6 stage (Requirements Definition, Design,
Training, Implementation, Test, Sustain). Pilot tests were executed for one of IT development companies to verify its
effectiveness. Consequently, for some inspection items, some improvement requirements and reconstitution needs appeared. This
paper conducts a study on activation of ‘Information Security Pre-inspection’ which aims to construct prevention system for new
information system. As a result, an improved ‘Information Security Pre-inspection’ is suggested. This has 16 domains, 54
inspection items, 76 detail items which include some improvement requirements and reconstitution needs.

Keywords: Information Security Pre-Inspection, Security Development Lifecycle
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Fig. 1. Products and Service of Information
Security (in 2013)
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Table 1. Implementation of Improved Information Security Pre-inspection

Domain Inspection items(detail items)
g = 4.1.1 Implementation environment security administrator (2)
gT g? 4.1 Information system 412 Im.pler.nentation environment security management
% §_ implementation guideline
§‘ environment security 4.1.3 | Development tool security
management 4.1.4 | Development security verifying tool management
4.1.5 | Implementation environment periodic inspection
B 421 Vulnerability management of network devices and
4 o network security devices
@
g‘. 4.2.2 | Network security inspection conduct (2)
g .
o 4.2 Network sec?,unty 423 Wireless communication range inspection (2)
- implementation(Ref. 2.2.2)
= 4.2.4 | Blocking non-authorized wireless AP access
é 425 | VPN
% 4.2.6 Traffic monitoring (2)
=4 -
=3 43.1 Database performance insurance (2)
g 4.3 Database security
3 - -
. . 4.3.2 | Data integrit
% implementation(Ref. 2.2.3) afa nfegnity
4.3.3 | Database security management
44.1 Source code development security (2)
4.4 Source code security 4.4.2 | Application user test
implementation(Ref. 2.2.4) 4.43 | Security verification via Execution code analysis
4.4.4 | Code signature verification
4.5 Encryption and certification 4.5.1 | Encryption
implementation(Ref. 2.2.5) 4.5.2 | Certification
4.6.1 User storage media security
4.6.2 | User system security
463 Terminal registration, certification procedure and
4.6 User security implementation o management methods
4.6.4 Protection measure for responding terminal-malicious
o codes
4.6.5 | Mobile terminal management system
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Table 2. Comparison table for Pre-inspection
and Improved Pre-inspection

Existing Improved

Pre-inspection Pre-inspection
HIHHEL
s § # B § #*

I+ I
Requiremnents 29|12 9
Design 4 14 | 30 2 9 17
Training 3 6 10 1 2 4
Implementation 7 30 | 46 6 25 | 31
Test 3 5 9 2 5 5
Sustain 3 10 17 3 7 10
Total 22 | 74 | 129 | 16 | 54 | 76
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Table 3. Improvement of Information Security Pre-inspection

Domain

Inspection items(detail items)

1.1 Information Security
requirements definition

1.1.1 Information System Information Security requirements definition
1.12 Information Security compliance definition
1.1.3 Information Security threats definition (2)

1.1.4 Risk management measure establishment (3)

1.2 Preliminary inspection
plan

uopmuye( SiuSWRINbay

121 Implementing company evaluation

Information Security inspection plan establishment for each development

122 .
step of Information system

2.1 Security management and
evaluation when designing

usIsaq

2.1.1 Design security requirements (2)

2.12 Security management for designing

2.13 Development environment security design

2.2 Security architecture

221 Information system security architecture design (4)

222 Network architecture design (2)

223 Database architecture design (2)

design 224 Source code security design
225 Data security design (2)
2.2.6 Encryption and authorization design (2)
3.1 Developers 3.1.1 Education/training Plan (2)
education/training

312 Education/training Program (2)

Ref. Table 1. (4.1~4.6)

1891, | uopejuowRdw | Sururer],

5.1 Security inspection
execution

5.1.1 Security setting inspection

512 Vulnerability inspection

5.1.3 Security inspection execution

5.14 Measures establishment

5.2 Information system
transfer

521 Information system transfer

6.1 Response procedure

6.1.1 Response procedure on security incidents

urejsng

6.2 Response system
construction

6.2.1 Working consistency plan

622 Change management

6.2.3 Data Safety (2)

6.2.4 Periodic Security Patch (2)

6.3 Response/Post procedure

6.3.1 Incidents analysis and sharing

6.3.2 Recurrence prevention (2)
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