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ABSTRACT

The smart screening in the medical field as diffusion of smart devices and development of communication technologies is
emerging some medical security concerns. Among of them its necessary to taking risk management measures to identify, evaluate
and control of the security risks that can occur in Telemedicine because of the Medical information interchanges as Doctor to
Doctor (D2D), Doctor to Patient (D2P). This research paper studies and suggests the risk analysis and evaluation methods of risk
security that can occur in Telemedicine based on the verified results of Telemedicine system and equipment from the direct site
which operating in primary clinics, public health centers and it’s branches, etc.
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Table 1. Incidents and case in medical security

Year Description Ref
2009 | For Medical Secrets, Try Facebook [10]

A Review of the Security of Insulin
Pump Infusion Systems

Hacker Shows Off Lethal Attack By
controlling Wireless Medical Device

2011 [6]

2012 [11]

Froedtert Hospital hacked, patients

2013 alerted of illegal access

[12]

HealthSource of Ohio data leak exposed

2014 8,800 patients information

[13]

Hospital database hacked, patient info

2014 vulnerable

[14]
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Fig. 1. The total effect is calculated

Table 2. Asset value evaluation criteria

Division Low Moderate High
Confidentiality 1 2 3
Integrity 1 2 3
Availability 1 2 3
Asset Contribution 1 2 3
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Table 6 Definition of the Risk Value Evaluation List

A . .
- Asset Concern o Risk | Risk
value p | assess value
5 Patient information leakage 1 5 L
5 Weak password set 2 10 M
5 critical information transmitted of device operation errors 3 15 H
5 Loss due to improper management of Telemedicine device 2 10 M
5 Access to internal system used of unapproved device 1 5 L
5 Information leakage inside the device via malware infections 1 5 L
5 Saving the important information inside the device 2 10 M
5 Leakage of significant information by lost/stolen device 2 10 M
Tglé RTOS/ Access to internal system and disclosure of important information by using application|
medicine GPOS/ 5 . i 2 10 M
Device Gateway vulnerabilities of the device
5 Device <> plaintext transmission between the internal systems 3 15 H
5 Device <> plaintext transmission transmission between the Telemedicine System 3 15 H
5 Device <> man-in-the-middle attacks between Telemedicine System 3 15 H
5 Gateway <> plaintext transmission between internal system 3 15 H
5 Information leakage by the malware infection (vaccine, latest patch, etc.) 1 5 L
5 Significant information disclosure by gateway hacking 2 10 M
5 Man-in-the-middle attacks by using rogue gateway 2 10 M
5 Significant information leakage by lost/stolen gateway device 2 10 M
4 Forgery via wiretapping and spoofing 3 12 M
4 Unauthorized access via man-in-the-middle attacks (MITM) 2 8 L
4 Gateway <> plaintext transmission between Telemedicine System 3 12 M
4 Man-in-the-middle attacks by using Rogue AP 2 8 L
4 Information leakage by the malware infection (vaccine, latest patch, etc.) 1 4 L
PC PC 4 Significant information disclosure by gateway hacking 1 4 L
4 Internal access to national communication networks via bypassing the physical security control 1 4 L
4 Internal access to national communication networks via using wireless network vulnerability 1 4 L
4 Leaving the working seat for long time after logging in 2 8 L
4 Nonrepudiation failure by no saving the accessed record 1 4 L
4 Accident due to telemedicine system operation errors 1 4 L
. Access to internal system and Important information disclosure via using application|
Telemedicine 4 s - 1 4 L
Software vulnerabilities of telemedicine treatment
4 Aocess to internal system through the operation of application update files for telemedicine treatment 1 4 L
Data transmit Access to internal system and important information disclosure by using application|
Software 3 vulnerability of data transmission ! 3 k
/W Patient Medical
Information 3 Access to internal system via operation of update files for software 2 6 L
Software
Monitoring 2 Access to internal system via operation of update files for software 2 4 L
Software
ECG . . . .
5 Access to internal system via operation of update files for telemedicine 2 10 M
Software
Personal 4 | Sniffing 32| H
Information
Health 4 | Health information sniffing 3| 2| w
Information
Infor- 5 Sending the invalid prescription through the medical info modulation during the telemedicine | 5 L
mation treatment
Medical Misuse of medical information through the opreation of network packet during thel
Information 5 telemedicine treatment 2 10
5 Accidents caused by telemedicine system operation errors 2 10 M
5 Forgery via network eavesdropping and spoofing during the patient information exchange 2 10 M
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