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ABSTRACT

With the advancement of SIEM from ESM, it allows deep correlated analysis using huge amount of data. By collecting
software’s vulnerabilities from assessment with certain classification measures (e.g, CWE), it can improve detection rate
effectively, and respond to software’s vulnerabilities by analyzing big data. In the phase of monitoring and vulnerability diagnosis
Process, it not only detects predefined threats, but also vulnerabilities of software in each resources could promptly be applied
by sharing CCE, CPE, CVE and CVSS information. This abstract proposes a model for effective detection and response of
software vulnerabilities and describes effective outcomes of the model application.
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Table 2. Management and deployment of

F ok zicke] FQ o] T table 13 7o) Av|A vulnerability patches by vendors
= T v
57 B A} AlEd 71l =okx] x 1) 3] 27
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Table 1. Vulnerability assessment process(15] No categorization code exist, distributed
JAVA &
ly includi E [12
- Analysis of present condition of business randomly including CVE [12]
and its requirements Categorized and managed by #66048
Inception /| - Confirm the scope of the vulnerability PHP code, distributed randomly including
Initiation assessment and methodology CVE[13]
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Completion - Propose major restriction areas
- Conduct security education for executives . .
and employees with further follow-ups Fig. 1. NVD  Vulnerability = management
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Table 3. Components of the SCAP

Component Description
CVE . .
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s information security vulnerabilities
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Configuration | system configuration issues. [26]
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'V
CVSS An open framework for
(Common .. ..
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Vulnerability .
and report upon the machine state
and Assessment
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Fig. 2. security management process (15)
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Vendors

Feature

- CVE, CVSS,

IBM X-Force

- Additional information provided from ISS

- Providing “Systems affected” information
with lists of targeted software.[18]

XFID Information provided
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- CVE Code provided
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- Provides “Bugtraq IDs” Information.[19]

- CVE Code provided
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- CVE Code provided
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- Provides “Bugtraq IDs” Information.[21]
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