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Threatening privacy by identifying appliances and the pattern of the usage
from electric signal data*
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ABSTRACT

In Smart Grid, smart meter sends our electric signal data to the main server of power supply in real-time. However, the more
efficient the management of power loads become, the more likely the user’s pattern of usage leaks. This paper points out the
threat of privacy and the need of security measures in smart device environment by showing that it’s possible to identify the
appliances and the specific usage patterns of users from the smart meter’s data. Learning algorithm PCA is used to reduce the
dimension of the feature space and k-NN Classifier to infer appliances and states of them. Accuracy is validated with 10-fold
Cross Validation.

Keywords: Smart meter, Privacy, PCA, k-NN Classifier, 10-fold Cross Validation
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Fig. 1. Distinction between IALM and NIALM
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Table 1. Notations

Notations

Contents

covariance matrix

eigenvalues of covariance matrix 3/

eigenvectors for each \

diagonal ~matrix whose diagonal

elements are made up with A

distance function for pair of vectors

TG > ||

feature vectors for data point

<

elements that make up £’

number of principal components

ey

number of neighbors for k-NN
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Table 2. Method of extracting features

Feature Equation Feature Equation

Urms Hi/Tu(t)th Irms 1/i/Ti(t)2dt
T 0 T 0

Urms X Irms

p iT/UTu(t)i(t)dt s

Q §2—p? PF P/S
Deg P U+peak max(Urms)
U-peak min(Urms) I+peak max (Irms)
I-peak min(Irms) P+peak max(P)
P-peak min(P) CfUu maﬁ:rjnr?s)/

CflI max(Irms)/Irms

U harmonic of Urms I harmonic_of

Irms

P' harmonic of P S' harmonic of S

Q' harmonic of Q PF' harmonic of PF

Deg' harmonic of Deg

o u(t) : Voltage at t

e 4(¢) : Current at t

e P= S*cos®

Harmonic factor : factors with other than
fundamental frequency
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Table 3. Category and states of appliances

=

Accuracy Validation

l

Appliances States on%
TV on, voll, vol2, vol3, chan, off -
Audio on, voll, vol2, vol3, off o

Set Top Box |on, chanl, voll, chan2, vol2, standby, off 96%

* vol = volume change ) ' d ‘‘‘‘‘‘‘‘ :D
* chan = channel change
* standby = steady-state Fig. 4. Accuracy with dimension d (5.3.1.1)
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Table 4. Labelling for multi-appliances

Label Appliances
1 TV
2 Set-top box
3 Audio
4 TV, Set-top box
5 Set-top box, Audio
6 TV, Audio
7 TV, Set-top box, Audio

600

07 400

Fig. 7. Result of PCA with 3 principal
components (5.3.1.2)
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Table 5. Computing time and accuracy by
amount of data

Amount of Computing time Accuracy
data (sec) (%)
1/2 32.597 90.30
1 35.964 92.56
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