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ABSTRACT

Recently, there are rapidly increasing cases of APT (Advanced Persistent Threat) attacks such as Verizon(2010),
Nonghyup(2011), SK Communications(2011), and 3.20 Cyber Terror(2013), which cause leak of confidential information and
tremendous damage to valuable assets without being noticed. Several anomaly detection technologies were studied to defend the
APT attacks, mostly focusing on detection of obvious anomalies based on known malicious codes’ signature. However, they are
limited in detecting APT attacks and suffering from high false-negative detection accuracy because APT attacks consistently use
zero-day vulnerabilities and have long latent period. Detecting APT attacks requires long-term analysis of data from a diverse
set of sources collected over the long time, real-time analysis of the ingested data, and correlation analysis of individual attacks.
However, traditional security systems lack sophisticated analytic capabilities, compute power, and agility. In this paper, we
propose a Fast Data based real-time abnormal behavior detection system to overcome the traditional systems’ real-time
processing and analysis limitation.
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Table 1. Data Structure for Process Behavior
Information

Process Data Description
Property Type
Index int event occurrence index
HostID String host IP address
FileName String file(=process) name
PID long process ID
PPID long parent’s PID
UserID String user ID
. . the time when first event
StartTime String
was collected
LastTime String the time when latest
event was collected
Child String LastTime of
LastTime children/descendants
Start int first event ID
EventID (Feature ID)
Last . latest event ID
EventID mt (Feature 1D)
. event type:
Type mnt normal(0), Zgack(l)
Feature int[94] 94-dimensional
Vector feature vector

I} e Fx22 $ARY sY Z2A ) Bk
3~E 1D, A~g A 2821 1D, Z=2A
2~ ID, oMlE A AZF A Fd(xres ZTZA

Table 2. Process Behavior Features

Category Index Feature
1 CreateProcess
2 ExitProcess
3 TerminateProcess
Process 4 OpenProcess
5 SearchProcess
6 ProcessDepPolicy
7 InformationProcess
8 CreateLocalThread
9 CreateRemoteThread
10 ExitThread
Thread 11 TerminateThread
12 OpenThread
13 SuspendThead
14 ResumeThead
15 ReadProcessMemory
16 WriteProcessMemory
Memory 17 HeapCreate
18 VirtualAlloc
19 VirtualProtect
20 CreateFile
21 CopyFile
22 MoveFile
23 DeleteFile
File 24 OpenFile
25 ReadFile
26 WriteFile
27 SearchFile
28 FileInformation
29 CreateRegistry
30 DeleteRegistry
Registry 31 OpenRegistry
32 ReadRegistry
33 WriteRegistry
34 Connect
35 Listen
Network 36 Send
37 Recv
38 Download
39 CreateService
Service 40 DeleteService
41 OpenService
42 StartService
43 CreateMutex
44 OpenMutex
Misc. 45 LoadLibrary
46 WindowShook
47 SetSecurity
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o
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/oot node [l ™ a7 ]

(Host 1P)

/ ===
—’ Bl ] =]

U [s[o[™ )T<2.u|m|..¢ I ey Y P
Elsl v ] =]
[z aze] Tov]

PID

PPID

Feature Vector
(94 dimension)

' | 192.168.0.2

Mon-root Node (Host Information)

Fig. 2. An Example of Process Behavior
Information Tree

set trees = process behavior information tree

procedure getRoot(hid : host id)
set root = trees.get(hid)
return root

end procedure

procedure addEvent( hid : host id, pid : process id, ppid
© parent process id, { : feature id )
set root = getRoot(hid)
set node = root.findNode(pid) // traverse tree
if (node is null) then // if not found
if (ppid is 0) then // if no parent exists
set node = root.addNode(pid, ppid, )
else
set parent = root.findNode(ppid)
set node = parent.addNode(pid, ppid, f)
end if
end if
set v = node.getVector()

// update feature vector of current process
set curr_idx = getIndex(f, false)
set v[curr_idx] = v[curr_idx] + 1
// update feature vector of ancestor processes
set parent = node.getParent()
while (parent is not null)
set p_v = parent.getVector()
set p_idx = getIndex(f, true)
set p_vlp_idx] = p_v[p_idx] + 1
set parent = parent.getParent()
end while

end procedure

Fig. 3. Procedure for Process Behavior
Information Tree Management

= AA Z2A~ 9] AR Er 5ES g
Z+ Egle] = zZ2A29 (PID(Process ID),

PPID(Parent PID), 7|e} ZgA~ AR 12lx
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ez} ARRlE I o WE WA 3} A EE B
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*ﬂ~ (Z, PPID7} 09 7zt Egle] 2E v
(%, 32E [P F4F vehlo)d A we=g 4
n

H rlo

gt Futk Qle EE kEE PR ZRAA
Hebls =] A k=R AR =k o]
AlEl T2 A 2o whAEE A2 ol ]
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Process Behavior Feature | 4.4 TZNA 2 M2 EZ| 22
vesior / ,/ \; o Rl AlgtE e" 54 A olEsL
e e B :;tms SR CREATE_PROCESS °]dl, Egel| dlld ZZAx
& vehle Al ==t ARsle] =, s ZRA
\ 1 e zel mE gm/E4 xodE
{ child Process Behavior Feature i CREATE PROCESS CP  E4 a1} (=
. CREATE_PROCESS &4 alzke] <oldlx+1 ¢
Fig. 4. Structure of Feature Vector A9 EA 1A e gho] ZoEe) ole g
Pelels 47393, AA)/Ae ZEAAE] 9] w/2A ZRA Al B, Apile] Abo} Q=
B4 olnf oJWlE MEAE b pelshs 473800 Bkl AA)/AE ZeAsg 9 g Adeed] =
04 AUSR FHE ZuAs 43 BY Q4 2L A ol B FAEE o T olF
WEle] T2 Fig. 4.9 2}, Sl ddefe] ZRAZAF ARl Ses st 9l
Fig. 4.914 &4 <lz} wleje] qldlx ¢l o <A FAF gl V1R Asr eAlEh
SR ECRE PN R R PR IR zeAz g9 A Eeeld 54 <la e
o= + (CPHE A= Aule] CP: v gk w7 da g WA dg AA= Fig. 6.904
Ve A7k /A A 22 4% = = wist gt
A QA Zhe 2T 9SS oJuldit) o2 Sof. 0w e el 54 QA W] Ao rdAshd,
old A~ $1x¢] CreateProcess= 39 Z2A 27} BE WA AR Fig, 7.4 Bz nhe} 7o) —E
B} Z2AAE QA ¥ =SS el 19 9l R/ wre Hiede] Hrl oF FEol4], 1
2 919 CreateProcess_CPf e =229 A~ e 329 54 Az Frel 1 257}5}
2R A} ZRA|AE0] B ZRAAS QAR ¥E W, R/t Z2AAQ 122, 120, 100 Z2A2~

Collected Event
(PID : 110, PPID : 100,

Table 2.°] 54 °lx} gtﬂ}iil%ﬁ -‘3—@ J
5 9]— 10) *PBITree: Process Behavior Info. Tree

2L

Search
Node (PID 110)
InPBITree

DP.

g o, 54 <Axl WA 44 54 A}
OpenProcess®] 7% W=7} %ﬂﬂ% ol
A= (4-1)*2 = 6 o]z, AR /AJE ZEA AR

B FA¥ 49 =4 kel OpenProcess? 4

Search
Parent (PID100)
in PBITree

> e

Insert Node(110) toPBITree
as Child of Node(100)

Update 10* Event
of Node (PID: 110)

g7} FelEe Es A (4-1D)2+1 = 7
" 2
of Parent Node
procedure getlndex( f : feature id, cp : is child process Fig. 6. Procedure for Feature Vector Update
or not? )
lf (CD AIS false) then 32_CP Event of 3 Parent Processes 32 Event of Process 123
set index = (f—=1)*2 (122, 120, 100) are incremented by 1 <j is incremented by 1
else
set index = ((f—1)#2)+1 [200] 10 [.]Fv 110[100 [.]Fv |—111] 110 [.] Fv]
end if 120[ 100 [.] Fv}—l::121| 120 [.] V]
return index 122] 120 [.[v]—J123] 222 [ Fv]
end procedure [130] 100 [.] v |[—121] 130 [.] V] /
: . ]
Fig. 5. Procedure for Calculating Feature Vector o] 00 L[]
Index

Event ID PRID PID

Fig. 7. An Example of Feature Vector Update
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CREATE TABLE host_process (
no_events int unsigned, # event occurrence index
fname varchar(30), # process name
pid smallint unsigned, # process ID
ppid smallint unsigned, # parent PID
host_id varchar(15), # host IP address
user_id varchar(30), # user 1D
start_time datetime, # process start time
last_time datetime, # latest process update time
last_time_cp datetime, # last_time of child process
analysis_time datetime, # analysis time
start_event_id smallint unsigned, # first event’s ID
last_event_id smallint unsigned, # latest event's ID
type int unsigned DEFAULT 0, # O:normal, 1:attack
vector varchar(512), # 94 occurrences +93 delimiters
path varchar(256), # decision tree path:
create-)send-)recv
PRIMARY KEY (host_id, pid)

ENGINE=NDBCLUSTER default charset=Ilatinl:

Fig. 8. Process Behavior Information Schema
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I MysSQL Cluster I | MySQL Cluster I
[ 55D ‘ 55D Tssp
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shared ﬁ local
data \/ data
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Fig. 9. Performance Test Environment
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Table 3. Performance Test Data

File Name Size #Events
o5 a0 | wp | 110153
s a0 | wn | 104
s oL | | 1085450
liom e | M | 199959

Entire Data 41’\/1[2]37 7,956,559
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INSERT INTO host_process VALUES
(-— I"" process behavior info.’s insert clause —-),

(— 2" process behavior info.’s insert clause —-),

ON DUPLICATE KEY UPDATE
no_events=VALUES(no_events),
last_time=VALUES(last_time),
last_time_cp=VALUES(last_time_cp),
analysis_time=VALUES(analysis_time),
last_event_id=VALUES(last_event_id),

vector=VALUES (vector);

Fig. 14. Batch INSERT Statement
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