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ABSTRACT

In order to recognize intelligent threats quickly and detect and respond to them actively, major public bodies and private
institutions operate and administer an Intrusion Detection Systems (IDS), which plays a very important role in finding and
detecting attacks. However, most IDS alerts have a problem that they generate false positives. In addition, in order to detect
unknown malicious codes and recognize and respond to their threats in advance, APT response solutions or actions based systems
are introduced and operated. These execute malicious codes directly using virtual technology and detect abnormal activities in
virtual environments or unknown attacks with other methods. However, these, too, have weaknesses such as the avoidance of the
virtual environments, the problem of performance about total inspection of traffic and errors in policy. Accordingly, for the
effective detection of intrusion, it is very important to enhance security monitoring, consequentially. This study discusses a plan
for the reduction of false positives as a plan for the enhancement of security monitoring. As a result of an experiment based on
the empirical data of G, rules were drawn in three types and 11 kinds. As a result of a test following these rules, it was verified
that the overall detection rate decreased by 30% to 50%, and the performance was improved by over 30%.
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A4 (201549 69 49), AL (1A 20159 8Y 11, t 2}, shoal81@korea.ac.kr
22k 20154 94 149), AAFAL (20154 99 21¥) ¥ WAIAAL sangjin@korea.ac.kr(Corresponding author)



1044 Aed A8dA 2 54 FAAE

< 918 Snort HAEA|F2 AT

.M 2

Aboln] F7hellA] Moz iEld] S TEHoR
A g gbste] Big3 = dS7F? i 7]kl
v F8 FEAles Aol AR EelA<l FAA
H e 3 7 z2x3to] A}

74 R el elsla Bhe Ak A
e oAl A8 2. Flddel @Y wek
IT e4ke = o Zgabrlelt mek 18] Uy

e

23 AR dRelet. olel weh 4
AHolz EA Aelw 37 gelAAE FHs
Z

‘5}74] AHEE = IDS &FA4d0] oF 20 |

'&ﬂ‘” o}, IDSe| 7H & A

H#] g} IDS oWlES] difid 7

3 A TE S8 dEelzks leleh o]

A EH" HE A7 ek 3 mlsellA
DS F&&7H diF Hdeh (3) F8E 0]

o
2
ich
N
-

= % F oy P AR 2ol AR
oh A15E 718 IPSU IAfe wpele] 53}
® sk, 53 welAagleR SR astA]
Aleld 4= gle UTM 5 IDS9He] Apdsts 743}
€ HokEFAEe] EA1H7] ARt 2 o
W 7] Al 53 o'
&3 APTSIE 2 oA
2 3AS B Sls APT W84, &~
A &7 5& o8 old FRel ¥

b glont o] w3t ﬂ@d*}«l H@Vé,
A o, 7P 3959 o] EAste
o] 7hsAde] 4 ot slrt. AsHem o of

e
=

,
o
[=t9

i
£

M

co M
:Iol:
i
_o‘L
XN
-
> =
P
vl

X
ol

o
i

fo o N a2
ot 2 )
it

W &£Fxor nE FAS "olsly % 7153171
ujfol] wekdAle] syl w$- Fasicl ekl

\'_]Zﬂ i:lv4 H"/‘“E}:O] 07]_—5],21 1 _;g:
ol Al %74 Awg Aohd s A 2o

A A8, 2t rAEes 2

Zhopdl 7hsAlE H% Eol S %4. = °H7]—E
2xto] Zokkl ¥4 Ao 9l !

ofell ®E rheAe] ARk ‘iolv} (4) & =¥
AAE ol B ATE FUw ] £EES %
RS ek oloh A B wmiel HAL

o ol% fa) A ) WA TS A
v 7o) w2 FRL FHsklo T g AES|e
Hal A2 Ashe o 2 2ol Atk

oBi
—|_"

fol ¥@ #T
o

£

. A

[

o2

oA
2.1 Snort X2} &l

Snort(5)= IDSE §¥3l= RE A3E +
sledl o] AZE A WAl @A sniffer,
Decode 1#le|t}. t}&-> preprocessor® L84
T4 #AE S 2 7R el adls #HA AA
A=A gelsbe Aot o]zle] 7 WA o
Aolct, ze|a Fag 3WAl dA= HA R
Alolet. 1714 Snorte] dAielety & & 9=
TS FA e AR AP o3 Ay F
FEo7 A% ruleel 93 ©AEE Aol
iy 4*’”’1 5}7‘"3‘ Yot} o= FAS A
oJste] & YA Wxe gz A
A 7V1 LR 7?*'0’}4 A e *“ﬂ% 2%
3t AL Afele 2HE PUEHE & 5 9l
A= AAste] M ES A AelE #4E %\ﬂr

Snort Rule(Fig. 2.)< F7HA] 3oz vy
=d. 2 442 d(Header)9} 4 (Option) >
2 2o} dvls T7HRR o] FolA ol A7
TAeaE o b e 94, Protocol,
WA 1P, E%APort, Wk (Direction), H4A

N X

)

¢

oy

2
H
e

Snort

| Packet Decode Engine |
|
:

Preprocessor Plug-ins
¥

Packets

Detection Engine

Atelgl deadgn

I
I

X
| Detection Plug-ins
I

¥
Output Plug-ins Alerts/logs

Fig. 1. Packets Process of Snort
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| Destination IP | | Destination Port | | Message |

@ Header \

@ Option

\ ,
alert tcp ar{an@ny any| |(msg:"attack”; content:"attack";)
R A

| Action | | Protocol | | Source IP | | Source Port | |Payload(Rawdata)|

Fig. 2. Rule of Snort
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Redirection signature ®AfF3 <teAql 3.1 Mgk #iZ & =
R ) e b1 = B B oA b A R 5 R Tt A B oFelx]7] eke ol TED exsly] <9 Be &
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Propagation signature ®AF3S 295 Aele Bsls 7]%0] EAolth o2 34
EYAQl IPE 2R3k 7|HS &4 g4y Azdo] = otex|#] oke ZAL gx|ghc}, wal,
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Signature class

Complexity feature C&C Communication Reporting Egg Download Redirection Propagation All signatures
Bytes checked 0.95 0.52 0.30 0.88 0.65 0.84
Fields checked 0.94 0.60 0.55 0.87 0.61 0.83
Byte offset is set 0.42 0.28 0.54 0.62 0.24 0.51
Regular expression is set 0.48 0.27 0.59 073 0.35 0.52
Regular expression size 0.73 0.24 0.51 0.63 020 037
Destination port is set 0.49 019 013 0.35 0.29 0.24
Packet size is set 019 012 0.19 0.16 0.40 012
Flow options are set 0.91 0.78 0.60 0.41 0.48 0.68
IP options are set 0.53 0.42 0.48 0.53 073 0.56

We highlight in bold correlation values higher than 0.4.

Fig. 3. Complexity features and their correlations with signature effectiveness(12)
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Table 1. The proposed Rule 11

List Content result
Basic Easy to read Fig. 6.
Purposeful activity. Fig. 7.

Length of content Fig. 11.

Detection Payload detection Fig. 12.
Fixed, non fixed Fig. 13.

IP Partial matching Fig. 14.

Mistake in word spacing | Fig. 15.

Non-payload detection Fig. 16.

Performance Merge of PCRE Rule Fig. 17.
Location of content Fig. 18.
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alert tcp SEXTERNAL_NET $FILE_DATA_PORTS -)
$HOME_NET any (msg:"MALWARE-BACKDOOR
Rebhip.A runtime detection”; flow:to_client,
established flowbits:isset,file.exe file_data
content:”|5F 78 5F 58 5F 42 4C 4F 43 4B 4D 4F 55 53 45
5F 58 5F 78 5F|”; fast_pattern:only content:”|5F 78 5F 58
5F 55 50 44 41 54 45 5F 58 5F 78 5F|”; content:”|5F 78
5F 58 5F 50 41 53 53 57 4F 52 44 4C 49 53 54 5F 58 5F
78 5F|”; distance:0: metadata:service ftp-data, service
http, service imap, service pop3: classtype:trojan-activity
sid:21967; rev:4:)

referencesel $lol T £9 FA4L 7] A=
A7) gt o] & Afele E AWFIIE 29
sto] & Fo| A, AAl, FATY 47 AAHE
Feslefol  geh HdE B dEEY A
(create) , 54 (modify) AHA| (delete) & T3}
= Wz gauds whEe] dgEoe] oA od
xR A=A FAo] HA=A & F A #
gals Aol B9 HHo A A" £ 9deE F

alert tcp SEXTERNAL_NET any -) $HTTP_SERVERS
SHTTP_PORTS (msg:"SERVER-WEBAPP view-source
". flow:to_server established content:”/view-source”:
fast_pattern nocase http_uri content:”../” http_raw_uri
metadata:ruleset community, service http:
classtype:web-application-attack sid:848: rev:20:))

s £ 79 o3 Zo] A3t reference
ksl & wAA e o] odA A w A
QA & 5 Al 718k Aol Ao}, o]
Ay A wme AAAAE 79dse] MR e
= Aol 9 FAE FAs = Lolsieh. w3t 3
o e©x]E0] CVE 1999-0174 2 '1999 %0l =t
7% view-source CGI program® ¥ o]
= HEF e AKHTAS "FHE] A AL
2 QA =o] BAAo] F A1)

B

Aew sets gt e d=,
TorAHg TPHA], VPNAR: TIPS ofdl 35
a2 A 1ok S1gS Bt oA
Ao st dhe mm sAEAT ofst
e 79 SRt Ae] Ak & dite) 49t
Sefolch. w3yt o] 95 wASHiE A7l

F tEsbt Hol glolx A-o' f57h 417
7b BonR olifAE AREE Sleu Wk 58
At A7 ol -gal= o] wist
hekar ekt

24l

322 Ex| 3

5] 4

- Direction, Protocol, IP, Ports % 4

g%t
- A EloTele] v siEle] 914 A Do
- oA dlolE o] & A U Aol AR
- A dlele] 7F 34 9 Wy S|
- IPeiA SRl AR} FEeld] e ARg-
- o1 wlofe] who] 2 A 7 A A 2.

>~

AW A 2 1k (Direction), ZTREZ
(Protocol), EE(Port), IP% 7|2A R g
lFo] ¢l Port7} Any®Z AAH 3% &5
o] Awd] =A viehdt) ol oHFH A A 2H
o A&she YA} root AAHSE BT o
‘uid=0(root) ez AlZHUA7} FAH= A& 94
ke deles 542 A9 1P} Port7} Any® A
AEo] glo] Lrbge]

alert ip any any -) any any (msg:"INDICATOR-
COMPROMISE id check returned root”:
content:"uid=0[28|root|29]"; metadata:ruleset
community: classtype:bad-unknown sid:498: rev:11:)

alert tcp SEXTERNAL_NET any -) $HTTP_SERVERS
$HTTP_PORTS (msg:"SERVER-WEBAPP
view-source directory traversal_20150102_modify”:
flow:to_server,established: content:”/view-source”:
fast_pattern: nocase: http_uri: content:”../”:
http_raw_uri: metadata:ruleset community, service
http: reference:cve,1999-0174;
classtype:web-application-attack: sid:848: rev:20:)

f

olt

olof tigk o2 H4x] [P7} Anydl 735
9 5AAE S ($Server_Farm) W 545
MAske Aol E&Aolt G7IEe] 7% Y
o T3 SoErge AWIEE Port, [P,
Direction, Protocol &AHZ 28hgo] A 1}
et 34 el wel A3 Agels

2

O.

g
a1
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Porte} P9 2&r&o 3t =7t=7} Direction®
Protocol®rt= A veldon, C&CAHSE =+
AMFE therE FA9 7Sl Directiono]

2 FAEET A A= FAFH A ue} 2}
o7} AlghE o 5 9ldch

alert ip any any -) $Server_Farm any
(msg:"INDICATOR- COMPROMISE id check
returned root”; content:"uid=0|28|root|29]":
metadata:ruleset community:
classtype:bad-unknown sid:498: rev:11:)

FHAZ, AR dolee AYgA 2 A A
Aol Q= A9 a¥A W A5 2% vEe]
gods] ti2rh, (Table 2.)94A8 & 1874
SnortellA AFE-ElE ®A=E Payload $41°]9l
t}. packet®] A% @7 FAY WLl we A
Y Hejzre] L= 94y FHEe] glon,
httpgAle] MEZ Easle] http3Ha Wbl uwe}
FALE AAs] & 4 ook ol HH 1CQH
ARG A BRslee S A o &
T AR FA (offset (ZL912]), depth(Ze]],
distance (&% ]?U, within(%) %)< 23}t
F712 gl o5-g vk 24 4 gld)

alert tcpo SHOME_NET any -) SEXTERNAL_NET any
(msg:"POLICY-SOCIAL ICQ access”:
flow:to_server,established
content:"User-Agent|3A|ICQ": fast_pattern:only
metadata:ruleset community:
classtype:policy-violation sid:541: rev:15:)

alert tcp SHOME_NET any -) $EXTERNAL_NET any
(msg:"POLICY-SOCIAL ICQ access”: flow
‘to_server,established : content: User-Agent|3A|ICQ":
depth 17: offset 0 fast_pattern:only
http_header:metadata:ruleset community:
classtype:policy-violation sid:541; rev:15:)

19l B9 A7t oy Aol d%E Fu YF
om Q%o <438 F7]| wioltl. Content ¥
< Sn, AL f(n)olzgtw & o,

n

Sn =Y, (al+a2+-+ak-+an)
k=

fn) = Sn /N (&, N ) 0)

E% Oz

r—{n:

Fig. 4.& Content® #ZHo]
vehd Aot Contentt 3
7 Adsie, vy 2o 9—%"] worg

15bytec] S f-A1ske Zo] &Aoo},

Table 2. Payload Detection Rule Options

Payload Detection Rule Options

packet(7) http(11)
nocase http_client_body
rawbytes http_cookie
depth http_raw_cookie
offset http_header
distance http_raw_header
within http_method
fast_pattern http_uri

olgl] ool offset ¥ depth® F7}35le]
User-Agent|3A|ICQ: depth 17: offset 0: %
o2 A 4 ook =3 dlelA http_header
+4& F71sled http_header H¥7H2 ©X|s%

2 sk Aol @A ouke A4 olrh 7]
o] A% 4L offset-depth(Hhd 2] A=k
¥) / distance-within (AHH# 1A A= - #)
2 o] ARgEH, A" A A S A 4
7 'AE oME F A= 50% olide]l sEe
2 =g

AR, WA dlelele] A EEA Aol
(length)7} 28 F8 o] Hul 53], U+

http_raw_uri
http_stat_code
http_stat_msg
http_body

10 M length

5
Ll

1357 9111315171921232527293133353739414345

byte

Fig. 4. Distribution by length of Contents
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A, e deld § agHe 8 il
(SELECT, UNION %)<& ARE8HA] = Aol &
A7k ZEAelt. ol AAY 54 JAHI=E
Asledl 24 s’ SELECTS ®A48k= A2
HlEEA ot} o] A4S flEiA] ol o]z
A ALl diske AR AR Re
Qo] wol A},

fru

>

o

Aul
NS
X

T,

alert tecp SEXTERNAL NET any -) $SQL_SERVERS
$ORACLE_PORTS (msg:"SERVER-ORACLE select union
attempt”; flow:to_server,established: content:’select ”:
nocase: content:” union ”; nocase: metadata:ruleset
community: classtype:protocol-command-decode; sid:1676:rev:7:)

ol& o}l A AT AHEEE wA WS AHA
3t vl sfEl S Algsle] QERS AT 7]
o] 4% Sql injection T-EellA A AHEEE
select 2 o] FojAl 29 A T 7|5 54
FAE AHSIA| & AF 65% olAF %] #A
viehdt}, o] 5 ofef oJA¥ Content®} Pcre®] i
Blo] Fdd A9 AEHE FPoR Wgsle F=
Zlo] FEAo]r},

alert tcp $EXTERNAL NET any -» $HOME_NET 21
(msg:"PROTOCOL-FTP ProFTPD username sql injection
attempt”: flow:to_server, established: content:”|25 27|”;
fast pattern:only: content:"USER’; pere:”/USER\s*("\x0d)
+\x25\x27/smi”; metadata:service ftp;reference:bugtraq,
33722:reference:cve, 2009-0542: classtype: attempted-admin
1sid:16524: rev:5:)

S, TPRAS] SRR CEs] 2 S
AE 5 oA 24Ge. I B, A2 4
$ SR Ha Fol [PART Solrl alo] 2.
9l 497} 42@h o] 4% 1P 427} CIDRY
Ae] Arylekaz(/2002 A5 AP 409470

IP7h At ge] Heh ol thabislzh U
ogo] A AR,

)

2 1o g

alert tcp SHOME_NET any -) 64.28.176.0/20 any
(msg:"MALWare detection ip_list”; flow:established
metadata:ruleset community:

classtype:misc-activity sid:1428: rev:8)

o]Z th& A3 $Black IP list® 7HAdst
ContentE &3l &x|sh= 7o) Z&A-e|c} G
711/] 735 IPE A= AAHE o &4 o]
HWE F 85% o|ie] 2&ko g gpH=qlct. wat [P
g229] 7% mlg] of" W7 fAEA s

A W7E Asdsofof el olE Eol el
#8 TOR, VPN [PE &A|&Ao| digt #-2-& &
Aato] Black_list3} sta o]gl-39] 1PZ ¥}
ofof 3t} m w3 Black list®?h 153} siA2
I FHE Akl fE2A, AHA, SN 5
o2 Fejsle] sk Zlo] HEA ey FF oIt
A2 9 Es AsEe 34E 5 9l

alert tcp SHOME_NET any -) $Black_IP_list any
(msg:"MALWare detection ip_list”; flow:established
metadata:ruleset community:

classtype:misc-activity sid:1428: rev:8)

AR, chel ¥ iAo AAE AHste] 54 &

}
o, B4 FAW WD F YT TE A°] A

sl Aol st} of o= Content W52
AHElo] EAET(CMD.EXE)"E vl =™ &=

w22 oFte] wo] ARt

alert tcp SEXTERNAL_NET any -) $SHTTP_SERVERS
$HTTP_PORTS (msg:"SERVER-IIS c¢md.exe access”:
flow:to_server,established: content:’cmd.exe”:
nocase: metadata:service http: classtype:
web-application-attack; sid:23626: rev:h

HA] o[WlE F 65% olite] Sxow IhHEgl
ol <I-# http_client_
(\b)& F7}314 —rﬂﬁ}% Aol &gA et} EAH4
7|5 Festy e w4 UHE Y EAE
7148l Aol welE Eelsle] T 7|5 &
t}. ofgfle} o] PCRE®] http_client_body 4

& 7w 54 BT gseld gAHE el

(—"
>

1)

o,

<
_,*2
“
N
R}
ke I
M
ACH
N
fol

a3k mebA, o] Wl 54 s T
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alert tecp SEXTERNAL_NET any -) $SHTTP_SERVERS
$HTTP_PORTS (msg:"SERVER-IIS cmd.exe access”:
flow:to_server,established: content:"cmd.exe”:
nocase;http_client_body:pcre:”/\becmd\x2eexe\b/Pi
s”; metadata:service http: classtype:web-

application- attack: sid:23626: rev:5:)

323 85 A

- Non-Payload® Payload®.t}t atol 91

- PCRE AH-& 79 wH50 2 Agsix| 2o
Content2t iﬂff}o% A

- w3 7hsAde] - wlole] U Aoy}t 71 o]
(i) WA slar, whE iR FAS ARSsled

A e Es 24 28

A#, Non-payload® Payload¥el| ZAlste=
Aol As2 led % dgs Fr
Table. 3.= Non-payload®## 3 JFxo=
IP.ID¢} TCP,ICMPH-¥22 FHE o5
Aol A AFAHZ el Qi) ol Eo,
71 Alo]l= =7], IP Time to Live, bit 4, TCP
Sequence % 3% #5% vlg] Non-payload
ol 4] &x|3te] FElF] al|F7] wiel Fell A==
Payload #HZEE FA]o 24 4L F8& 24
32 gomR A5s A 5 ol

Jlm

alert tcp SHOME_NET any -) SEXTERNAL_NET
6666:7000 (msg:"POLICY-SOCIAL IRC nick
change”; flow:to_server established: content:"NICK
", fast_pattern:only: metadata:ruleset community:
classtype:policy-violation: sid:542; rev:20:)

otz <43 Content¥Hoz EA|FHE A4
dsizesA(:{140)E F7bste] slvd =7](140byte)
B} 2o ALouk B EEE $AFHE Alo] Ax
el Frh GrIRe A FE oUW AHgEE
4 % S8 ehbs 54 [Pe sk TCP

O

|

alert tcp SHOME_NET any -) SEXTERNAL_NET
6666:7000 (msg:"POLICY-SOCIAL IRC nick change”:
flow:to_server,established: dsize:{140; content:"NICK
" fast_pattern:only: metadata:ruleset community:
classtype:policy-violation: sid:542; rev:20;)

9] dsize, flow AFH&A] A5
= 7ot}

T4, PCRE(Perl Compatible Regular
Expressions) (13) 5 @522 A8 A9 Aol
2WAQl dgE &t o] ContentE Zo| £7
AHE3led Content® 71 vle] JEE] 3] 4
2]Z 224 PCRE A5l #4& & 5 ol

o] 15% °1% #&=3

alert tcp SEXTERNAL_NET any -») SHOME_NET 21
(msg:"PROTOCOL-FTP no password”:
flow:to_server,established; pcre:”/"PASS\s*\n/smi”:
metadata:policy max-detect-ips drop, ruleset
community, service ftp: classtype:unknown: sid:489;
rev:19:)

E}a—ﬂr 7E‘°l 7H*d-6}°4 HAes 3
rFel] mpAolnf oF 30%1*& Aeol Aol 2
=gt =3 PCREH ] 7§ %ol AHe& 4
+ Aol i o S viHEE AA
e o|ah2 ARG eFotof k= ‘ﬁLi—}’g‘
of ®rh. G7Ie] A% AAES 10%°1%
SA] Sro} 29 HL; spakala glon ol
T HESZ diqritt Zol7} Sl& ¢ slenR 3
T UESZ el =, AAE N, PCREE
e 58 THHLE At AA EFe] 2w
7HA= PCREZZ AMdl= vlEAs AuAso
HgAolehs HAES Fall HdAE A ¥ 3
A oletz AHE ¢ SlmE ASE Zlo 1 a3}
Aot

alert tcp $SEXTERNAL_NET any -) $HOME_NET 21
(msg:"PROTOCOL-FTP no password”:
flow:to_server,established: content:”"PASS”;
fast_pattern:only: pcre:”/"PASS\s*\n/smi”;
metadata:policy max-detect-ips drop, ruleset
community, service ftp: classtype:unknown:
sid:489; rev:19:)

AF oz 7}A] Content ol =& 7154 0]
32 dlolg] & ZHolr}t 71 dlolE & Ad(vlE]) v

oX!
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Fig. 5. Comparison of CPU usage/time before
and after the PCRE Rule

Table 3. Non-Payload Detection Rule Options

Non-Payload Detection Rule Options
IP, ID(8) TCP. ICMP(12)
fragoffset dsize
ttl flags
tos flow
id flowbits
ipopts seq
fragbits ack
ip-proto window
sameip itype
icode
icmp_id
icmp_seq
pc
b el Ae] ghe Bl v s} wHe] Yo
A sl ok 2L A4S Frb dvkshd, Snort

74 viAdblelHE
AU g 2ol 24

] gk
o

aenE g Aed g
o 1 ge AL A%
Al & FE A 2

o
A WA WL wel
317

7P A mlal

Zlo] 74w A7
5

°]
Hlaghths Sto] HaL o

alert tcp SHOME_NET 666 -) $EXTERNAL_NET any
(msg:"MALWARE-BACKDOOR  SatansBackdoor.2.0.Beta”:
flow:to_client,established "

depth:11; nocase
me.|0D  OA|Remote|3A|
distance:0;  nocase

content:"Remote|3A|
content:"You are connected to
Ready for commands”:
metadata:ruleset community:
classtype:trojan-activity sid:118; rev:12:)

O eg o

o]

7+

kel 21 #A-E vlE] M

& A A AP s 9

&l 7} fast pattern Aol vlg] &A= 4 glA

mlo
=)

sk 4 itk =3k only & g-8-3}o]
uEA ZeE 2AHY ‘F* Atk ol &
kel ZEHolth. G| A
Content®t} Zol7} 71 Content® A -
WA s o] "HAAIZPYE EAE=7) oF 20%

)

2,

olr

B et A0
off 2 rfo oo ot

1%

o,

gl

o] B Ao Helsglnt

alert tcp SHOME_NET 666 -) SEXTERNAL_NET any
(msg:"MALWARE-BACKDOOR
SatansBackdoor.2.0.Beta”:  flow:to_client,established
content:"You are connected to  me.|0D
0A|Remote|3A| Ready for commands”; distance:0:
nocase; fass_pattern:only: content:"Remote|3A| ”
depth:11: nocasemetadata:ruleset community:
classtype:trojan-activity sid:118; rev:12;)

v. &

o

41 M HolE ¥ 2
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Security Talent Search)(14)+ 20033+
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S G71we] 57 el ag— 24310 gA A3
Yst sk Aol ohiel 11714 ffa% %9
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2GRAM, Windows7, PHP, Apache, MySQL,
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Fig. 6. Easy to read
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Fig 15. Mistake in word spacing
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Fig. 16. Non-payload detection
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Table. 4. Improvement of Basic Rules

Fig. 17. Merge of PCRE Rule

Date Data False Positive False Positive
(Before) (After)

5.7 1,947 46% 37 %

5.8 1,795 57.5% 43 %

Sum 3,742 51.75% 43.25
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Table. 5. Improvement of Detection Rules

Date Data False Positive False Positive
(Before) (After)
5.7 1,947 75% 53%
5.8 1,795 66% 49 %
Sum | 3,742 70.5% 51.5%

Table. 6. Improvement of Performance Rules

Before After ,Sum
Rule . . Avg | (microsec
(microsec) | (microsec) )

Fig.16 193,762 123,846 63%

Fig.17 193,762 106,389 54% 131,630

Fig.18 193,762 164,656 85%
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