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A Study on android emulator detection for mobile game security*
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ABSTRACT

With the recent increase of the number of mobile game users, the side effects such as the manipulation of game points, levels
and game speed and payment fraud are emerging. Especially, the emulators which make it possible for mobile applications to
run on PC is a great threat to mobile game security since debugging specific game application or automating the game playing
can be done easier with them. Therefore, we research the efficient ways to detect widely used Android Emulators such as
BlueStacks, GenyMotion, Andy, YouWave and ARC Welder from the perspective of client(app), game server and network to
reduce threat to mobile game security.

Keywords: Mobile game security, Android emulator detection
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Fig. 2. The BlueStacks android emulator

3.2 GenyMotion
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3.3 Andy and YouWave
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Fig. 4. The ARC Welder android emulator
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Table 2. The build information of the emulators and the real devices
Emulator Real Device
Build Information Blue Geny You ARC Galaxy Vaga
Stacks Motion Andy Wave Welder Note 3 LG G3 Racer3
BOARD univesal34 | unknown | clovertrail | piranha | ™1-X34-81 MsM8974 | APQ8084 | MSM8960
BOOTLOADER unknown | unknown | unknown | unknown | unknown N%(g)]agliU unknown unknown
BRAND samsung generic AndyOS samsung | chromium | samsung lge VEGA
CPU_ABI x86 x86 x86 x86 armeabi-v7a| armeabi-v7a | armeabi-v7a | armeabi-v7a
buildbot.sof
HOST SWDD3913] . genymobil| YYD P96 |build28-a75 | sWDDs620 [FTEARNDE]  bs104
e.com
DEVICE ja3g vbox86p | AndyWin |espressowifi|nacl x84_64| hltelgt tiger6 ef48s
HARDWARE unknown vbox86 andy generic_x86 arc SWDD5620 tiger6 gcom
MANUFACTURER | samsung Genyrrlnotlo Am}l};c 0s samsung | chromium | samsung LGE PANTECH
Google App
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44.4 for Chrome
-API 19 Dev
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. . NO9OOLKLU | M9635TAA | MO9615A
RadioVersion N/A N/A N/A N/A N/A 0GOD1 (o131Ah | (o]3142h
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5T ghol7] wliol ol Eeole A Anz 3 Eeolele] £31 USIM % vEYa ARE &l
3l7] ofgic). o E#ole]lE2 RadioVersion %}0] gk Axjolr}

ZEAH o= n]o] 9ld] 3G LTE EA4l 715¢] ¢l GenyMotion®] 7% A3H3 SIM 7t= A
= WIFI A4 "g&3l® s Aur) §le 2e= A3, MAC F4gte]l mAHelx VES=a
sels]o] dt ARE o EolE] A I4 2tk SIM 932k AR7F Android® =i gle] 4
g 4 ik A AEHelH = ko] 7153l YouWaves Al

Build AXE 7]7]7} FEse] 9le AL Algxa} 9gk Ymix] o B o5 7 WIFDZF 343k
7} 98l gro g wWAo] sl T o Edlo]E SSID  #e]  BlueStacks,  WiredSSID,
Table 3. The telephony and network information of the emulators

Category BlueStacks GenyMotion Andy YouWave ARC Welder

PhoneType GSM GSM GSM GSM NONE

Line1Number N/A 15555215554 N/A N/A N/A

NetworkCountrylso kr us N/A N/A N/A

NetworkOperatorName SKTelecom Android N/A N/A N/A

SIMSerialNumber Arbitrary value 8901418%(1)111851 N/A N/A N/A

SimState READY READY N/A StateUnknown N/A

SimOperatorName SKTelecom Android N/A N/A N/A

Mobile DataState DATA_DISCON | DATA_DISCON | DATA_DISCON | DATA_DISCON | DATA_DISCONN

NECTED NECTED NECTED NECTED ECTED

Active Network Type WIFI WIFI WIFI ETH WIFI

WIFI Activation YES YES YES NO YES

WIFI MAC Arbitrary value | 08:00:27:ea:80:56 | Arbitrary value N/A 00:00:00:00:00:00

Connectecd WIFI SSID BlueStacks WiredSSID WiredSSID N/A unknown SSID

Connectecd WIFI BSSID Arbitrary value | 01:80:¢2:00:00:03 | 01:80:c2:00:00:03 N/A N/A
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Table 4. The available hardware of the emulators

Hard Blue Geny And You ARC
ware Stacks |Motion Y | Wave | Welder

Camera YES YES | YES | YES YES
Bluetooth YES YES | YES | YES NO
Microphone |  YES YES | YES | YES YES

GPS YES YES | YES | YES YES

Acceleration| - ypg | yES | YES | YES | NO
Sensor

Temperature NO NO NO NO NO
Sensor

Barometer YES NO NO NO NO
Compass YES NO | YES | YES NO
Gyroscope YES NO | YES | NO NO
NFC NO NO NO NO NO
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Table 5. The sensor information of the
emulators

Emulator Sensor Information
- Acceleration Sensor, etc.
BlueStacks - Vendor : AOSP
- Acceleration Sensor
GenyMotion - Name : Genymotion Accelerometer
- Vendor : Genymobile
- Acceleration Sensor, etc.
Andy .
- Vendor : GreatFruit or Google Inc.
YouWave - No Sensor Information
ARC Welder | - No Sensor Information
- Acceleration Sensor, etc.
Other X .
- Vendor : goldfish or The Android
emulator .
Open Source Project
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Table 6. The input values from touch screen and acceleration sensor of the emulators and the real

devices
Emulator
Event Type Blue Geny Andy You ARC Real Device
Stacks Motion Wave Welder
Touch Average 0.0 0.0 0,00999999 0.0 0.0 0.02853569
Size Standard deviation 0.0 0.0 6.519%10 20 0.0 0.0 0.00449454
X Average 0.0 0.0 0.0 0.0 0.0 -0.8260682
. Standard deviation 0.0 0.0 0.0 0.0 0.0 0.69662233
Accelerati Average 0.0 9.7762375 0.0 0.0 0.0 4.670394
V;’Ele Y "Standard deviation 0.0 1.811%10° 7 0.0 0.0 0.0 0.6049590612
Average 9.806642 0.8134159 0.0 0.0 0.0 8.473735
z Standard deviation | 6.675%10°'7 | 1.132*10 Y 0.0 0.0 0.0 0.6122006611
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Table 7. The TCP TTL values of the emulators
and the real devices

Emulator TTL Real TTL
Device

BlueStacks 109 Galaxy S3 52

GenyMotion 111 Galaxy Note 3 53

Andy 109 | Galaxy Note 8.0 64
YouWave 111 Vega Racer 3 53
ARC Welder 111 LG G3 49
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