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A study on hard-core users and bots detection using classification of game
character’s growth type in online games*
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ABSTRACT

Security issues such as an illegal acquisition of personal information and identity theft happen due to using game bots in
online games. Game bots collect items and money unfairly, so in-game contents are rapidly depleted, and honest users feel
deprived. It causes a downturn in the game market.

In this paper, we defined the growth types by analyzing the growth processes of users with actual game data. We proposed
the framework that classify hard-core users and game bots in the growth patterns. We applied the framework in the actual data.
As a result, we classified five growth types and detected game bots from hard-core users with 93% precision. Earlier studies
show that hard-core users are also detected as a bot. We clearly separated game bots and hard-core users before full growth.
Keywords: Bot detection, User behavior analysis, Hard-core user, Data mining, MMORPG
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Table 1. Classification of online game bot
detection methods

Category Method Description
-Challenge response test
CAPTC}.I based CgAPTCHA
Client A analysis method[4,5]
side
detection Client GameGuard, Tenguard,
installed- Warden ’ ?
program
-Trajectory-based
analysis [6, 7, 8, 9]
-Idle time analysis[10]
-Social interaction
analysis[3, 11]
User -Trade network
behavior analysis[12, 13, 14]
Server . -Role based analysis[15]
side analysis -Game play style based
detection analysis[16]
-Action frequency based
analysis[17, 18, 19]
-Action sequence
pattern analysis[20, 21]
Social Social diffusion
contagion model[22, 23, 24]
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@ Clustering ® Machine learning

and evaluation

@ Data collection

Based on general
factor for MMORPG Feature extraction and

Game log selection of algorithm

data

Classification for
five growth type

Machine learning
(Classification)

® Growth type analysis

Analysis for the growth
type including bots and

Evaluation

General factor for (Precision, Recall)

hard-core users in five
MMORPG type

Fig. 1. Bot detection framework with growth
type analysis
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Table 3. Clustering Results of growth pattern

Clustering Results

Feature Description et
Quest Total number of quest actions 1 2 3 4 5
Hunting Total number of hunting actions Quest 818 3,612 | 2,839 | 2,295 | 2,200
Party Total number of party play actions Hunting 13,836 | 134,962 | 13,936 | 79,304 | 89,641
PvP Total number of player vs. player Party 146 06 211 05 1
v combat actions PvP 116 | 120 | 199 | 65 | 284
Personal Total number of trading with Personal 288 96 114 1 104
trade player characters trade

Customizing Total number of customizing

Customizing 1.7 0.1 13.7 | 0.05 0.2

Instance Total number of instance dungeon Instance 130 25 251 25 48
dungeon play dungeon
ltem Total number of item enhance liem 6 | 217 | 220 | 25 | 33
enhancement enhancement
Level up Total number of days for full level Level up 60 55.9 535 37 57
dates growth dates
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Table 4. Five types of growth

Cléi:;ng Description of the growth type
Group 1 Trade based Growth Type

Group 2 Hunting based Growth Type
Group 3 Social based Growth Type

Group 4 High-Speed Growth Type

Group 5 Combative Growth Type
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Table 5. Features for Classification

Feature Description
PP Total number of player vs. player
combats
NPC trade Total number of trading with

non-player characters

Personal trade

Total number of trading with player
characters

Instance Total number of instance dungeon
dungeon play actions
Play time Average daily play time
Inven Kina Average money in the inventory
Mail Kina Average money in the mail

Vender Kina

Average money in the vender

Quest Start | Total number of quest start actions
. Duration of presence of specific
Use Time K P . P
character in the virtual world
. Total number of going to combat
Fight gong

place
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Table 6. Experiment Results

Performance Multilayer Random
Measure Perceptron Forest
Precision 93.7% 81.8%
Recall 93.7% 82.5%
Table 7. Confusion Matrix
Bot Hard-core user
Bot 44 accounts 2 accounts

Hard-core user 2 accounts 15 accounts
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