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ABSTRACT

In music theory, the triton is defined as a musical interval composed of three adjacent whole tones(or six semitones), which
generates a harmonic and melodic dissonance. The triton paradox is an auditory illusion which is heard as ascending by some
people and as descending by others. In this paper we examine an emerging non-static biometric technique that aims to identify
users based on analyzing uniqueness and consistency through the user experiences. We also propose some authentication schemes
which provides protection against key logging, shoulder surfing, and brute force attacks.

Keywords: Biometrics, Tritone Paradox, Authentication Protocol, Auditory Sense

M E sgiet. ol whet AHgAe] B A Q1% xz

E2e) HHE oly] A5 B ATl A

MENZ BAS MR Qs A TRt oldw glw, 54] Aol A% zzede Yl
AEE A AT s 5 ode el Hela, H A1& Aglale Holrt ghibslA A4E 1 9o}

sobEES] weE ate] oAl el 4EA o 47 Aol A An F AR A, AF 34, A

Anol A2 Abga seleh 2e oot HAS o 58 o83 AT A2EE UYT AL
2 s AAES AeAe) ARe W A A o] o] Rejzz, A A8SE FA AAIE
B b AbeAe) AN 9% 4 g Bl o d@ e wA el A=

Matsumoto S A& A& zp=at olz}
A4 (20159 6€ 19%), 442015+ 8¢ 273), AE A F ovA =iy AgteEl Q8o sbw Lrp
7]]]}1:@1—240](2015 9% 220‘4) I St al

* o] R o] wES 20159E AT (AR AU & WAL olF @ TR Al A AL
2 AFATALE) A9S o} AR 7] 2T [ ESREUER 1 ﬁaﬂr, 7Pt E71EE 68~ 100/
(2014R1A1A2059852) o] g AL gz AxHS Exsiedr}(]

A2}, jeptk677@hotmail.com

. iroinia & EFolZ AAHL Zoly Zo
WA1#A} khlee@suwon.ac.kr(Corresponding author) Virginia 5 FAUT ARlE Fel7] Sal £ ]



of 3% A oA E o] 8slsich ARES A
el Aol kA J=Al, HolA Z=lejel oAl F
ol Fol, l F7e] oAl AAe daEFs ol
g3t TAF A2HE S 5 e HAY =27
d7stelar, = A3} Open+TopHat A& 7
A oluAE AT Al A ZHHE Y

= 7l0] 714 olAolek S Bohgich A
1= 100 712 FAsh, FA sk olsl Ahel
ouAZL AgEon, At FALE o4 FF
A% AP, AF FAE 5RE H Folz &Y
FA oA E o3k 1% Ago] 27 Aasg]
o A BA A% A=Y 72%8] A olv]
44 FAZ s, 50% ol4el %%

Q% Axge] ¥H8 9 4 slrkn T4

O o ok

SLopot nE

2 kX
ol it
0

=

o
e &
Sl
rlo

Egfo|E Ay F2E o] 83 A7 AA
7Fe T 1 Al wle] s =gl Ezfol
Tritone Paradox)¥, Eglo]E I
o), o AELS L2}
dgoq &

0[}(
1o
¢

o
"

’_ﬂn[o

il
e

o 2 2 ¥ &
do rr
R
)

o
e
rlo
=
vl
N
F{F

ox
[o
=
o
o L l"lﬂl m[o
o
i
Mo
o
>
rr
(m
%
i
iy
)
I
3

op
ot
>
o
2
e 0
ol)l

>,
rdt,
tlo
2
=
)
R

M

N
)

fu

off mu ffr fr = rm 2
of

1

L.

o,
2
NE S
N
3
l r&%ﬁﬁ
o o\ ¥
LI&&
W B
N%Hm
s 1T
3
<
Lkﬂ
=)
A
J
[>
i

o[o
O
=

o 4
oX

-,
olo{:
EON
o M
> 1o

-
u

ke
o 9

18 8 oox (mo|m o>
i
e
&)
oX
=2
=
%
FH“ ol
o
ot
K
N
o}
=2
>
e
ut
A
s

AA A7, Abgte] 7Rl BARRE FE3)aL,
£ o] 73 HelE dlolEslete] 2Hgsh=
s wd ARl HEAe] 7)e AelA,
AN, A=A, ALY, ALY Sl e
o, A AR A FelA el oew EelH
v | o1517] witell eelellA =gEAY &
A A TheAde] e ks S 7t

o 1w

rE
ol
W =
N

A

7FeAde]l AR A7|=a 9lek(3).
AA ARE A= A2 AR QA Al~E
o s=Esl= AAl AHre} 7|E do|guo] 2o HA
o] ol AR dX AHZol wetr FEHo R 4
Aok a8 o A AX AEE A9t
wAEA ged, olzdt 29X E(EER, Equal
Error Rate) #H4l9] ARE elgle] Hrely &
= #wkd $E(FRR, False Reject Rate)3} &
e AHE7} AAle] AHxziy Ak gdE #3E
(FAR, False Accept Rate)el && ZA=H}, o]
T 7HA Szl el ABAl QA9 AlE| =) AA
 FAR¥} FRRE #o] U545 QAEe] Erhx
7 H4]).

ojuw gt Fofe] AA o] E Abgvict ZEA A Q)
= AA ARELS & Ale] dE ARHER Blase
Sk w dAAoR bt R RS 7HA
I 9le AL ot ARtui) A+
7} 2 = 7] el A AA Q1A
AT= 100%° 77k S 5402 zle)= o]

o

A3 gl Aol & AdAlelhb).

)

2 Z=AA
A= A=

>
XN o N
M % P e
fo o do o
R
(£ gl r%
—;:‘ > ° JOT l
= g = L
5o [o ob? rr
—_
L e oE
_11-('1 rE
ok B o
fr do
iSH
1
2 o
N

50
(o3
kv

[e3

-1 o
2ol ol olgAe] B AT,
sl glolAE 49 2Bl o
SIeH6). AHe U
2R AR Q) AagE E
Z

I o

e o Ty
R

ﬁd
R
Rl

Py

e
_O‘L
rir
RN
N
k)
b
N
N
O
R
o> foogd Mo |
o

~
-
o

R
x2,
o

o
fu

> =
by
i
e
>,
L
fr et
>
o
o>
ol
it

rlo
2
o,
ofo
of
o
_P«
ofrl
o
o,
ofo
_O‘L
2

b
N
A
N3
tlo
[
)
o,
rﬂ



A B H 533 =

(2015. 10) 1087

bifurcation /'/—%\ ridge

valley

AA QA Holell ] F4AF 2 Aoz Qld 5
Z3 7)eR QAuty glon uehd FE wxe]

nero] W gk Fo| ALEEE Aol AT,
A QA Ak AR T e kA
& pESE wyens, FAe e que
Ao Aelo]

At o]zl AAE EAe] dEe @ 4|7

3
Al
AF 6749 ool AgEe] 2~34)
3
e ghirhe SHT ) A A

Fig. 2. Structure of eye

ok A A6 HlaA | Fon
Folz WE A FAZ FA AF Axde F4e
slgo] ARAow FouelA(2) Haele £

F AR Shtel AAGBE ol g3 A
do] obd, F 7bA] ol4s] AAYRE ol gk A
soleh(9). wef, ojmg AMgA} AbTL 5o o]
2 AFo] AP Aese] AT A2GE A
T 5 g A BE AANE olgste] o] 2
ARE A2 5 Sk o AADAE A2}
o) AAYRE BT o5, TAsh $49 A
AYRE o] ol gate] 7ol EAT Bl A
QA9 e, merd W ARAS ¥ S e A
B AR SIeh ) e Fa) g adEE
8FsHe FE olld @ol 2ol glow], oy

PAARE olgoeloR] dal el AN
2 ke 7l%e] 2793 Sivh

S Eiiiol ,ougt MEQ A 2l we

517] O]ﬂoﬂ 371 ARl S ElEhe

1 TREZ EHEE o|n Y] A%

Ha e vEdE olF OTP <%, Hobvl= |
=

>
X
2
. n‘._\.,
orlJ
ok,

& Q% AA % Fol vk ww QRESH &
HEES ol gale] 7127 FAL A0 Yol
B gl AFE EEo10), At AW
@ w2k v 2 SE DAY AR 5L ol
fol AHeFE Aol Je11)

Fig. 3. QR code and clicking blank keyboard




Fig. 4. QR code scanning and keyboard on
smartphone
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