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ABSTRACT

As the online game market grows, illegal activities such as cheating play using game bots or game hack programs, running
private servers, hacking game companies’ system and network, and account theft are also increasing. There are various security
measures for online games to prevent illegal activities. However, the current security measures are not enough to prevent all
highly evolving game attacks and frauds. Some security measure can do harm game players usability, game companies need
to develop usable security measure that is well fit to game genre and contents design.

In this study, we surveyed the recent trend of various security measure applied in online games. This research also classified
illegal activities and their related countermeasure for detection and prevention.

Keywords: survey, categorization, taxonomy, online game, detection
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Table 1. lllegal act in online games

Category Description
- An automated program instead of user’s gameplay
Game bot . . .
- Categorized by hardware type and software type depending on physical form
Game hack - A program to get profit through manipulation of memory and network traffic
Gold farming - Illegal activity to get profit through inexpensive labor

Categorized by play human type and game bot type depending on conduct

Private server

Service server of duplication without allow of game company
Categorized by server of engineering analysis and server of duplication source code depending
on creating

System hacking
and network
hacking

A remote attack of aiming at game server
At the attack success, modification history of user’s item data

Account steal

Hijacking user’s information in game client side through malware
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Table 2. Research classification

of online game security

Category

Detailed category

Detection side

Client side :

Server side :

anomaly detection of user behavior in game client side
Network side : anomaly detection of playing the online game at a network side
anomaly detection of character behavior in server side

Detection technique

Statistics
Data mining

Similarity analysis
- Turing test

Detection algorithm

Decision Tree

Support Vector Machine
Random Forest

Neural Network

Hidden Markov Model
- Bayesian Network
CAPTCHA

- Entropy analysis

Data source

Character behavior
Character travel path
User behavior

- Social network
Network traffic
- Image source

Game genre

Massive Multiplayer Online Role Playing

First-Person Shooter (FPS)
Card Game

Game (MMORPG)

- Racing Game

Detection target

Game bot detection
Account steal detection

Gold farming group detection

- Game hack detection
- Game bot prevention
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Table 3. Classification depending on a detection side

Category Research Characteristic Key research

Performing through the game log analysis of
Server (6-42] user behavior “User identification based on
side - Control a restriction time and scale game-play activity patterns” [9]

Bypass of detection by leak of detection rule

G tee of rfi e
Network uaran.ee o game .pe ormance . - “Identifying MMORPG bots: A

side [43-43] ) ir;segzzsptcizr:F;?lta::;);ifzv;g of encryption traffic analysis approach” [43]
Client - Collecting of detection information in PC - “Identification of Auto Programs by
. [46-48] - Falling of game usability, and easy bypass Using Decision Tree Learning for
side of detection MMORPG” [46]
= et AL 5AS FE3k3L, Naive 4.2 B 7|40 mE 27
Bayes, Bayes Network, Logistic
Regression, KNN, J48, AdaBoost ¢ #-& t} ol A% X Af &R 7| wet FHUt
Rt ezl Agstel MMOGHA Zesps  7Bssteh ol A% 9 A1 deole vl 7|
2R}91cH8). Kuan-Ta Chen 5 Aul sl 4. 544 714, fA% A6 w14 719, §2 6lx
Aele] A W TE A7k} SF AR SHoz  E JPHCE ube 4 9lrh Table 4.% dlole] sl
FZ38l3, oSl W3 E¥ ¥ JERI HuZ E A b RS B L o e L B E R bt B
3l MMORPGelA Al 35 "8kt 9], B AE el wpE 2kl AY #HH Bt ATES
HE9)a whellAe] o]4F AF %w—t— 22el A9 Rk Aol
S o] g3 AS A FeloldE ez aln Auie} dlele] vielyd 7|2 Al AdellA e ] 3
5 EAln B Ealdel A o) £ 9 AAES SAEE LA dAolE 29l 15
He B4 ol AF A s slgnh AR R B el Aug Faste] o
Chen Kuan Ta 52 HEYZ w4 A% =9 AA | AHgsh= 71elth. Jina Lee 2 AW o
Ao FA4 0 FRQe pAse SHog 22s oA ADE B9) AAAE HeolE weld sl
I, AR 71l A4sted MMORPGeIA A%l Agsle] AYdEs TRk AA WHES A
< E73190h43]). Sylvain Hilaire 52 WE9 o W AEEY] g9 ARAE BAeR FE3a,
3 wola] UEYZ Ef do]el= glo|E] uio]y Naive Bayesian 1] 2o 743}
7ol A43te] A vhx] wpHS x]]A]S}OﬂD} A MMORPGell4 AYEE +Rskslvh12].
A3k wp 2o e} Fejolgl Ezre] H4EE 57 Su-Yang Yu o AW welx e d9&
o] Azt 7¥AF} AR Q] Ale] =5 %ﬂi =3}, dlele whelyd 7ol Ag3to] Aim 3 FFHHS
Decision Tree @ig]Zel &3t MMORPG AAsAeh, AARE WHES Ao ePlE 2Ese
oA AdR-E FAsRrH44). Y dele rRere) 258 $A|5s Azl e &
ZelolAdE thofA]Q] o]A AE ek A9l e} A& FEsha, SVM daelFel] A48kl FPSel
=7} AAS S8 44 PO gmed A Alm & EFsteieh13).
7siEe] S1ae] xE A%l gAake o]t EAA e A o Ak f} 2R BeAE
Sungwoo Hong 58 Zejo|dE thol|a] AR} o] 2 doleE 54 Aol #Ak Har, xF HAA
#92 glolg wloly 7] Aeske] AR B 2 B%9} p-value, z-value 5% 53 49 ¥
WS A Akt AR SRS AFexle] 7|8 AYPAE  FEsk= 7I¥eltl. Marlieke van
= g mlex qlE AFAS TG YRS oWlE Kesteren 5= Zete|dE w4 Al o 7H=lE
AQAE EAo 7 FZ38l3, Decision Tree ¢l o] g0l kel W HIEE SRR &3}
g Zoll H-83l] MMORPGeIA A& &A513 EAA7H A 4838t MMORPGeIA A &
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Table 4. Classification depending on a detection technique

Category Research Characteristic Key research
[7-8],[12-13],[18- | - High accuracy of anomaly detection - “Aimbot detection in online fps
Data 26],[27-29], - Limitation of application in real-time games using a heuristic method based
mining [32-341,[36-37], and client side because of using on distribution comparison matrix”
[42],[44-46] much time of data analysis [23]
- Limitation of application in new
[6LIOL[10], character becauIs): of requiring data
.. [14-16],[24], . - “Automatic detection of compromised
Statistics accumulation . »
[30-31],[38-39], .. accounts in mmorpgs” [14]
[41],43],[48] - Requiring lots of data to create
R detection rule
- Limitation of application in new
character because of requiring data
Similarity [11].[17].[40] accumulation - “Server-side bot detection in massive
analysis T - Limitation of application in client multiplayer online games” [11]
side because of increasing
computation quantities
- Applicable to the real time because - “Development of embedded
. of a little computation CAPTCHA elements for bot
T test 231,[351,[47 . . .
uring fes (23,[351,147] - Applicable to the precautionary step prevention in fischer random chess”
- Falling of game immersion [23]
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gk, 71F0] He duelES Decision Tree,
SVM, Naive Bayes, kNN, Logistic
Regression, bayesian Network, Adaboost,
Neural Network & Y& 4 9lt}. Table 5.&
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Table 5. Classification depending on a detection algorithm

Category Research Characteristic Key research
8],[181,[20 - Easy to int t of It
Decision [81,[18],[20], asy (o Intefpret of resu - “Detection of auto programs for
Tree [21],[28],[33], - Low accuracy than relatively other MMORPGs* [28]
[441,[46] classification algorithms
[71,[131,[19], - Guarantee high accuracy of robustness - “Detection of MMORPG bots based
SVM [22],[25-26], for error data on behavior analysis” [25]
[36] - Difficult to interpret of result Y
- “Guilt b iation? Network b
Naive [8],[12],[20-21], - High accuracy depending on simple . y association? Network based
- . propagation approaches for gold
Bayes [32-33] model and efficient calculation .
farmer detection” [20]
- Fast learning stage
- Proportional relation bet dat: Sy
[81,[18],[20-21], ‘ropo tonat Te alc.)n e.ween a. - “Game bot identification based on
kNN [261.[33] size and computation time depending manifold learning” [26]
’ on calculation of distance in all of €
the data
- Low computation
- E knowl fi - “Behavioral- heati i
Logistic [81.[20-22].[29]. Easy to‘represent owledge for “Behavioral based cheating detectl‘on
Rearession (33] interpreting of result in online first person shooters using
g - Low accuracy depending on machine learning techniques” [22]
underfitting
- Easy to understand correlation
Bayesian [81,[18],[21], between features - “Bot Detection Based on Social
Network [33],[34] - Requiring data reduction of Interactions in MMORPGs” [21]
relationless attributes
- Low error rate and Fast computation - “Mining for gold farmers: Automatic
[81,[18],[21], . . .
Adaboost (33] speed detection of deviant players in
- Sensitiveness in noise data mmogs” [33]
- High acc'uraC}f and lots of - “The ones that got away: False
Neural computation time because of lots of . L
[18],[27],[45] . .. negative estimation based approaches
Network computation quantities

Difficult to interpret grounds of result

for gold farmer detection” [18]
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Table 6. Classification depending on a data source

Category Research Characteristic Key research
[91.[12-17], - Easy to classification between
[191.[22] normal character and abnormal
Character (242 5]’[32 ’3 4] character because of different - “Online game bot detection based on
behavior ;3 6],[ 38] ’ behavior party-play log analysis” [15]
[ 40’_ 41] ’ - Requiring lots of data source
because of high accuracy
- Easy to classification because of
Characty diff f travel path each t . .
t:::;er [6],[11],[26], e:wltlerence ot travel path each to - “Second life: a social network of
371,148 .. . . L h d bots” [10
path [371,[48] - Requiring differential application umans and bots™ [10]
depending on using map
- Easy to classification because of
User [13],[281.[36-37 difference of Window event - “An automfitic and pr(.)active identity”
. between normal user and abnormal theft detection model in MMORPGs
behavior 1,[41-42],[46]
user [36]
- Requiring client module to analysis
- Applicable in online game, easy to
1 lassificati 1
. [71.[81,[10], classification between normal user - “Battle of botcraft: fighting bots in
Social [18],[20-21], and abnormal user online eames with human
network [271,[29], - Difficult to classification between observafional roofs™ [27]
[30-311,[39] normal user and abnormal user in p
solo play game
- Enable using without modifying in
server and client
Network - “A modern turing test: Bot detection
traffic [43-45] - Enabl‘e fast response for abnO@al in MMORPGs" [45]
user in case of leak of detection
rule
- Small computation and resource
Image because of image source - “Preventing bots from playing online
[23],[35],[47] . . .. N
source - Falling of game immersion in game games” [47]
playing
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MMORPG, FPS, 7l= A4, 745 A (racing
game )22 e ¢ glt) Table 7.2 A A=

2 2z}el A A Bl AFE5S BE3F Ao}

MMORPG (Massive Multiplayer Online
Role Playing Game)¥ W2 t}5Akgxt &2}
& Fde) ALY E29EE AN &9 AEES
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Zrell A sAel 22 4 9le Aldeltt. Chung
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Table 7. Classification depending on a game genre
Category Research Characteristic Key research
- High degree of freedom in the game
[6-12],[14-15], . . . « .
[17-211.[25] - Appearing a variety of user-specific - “Game Bot Detection Approach Based
MMORPG 127 33]’[3 6], features on Behavior Analysis and Consideration
T - Enable playing of cooperation of Various Play Styles” [19]
[39-46],[48] o X
- High initial entry barrier of game
- Game playing of combat between
FPS [[12242,[2155]]E22412]]’ pReeoplii?n fast response speed in game | "A statistical aimbot detection method
T ql,l & P P & for online FPS games” [24]
[37] playing
- High initial entry barrier of game
Card - “Embedded noninteractive continuous
23],[351,[47 - Low initial entry barrier of .
Game (231,1351,[47] oW tmitial entry barrier of game bot detection” [35]
 Requiri £
Racing equiring to understand for game - “Win, lose or cheat: The analytics of
Game [38] play map layer behaviors in online games” [38]
- Low initial entry barrier of game play &
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Table 8. Classification depending on a detection target

Category Research Characteristic Key research
[ 1[21’1[3]' 1[?]9’] - “I know what the BOTs did
Game bot [21-22] [’2 4 32’] - Pattern detection of repetitive yesterday: Full action sequence
detection ’ ’ behavior for specific purpose analysis using Naive Bayesian
[34],[401,[43], algorithm” [32]
[44-461,[48] &
Gold - Using feature of character transaction
farming [7-81,[18],[20], data - “What can free money tell us on the
group [331,[39],[42] - Detection through using the most of virtual black market?” [39]
detection social network data
A t - Detecti thr h usi th t of . . .
cooun [14],[36-37], etection .oug us.mg ¢ mgs © - “Trajectory based behavior analysis
steal user access information and login X .,
. [41] for user verification” [37]
detection data
- Using the most of Turing Test
Game bot [231.135].[47] technique - “Preventing bots from playing online
prevention R - Access control for another program games” [47]
through game security solution
- “Win, lose or cheat: The analytics of
Game hack . . . . . . »
. [38] - Using game security solution player behaviors in online games
detection [38]
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