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A study on macro detection using information of touch events in Android
mobile game environment
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Center for Information Security Technologies, Korea University
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ABSTRACT

Macro(automatic hunting) of mobile game is a program that touch the screen by defined rules like a game bot in PC online
games, and it is used by make various ways like android application or windows application program. This gives honest users
deprivation and make to lose their interest. Finally they would leave the game and gradually game life would be shorten.
Although many studies to prevent these problems in PC online game are conducted, applying mobile game to PC’s way is
difficult because mobile games are limited to use the network and device performance is different with PC.

In this paper, we propose a framework for macro detection by using the touch event information. A touch event on the
mobile game is a necessary control command to the game. Because macro touches the screen with the same pattern, there is
a difference between normal user’s behavior and macro’s operation. In mobile games that casual games are mostly, Touch event
is the best difference that identify normal user against macro for a short period of time. As a result of detecting macros used
in real mobile game by using the proposed framework it showed 100% accuracy and 0% false positive rate.
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Table 1. Macro operation methods

Table 2. Macro detection methods

Type Name Event conditions method feature
FRep time interval - Correct
android time interval Black list - Can not detect macro on
application HiroMacro color change in management Windows
specific positions - Need continuous updates
G Macro time interval - Can not detect hidden macro
Windows app
L. i i Installed application
application time mtervali analpsr;s - Can not detect macro on
program AutoHotkey colo;l chang.e. in Y Windows
specific positions - Occur false positive
CAPTCHA - Reduce the immersion
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Fig. 1. Flow chart of macro detection based on
touch event information
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Table 3. Results of macro detection

Android . .
L Windows application program macro Normal user
application macro
ial
FRep HiroMacro G Macro AutoHotkey Commercia Ul |U2 U3 |U4 |US
macro
Samsung Galaxy 5 1
LG GX Unused on 1
smart phone
Huawei 2
- 3 or 4 3 3 3
Genymotion 2
Bluestacks 3 2
Windroye 2
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