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ABSTRACT

Financial fraud has been increasing along with credit card usage. Magnetic stripe cards have vulnerabilities in that credit card
information is exposed in plaintext and cardholder verification is untrustworthy. So they have been replaced by a smart card
scheme to provide enhanced security. Furthermore, the FinTech that combines the IT with Financial product is being prevalent.
For that reason, many mobile device based payment schemes have been proposed for card present transaction. In this paper, we
propose a virtual credit card number payment scheme based on public key system for efficient authentication in card present
transaction. Our proposed scheme is able to authenticate efficiently in card present transaction by pre-registering virtual credit
card number based on cardholder’s public key without PKI. And we compare and analyze our proposed scheme with EMV.
Keywords: Card Present Transaction, Virtual Credit Card Number, Authentication, EMV, FinTech
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221 7I= 21& (Card Authentication)
2.1 EMV
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; k ;.5 Contact or Contactless < g;ﬁ
EMV chip Card EMV Terminal ‘
\___(Client) (Merchant) iSsues
S
S Y :
Transaction Request Card Authentication
1D, cyer, CERT,, CERT (, Reard {Case of DDA)
Payment Request
Compute Digital Signature XSy Beanl, By
using CERT ¢
Payment Response
SIG(SK, TSy, Reard, Ry) Signature Verification
Using CERTy, CERT.
[ cotierterfnton | ————
{Case of Online)

Authorization Cryptogram Request

Card Action Analysis}
CMK = H(IMK, Rcard,
SSK = H(CMK, R, )

Go-Online, o

Authorization Cryptog

Hssylo)

Transaction Result

Terminal Action Analysis
o = Amount, TSy, Reard,, R,

Authorization Request

CMK = H(IMK, Rcard)
SSK = H(CMK, R,)
Verify Payment Information

Amount, TSy, Ry, Hssk(0)

Authorization Response

Hssk(ARQC, ID i5suer, TS)), TSy, Script

Transaction Certificate

Hgsx(ARPC, o)

Hssk(ARQG, ID jsgyer, TSy), TSy, Script

Fig. 1. EMV Transaction flow
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value)?!  ARQC(Authorization  ReQuest
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MAC 4% %31 ARPC (Authorization
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2.3.1 No-PIN attack

No-PIN attack> 7}= &2} gl A ollA]
WA = 9l Ao R sl=e) i) Aol of
el A2 E Al ste] sk m} 27 (man
in the middle attack)wle] FHekzo 15}[9].

PING m2i 7h=g 059 FAAE 99715 7}
= Alole]] etolA F7kal A= Z =
A7l 5, Offline-PIN <lg 848 whenl ¢
ool PINSG l5dch. o ofoHsl $2kk &
2= de7lel= PIN lZe]

7t=ell= =27]7F PIN <15 #WAe] CVMsE A4
shAl gdob Fh= AR EHlE AY e

Signature WAo2 Alste] Fadvka Jelvh
o137 =W AR oz FARE Fheel W PIN
& ) Eariehe Add 43 4 9

2.3.2 Yes-card attack

Yes-card attack> EMVAY £ 7l= ¢l o
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2.3.3 Pre-play attack
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ot EMVY] A #A F 7t= QS A6l =
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xgste] S E St ol uel FHRE
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2.3.4 Relay attack
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T A3 wvlel dake Adads 49 & 9
ok ol Bl Fh= AAATE FAA AAE s
shdrlelA AdFe 299l Felsta Jeg B
AAE Amst b wir)e A3 ok =4 9)
T A3e) dR sleAdus ASE S ol o
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2.3.5 Misreporting by terminal

Steven J. Murdoch %2 [(13) <A
Misreporting by terminal °]zHe "‘]"“401] 31
3 2Ntk FhEA AR 7]101]% PIN <l%&
o]-43t Adeta 7|E=o] Qe whHel| dgFel=
Signature 915 "WH& 4“1355‘41 3= A=
=] “Lﬁfﬂ]‘”ﬂr o]FA EYUx ]5]: 71550] WA
3 olf= PINGIE W9 587 o A3 3tx
AA Faol GAY BHEo ‘537] wj o)}, ulebA
Az o]2d o] HES Hd EHvdE Ed A
# 715 2Asla 22 Qls) sheel o8k A=A
(card reported value)$} wH#7]el &3t A=A
B (terminal reported value)el o]z} vehdA
== FAgH o]t

s+
oA
=

. "Ik 718

& AellA= AR 71715 7]Hke R A &
AelA AAF = gle 7MvtEd
o} At 7ol AMgsle 7ML Table 1. %
Z},
3.1 Mgt 71 S8

7t= 242} (Client)= 2vhE E3 o] NFC
(Near Field Communication)& AH&& 5= gl
= 2vtE 7]7]e AltEAA & ARk SMS
AdF 5 o dFFHE F8 Bl rYE IF
in S =) R ARl P RS %‘7H7V7H 171 7 "}}
(PK., SKq)& AAsta 30715

By
22 Ao JMFte s (Veard )% 74]’1‘}3]"’ &t

N

Table 1. Notations

Client Cardholder (User device)
Merchant Store (POS Terminal)
Issuer Credit card issuer
D, Cardholder information (name, billing
’ address)
1D, IIN (Issuer Identifier Number)
Recard Real credit card numbers
Veard Virtual credit card numbers
Amount Transaction amount
K Symmetric Key
MK Master Key
RK Random Key generated by Merchant
H(.) Cryptographic hash function
H, ;\() Keyed MAC function
TSy Time stamp generated by X
PKy, SKy Public and Private Keys of X'
Signature of transaction information o
S]G(SKX7J) using SKy
E(K,...) Symmetric Key Encryption with K
[ ]PK Asymmetric Key Encryption with Public
* Key of X
A3 A9 Fa Fh=Abel] Bk

Veard = ID, | H( PK || ID,. || ID,) (1)

7tEAls FEEE Ftol feA A H FdE
7Pd7tem sgleo] Falsd do|ewjo] e SE3E
o}, 28]z 7}=A} wk~E 7] (Issuer Master
Key, IMK)¢} AAFI=H T A5 443l
7= wl~E] 7] (Card Master Key, CMK)E A
Abskal AREAF 71710l A "ggieh AMAE 717 7t
E ntry 715 AR 283 7kE AAARE R
HEHEE gzl vl 4] e 7] I4E
3} 7] (Key Encryption Key, KEK)® A-8-3}e]
7he 222k ARATN(SK)E 53} st A4
o} olul, AR} 7]7]e] AAEE HRES kg
249l SE (Secure Element)ell AAg i 7}
Xéfﬂﬁ} ol¥7| 555 s Hd /MTIEHSE A}
4+
7}

A Az o, A5 s
EAlshe A3 WA A TlEAE e g
A S fE4S Blek oF Fal PKIsh
VFAE A o AgThegne iyt 2
A% AEshe Al AR A= 2AAYE A%
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A.\ - NFC Communication
N

| UserDevice

% | Secure Channel )--------- > ”. ‘\ ;
POS Terminal | JSueF
(Client) (Merchant) ./

(1) Transaction Request

PK,
3) (2) Payment Request
Input KEK [RK, Amount, TS 1,y

Digital Signing using SK
0=TSy, Amount, ID¢, IDsgyer

SIG(SK, o]
kel (4) Payment Response

E(RK, 0, SIG(SK , 0))

(9) Transaction Result

(5) Timestamp Verification
Signature Verification Using PK
Compute Virtual card numbers
Vcard=ID,;, H(PK¢, ID¢, ID;)

(6) Authorization Request

TSy, Amount, ID ¢, Vcard

(7) Verify Authorization Request
CMK=H(IMK, Rcard)
K=H(CMK, TSy)
MAC=TS,, Hg (Rcard, Amount, TS;)
(8) Authorization Response |

E(RK,(Receipt, MAC) or Rejection)

(10) Verify Transaction Result
|

Fig. 3. Proposed scheme Transaction flow
3.2 Mgt 71 74z

2 o= diAG SN At 7S Fsl
PKI $lo] 553t 7MI7l=dss o] 83le] A}
= Wl diel At A A= Tt
ZAAHClient) 7} AAellA Fodd A4F 52 AH
25 Adsle]  Fvlzk(Merchant)ollAl Al Agkc}
izl POS  =E7](Point  Of  Sales
Terminal)ol 7}2¢ J=Esly AAS 24514 7

£ 3] Sl R Bt Alg 719 AR =
171(User Device)
¢} k7] (Terminal) = NFC £418 sla whdy)
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AREL Wl A4l SEo| AAEe] etAsitty
7145}

(1) 7= 223 @27] s F3 ARs
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]
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chty] ol 2E5Ho),

(2) &= dele] dA7] RSt AHLA A

{Accept, MAC) or Deny
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22 2F SR rzEkete] ARgat 7]7]e B A
A PJé% gt

) AREAE 71711‘— KEK ¢5% 843ty 7l=

oft i H

=

2 4
L
fole ©
T
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® o
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©
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A
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fu
N
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1
o
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fu
_{
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| A 2] &
BRI2RZ(T7S,), Aded 5o ARE 53}
a2y el aRE 7M13—ﬂ 7= A2l AR
(ID.), 7¥=rt APE2HID) 5 Rot AR (0)E A
Ag), aEla AGA R} ?}‘: ZAAF NQ7)E o4
3 71311241«] M (SIG(SK,, o) )& Axkaret.

) AR} el i3 MWRE REE S
o]—_—g_g].zg}oq 1:]-111—7] oﬂ ?Hiﬁ 1;].
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MAC= TS, | Hy( Reard || Amount|| TS,) (2)

(8) 7}5/\}: ozt oA MAC 3, 7l=
Ab BRIARIZE 23 A el wAA] s A
2=9] A3 uﬂxm EAN )=

(9) #virk= FhEAbRAE gE2 WA E Eeldt
aL el weh e X2 A A A me A
AAAE Bk A gl wAAE BetkE
Fefaks 7PTtEl st SEE Sle S 23
g}, aE|ar Apale] st x| AfE e "ol AR
e 2 7hteds Al AR 3A77E 7
2227} 7PTtER S S5 o) AR A

A71dE @A weh mEkA o] Aol byt

o
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A5 woks A5 A A HARE REKE st
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ol H~\
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V. Hu-2M
4.1 =7| d8

EMV 7% 7t=ate} 7tert AAzleds,
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Authorization)& $18 7l=ARE 7t=2] 7417
2 AH gs 7 gleh 2o ARSARe] 3N
7] Q&4 9t FkEAL A7) AFAE FHA A glen
POS =717} CA I715 w8k glel A
Al exelel AMAZUte 2w e H ] AlA)S
gelste] AHE 50T 4 Ak

At 71 AS 7|RAL® FtEALS} = 427
A7} AR AR AAZlERE 277, PIN 5
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= S5 o 7], Q7] 7] S A s
VslA Eloh, aEln FEALERE FlE Wi
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| 7t= &A27F 30715 ke R At S5
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Table 2. Comparison of EMV and Proposed scheme

EMV

Our proposed scheme

Signed card information,
Card private key,

Card public key certificate,
Issuer public key certificate,
master key

Card information,
Cardholder information, Key pair, Card
Card master key

Item Information, CA public

key Item Information

Client
Initialized
information Merchant
Issuer

Card information,
Cardholder information
Issuer master key

Card information,
Cardholder information,
Issuer master Key,
Virtual card numbers

Card Authentication

PKI based Sign verification

Sign & Vcard verification

Cardholder Verification

No CVM, Signature, Oftline-PIN, Key Encryption Key of cardholder’s

Online-PIN

private key

Transaction Authorization

ARQC & ARPC verification

Sign & Vcard verification

4.2 7= 915
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7t= AEE FpEApel] B A5
7
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gomy eokl 97 glol=

gz 0 BAE Ahe o
] sie.
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