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ABSTRACT

Recently, as high-quality sensors are being developed, it is available to conveniently measure any kind of data. Healthcare
services are being combined with Internet of things (IoTs). And applications that use user’s data which are remotely measured,
such as heart rate, blood oxygen level, temperature are emerging. The typical example is applications that find ideal spouse by
using a user’s genetic information, or indicate the presence or absence of a disease. Such information is closely related to the
user’s privacy, so biometric information must be protected. That is, service provider must provide the service while preserving
user’s privacy. In this paper, we propose a scheme which enables privacy-preserving outlier detection in Healthcare Service.
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Fig. 2. Comparison of Euclidian Distance and
Mahalnobis Distance.
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Table 1. Entities of our system

User’s biometric informa- tion is
extracted in real time by a body
Body sensor. Body sensors are attached to
Sensor the body while forming a Body Area
Network (BAN). And it is connected
to the Internet via gateway.

Gateway refers to a device such as
Gate a mobile phone to collect and send
Way a user’s biometric information over
the Internet.

Service Provider extracts meaningful

Service values by analy- zing the data
Provider collected from the user. Using the
(SP) results, it is possible to provide a

service to the user.

Crypto Service Provider
(CSP) works for security.
When the service provider analyzes

Crypto health related data, CSP restrict
Service . . .
. service provider not to decrypt bio-
Provider . .
information.
(CSP)

Both service provider and CSP
compute distance using 4 operations
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Kev Generation
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Transmit c1pher% BT\MHSHIH .
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Provider e
Operation
@ Key Generation
» Master Key (MK)
result = Public Parameter (PP)

Fig. 4. Data flow

Table 2. Notation

PP Public Parameter
MK Master Key
Zy Plaintext space [V
Z N? Plaintext space /V>
P, qQ Distinct prime

Distinct prime

P q p=2p’+1, q=2q’+1
N N=p-q
k Constant such that
(k€ [1, N—1])) @ Imod N*=1+kN
g X Random element g of order
(GEZy») pp’aq’
sk User’s secret key
pk User’s public key

AellA AHEEE F2 #2714 Table 294
t},
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Algorithm 1. CSP key generation

Set prime p', ¢, p, q

p=2p +1
g=2q¢ +1
N=pXxyq

Set PP (N, k,g)
Set MK < (p',q)

Output the PP, MK

@ vhaEl7l, CSPR el Hn o]F o] 4
of A4} dlole} %58 F 4 3r

512 ALSAH 7| MM

Algorithm 2. User key generation

Generate User Key using PP

Pick random a€Z,,

h=g¢" mod N*
sk <—a

pk <—h

Output the sk, pk

Algorithm 2¢l|4 AH$2k= CSPEYy¢ #F
PPE olgstel 7] pksh 7l sk A4
o AHAE A7) skE AW gow Alds)
PPS} sk& o143t 3717 pk& A,

H o o
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Algorithm 3. Data Encryption

User Encrypt message m using PP, pk

Pick random r&Z,.
A=4"
B=h"(1+mN) mod N*

Output the ciphertext (4, B)
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Fig. 5. Operation process between Service

Provider and CSP.
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(C.D)—Add((A, B), Enc,, (= o)) (1)

532 =55}

Algorithm 4. Data Decryption of CSP

Master Server Decrypt (A, B)
using PP, pk, MK

RPY —1 mod N?

amod N= v o k! modN
d _ 2
rmod N= M o k! modNV
N
B/¢™ )" —1 mod N? o
m= (B/g") o e (p'¢) ' modN

N

Output the message m
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Table 3. Notations for Data Operation
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Fig. 6. CSP Operation
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Fig. 7. Delete Noise of Service Provider
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Fig. 8. Performance with respect to window size
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