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ABSTRACT

Multi-functional devices was originally an equipment performing image processing, but function transmitting image data
digitized by combining fax function and function of network are added and it was rapidly developed. Also, functions of internet
application, application expansion, remote sharing and image treatment were added to multi-functional devices. But,
multi-functional devices can cause security vulnerability such as data exposure, eavesdropping, etc. because of the threatening by
network connection. Therefore, common criteria of multi-functional devices are necessary, but there is no protection profile for
multi-functional devices now. Therefore, concrete standards of evaluation are not applied to evaluate secure for products, so it
was difficult to maintain uniformity of evaluation quality. Therefore, this paper developed protection profile for multi-functional
devices based on common criteria of evaluation so as to analyze threats of multi-functional devices and use secure
multi-functional devices.
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Table. 5. Security Functional Requirements

Class Component
FAU_GEN.1 Audit data generation
FAU_GEN.2 User identity association
Security FAU_SAR.1 Audit review
Audit FAU_STG.1 Protected audit trail storage
FAU_STG.3 Action in case of possible audit data loss
FAU_STG 4 Prevention of audit data loss
FCS_CKM.1 Cryptographic key generation
Cryptographic FCS_CKM.2 Cryptographic key distribution
Support FCS_CKM.4 Cryptographic key destruction
FCS_COP.1 Cryptographic operation
FDP_ACC.1 Subset access control
FDP_ACF.1 Security attribute based access control
FDP_IFC.1 Subset information flow control
gzz FDP_ITC.1 Import of user data without security attributes
Protection FDP_ITC.2 Import of user data with security attributes
FDP_RIP.1 Subset residual information protection
FDP_UCT.1 Basic data exchange confidentiality
FDP_UIT.1 Data exchange integrity
FIA_AFL.1 Authentication failure handling
Identification FIA_ATD.1 User attribute definition
and FIA_SOS.1 Verification of secrets
Authentication FIA_UAU.1 Timing of authentication
FIA_UID.1 Timing of identification
FMT_MSA.1 Management of security attributes
Security FMT_MSA.3 Static attribute initialization
Management FMT_MTD.1 Management of TSF data
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles
Protection FPT_FLS.1 Failure with preservation of secure state
of TSF FPT_TST.1 TSF testing
TOE Access FTA_SSL.3 TSF-initiated termination
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